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FINDINGS AND RECOMMENDATIONS

FINDINGS AND RECOMMENDATIONS

1 Findings and Recommendations are grouped as theyaapn the text at the page
number indicated:

Page 109

Finding 1: The Committee finds that there was no dection given to the Western
Australia Police, in relation to its investigationinto the alleged leak of confidential
Cabinet information to The Sunday Timesby any Minister, Parliamentary Secretary
or Member of Parliament or their staff.

Page 109

Finding 2: The Committee finds that there was no dection given to any public
officer, in relation to the alleged leak of confidatial Cabinet information to The
Sunday Timesby any Minister, Parliamentary Secretary, Memberof Parliament, or
their staff.

Page 142

Recommendation 1: The Committee recommends that éhAttorney General conduct a
review of s 81 ofThe Criminal Code

Page 144

Finding 3: The Committee finds that it would havebeen prudent for the Corruption

and Crime Commission of Western Australia to have lotained from the Department of
the Premier and Cabinet a copy of the alleged leakeCabinet document, so that it
would have been in a better position to form an opion as to whether an investigation
should be conducted.

Page 145

Finding 4: The Committee finds that the Departmentof the Premier and Cabinet,
inadvertently or otherwise, hampered the Western Aatralia Police investigation by not
informing the Western Australia Police of all relevant information concerning the
unauthorised disclosure including that there were iffe separate versions of the
document containing information that was disclosedand the distribution of each
version.
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Page 145

Finding 5: The Committee finds that the Corruption and Crime Commission of
Western Australia did not assess the complaint reeged from the Department of the
Premier and Cabinet with appropriate rigour, and simply passed the responsibility for
the investigation on to the Western Australia Polie despite the Corruption and Crime
Commission’s own previously published misgivings alut the value of investigations of
offences under s 81 ofhe Criminal Code

Page 145

Finding 6: The Committee finds that the role of tle Department of Treasury and
Finance and its internal processes for managing c@idential information has not been
adequately addressed. The Committee is of the vietlhat the Corruption and Crime

Commission of Western Australia should have also ferred the complaint to the
Department of Treasury and Finance, as it did to tb Department of the Premier and
Cabinet, for investigation under s 33 of theCorruption and Crime Commission Act 2003

Page 145

Finding 7: The Committee finds that the Corruption and Crime Commission of
Western Australia expressed to the Western Austradi Police a narrow interpretation
of Part 4 of the Corruption and Crime Commission Act 200@hat is, those sections
dealing with organised crime and the conferral of xceptional powers on police
officers), and did not take into account the type fojoint Corruption and Crime
Commission-Western Australia Police investigationsising the Corruption and Crime
Commission’s general powers as envisaged by s 33k})of that Act.

Page 145

Finding 8: The Committee finds that the Corruption and Crime Commission of
Western Australia failed to acknowledge that, in met circumstances, a notice to
produce documents under theCorruption and Crime Commission Act 2008an be as
effective as a search warrant due to the availablgenalties for failure to produce the
document.

Page 146

Finding 9: Notwithstanding the Committee’s concers with the Corruption and Crime
Commission of Western Australia’s referral of the natter to the Western Australia
Police in this instance, the Committee finds thattiwas proper for the Western
Australia Police to investigate the allegation of &abinet leak, given that it was an
offence under s 81 ofThe Criminal Code The Committee believes, however, that
alternative methods of investigation should have lemn employed before resorting to a
search warrant, having regard to resource requiremets and other Western Australia

Police priorities.
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Page 146

Finding 10: The Committee finds that in the execubn of the search warrant on the
offices of The Sunday Timesthe Western Australia Police officers at the scen
demonstrated professionalism, courtesy and restratn

Page 146

Finding 11: The Committee finds that there was aninappropriate and
disproportionate allocation of resources by the Wesrn Australia Police for a
relatively standard search of an office building.

Page 146

Recommendation 2: The Committee recommends that éhDepartment of the Premier
and Cabinet and the Department of Treasury and Finace further review their
procedures and systems for handling confidential duments, and in particular with
respect to informal consultation on drafts of confilential documents.

Page 146

Recommendation 3: The Committee recommends that ¢éh Corruption and Crime
Commission of Western Australia refer the alleged idclosure of confidential Cabinet
information to the Department of Treasury and Finarce for investigation pursuant to
s 33(1)(c) of theCorruption and Crime Commission Act 2003

Page 146

Recommendation 4. The Committee recommends that ¢ Corruption and Crime
Commission of Western Australia ensures that a thaugh assessment in accordance
with the Corruption and Crime Commission’s formal case categorisation and
assessment procedures is undertaken in relation &very complaint, even where such
complaint is the subject of an investigation commered by another agency.

Page 159

Recommendation 5: The Committee recommends that ¢hAttorney General continue
to pursue the introduction of shield laws for jourralists.

Page 166

Recommendation 6;: The Committee recommends thatm iaccordance with s 7 of the
Parliamentary Privileges Act 1891he Legislative Council excuse the answering ohe¢

question asked of Mr Paul Lampathakis by the Commite as set out in paragraph 14.9
of this report.







CHAPTER 1
REFERENCE AND | SSUES FORINQUIRY

11

1.2

13

1.4

15

1.6

On 14 May 2008 the Legislative Council establistieel Select Committee into the
Police Raid oriThe Sunday Timg€ommittee) with the following general terms of
reference:

The committee is to inquire into and report orl tie
circumstances surrounding the police raid on thedéy Times on
30 April 2008. ...

The Committee held hearings and received writtédesxe before the Committee
ceased due to the prorogation of the Parliamernt gmgust 2008 in preparation for
the State election. The Committee was subsequentgtablished by the Legislative
Council on 12 November 2008, with the re-establisBemmittee having access to all
evidence and material of the original Committee.

The relevant events of 30 April 2008 arose fromirarestigation by the Western
Australia Police WAPOL) into an alleged leak of confidential State Goweent
Cabinet documents or information which had fornfesl hasis of an article appearing
in the 10 February 2008 edition e Sunday Times

Between approximately 2:00pm and 6:00pm on 30 A8 officers of the WAPOL
executed a search warrant at the officeshd Sunday Times Perth. The number of
officers actively involved in the search variedtiates over this four hour period,
although a total of 27 officers were involved i thperation (some of whom attended
at The Sunday Timéesffices for a short time only).

The actions of the WAPOL on 30 April 2008 were fithat the time by the staff of
The Sunday Timeand camera crews from various other media. Theutiam of the
search warrant received extensive media coverathe ifollowing days.

There was some suggestion within the media thatState Government may have
been involved in the decision to undertake the.raithe media coalition group
Australia’s Right to Knovstated the following in a media release on thefdbgwing
the raid:

Motion of Hon Norman Moore MLC, Leader of the Opjtion, Western Australia, Legislative Council,
Parliamentary Debates (Hansard)4 May 2008, p2944.

Motion of Hon Norman Moore MLC, Leader of the HeudVestern Australia, Legislative Council,
Parliamentary Debates (Hansard)2 August 2008, p122.




Police Raid on the Sunday Times Select Committee FIRST REPORT

Speaking on behalf of the media coalition AustialRight to Know,
News Limited chairman and chief executive Mr Jofamtigan said:
“This is a disturbing reminder that governments Australia will
resort to legal muscle to redress political embagment”.

“Do we now live in a country where whistleblowensdajournalists
can expect to be hunted down and charged if thegalegovernment
information that is a matter of legitimate publitérest? The answer,
regrettably, appears to be yes,” Mr Hartigan said.

“Can the Western Australian police commissionerfoam that the
Government has not been involved in any way imitestigation or
yesterday’s raid?®

1.7 The author offThe Sunday Timesticle at the centre of the raid, Mr Paul Lampéis,
also made the following comments in evidence tcGbmmittee:

| believe the raid to be the result of moves bystlagée government to
attack our newspaper and me for a politically dainggnews story
about the government’s intention to spend millimfstaxpayers’

dollars on advertising to help it get re-electetieTatest incident was
the second time this year that the police have heethe Sunday
Times offices to search for information about therses of one of my
stories at the behest of the state government. ynnmnd both

incidents were aimed at trying to intimidate anddss me for doing
my job, which is to communicate to the public oritena that are of

significant interest to the pubilfc.

1.8 The Committee has investigated the events leadimgtou the police raid, the
appropriateness of the raid itself, and the effeciess of various administrative
procedures followed by a number of agencies in flo¢hpresent case and in similar
circumstances.

Australia’s Right to KnowAustralia’s Media Slams Police Raithedia release, 1 May 2008, p1; Doc.
88, Exhibit 4AZ.

Mr Paul Lampathakis, Journali§the Sunday Timg$ranscript of Evidencel July 2008, p2.




CHAPTER 2
PROCEDURE

Hearings

2.1

The Committee held the following hearings, whichreveonducted in public unless
otherwise indicated:

Monday, 9 June 2008

2.2

Mr Malcolm Wauchope, Director General, and Ms Ligéard, Acting
Principal Policy Officer, Office of the Director Geral, Department of the
Premier and CabineDPC);

Mr Timothy Marney, Under Treasurer, Department oéaBury and Finance
(DTF);

Mr Nicholas Anticich, Director, Operations, and Mrevor Wynn, Manager,
Investigations, Corruption and Crime Commission Wkstern Australia
(CCC); and

Assistant Commissioner Wayne Gregson, SpecialisheCPortfolio, Western
Australia Police WAPOL); Detective Inspector Arno Albrecht, Commercial
Crime Division, WAPOL,; and Detective Sergeant Alldane, Major Fraud
Squad, WAPOL.

The above hearing with the officers of the DPC ekl in private session at the
request of Mr Wauchope, who advised the Committeer go commencing the
hearing that in his evidence he wished to refea ttumber of documents that were
subject to Cabinet confidentiality. The Committesss subsequently considered the
evidence given at this private hearing and haslvedothat the transcript of this
private hearing should be made pubilic.

Friday, 13 June 2008

Detective Inspector Arno Albrecht, Commercial Crinigivision, and
Detective Senior Constable Elissa Mansell, MajaudrSquad, WAPOL;

Mr Kieran Murphy, Acting Chief of Staff, PremierQffice, DPC,;
Mr Islwyn Davies, Managing Directofhe Sunday Timeand

Mr Sam Weir, EditorThe Sunday Times
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Monday, 30 June 2008
. Mr Timothy Marney, Under Treasurer, DTF;

. Mr Nicholas Anticich, Director, Operations, and Mrevor Wynn, Manager,
Investigations, CCC;

. Dr Karl O’'Callaghan, Commissioner of Police; Mr May Lampard, Deputy
Commissioner; Detective Inspector Arno Albrecht, n@eercial Crime
Division; and Detective Senior Constable Elissa &din Major Fraud Squad,
WAPOL; and

. Mr Len Roberts-Smith QC, Commissioner, CCC.

2.3 Parts of the above hearing involving the officemf the WAPOL were conducted in
private, as the evidence dealt with specific avenofeinquiry in an ongoing police
investigation and therefore its public release mpagjudice that investigation and
disclose investigative methodologies. The Commitiso went into private session
when receiving evidence from the Commissioner dicBpas the Committee had
wished to clarify a conflict in certain documentatiprovided to the Committee.

Monday, 7 July 2008
. Mr Paul Lampathakis, Journalithe Sunday Times
Monday, 4 August 2008
. Mr Sam Weir, EditorThe Sunday Times
Written evidence
2.4 A large amount of written documentation was recgiae evidence.

2.5 A detailed chronology of events is set oufppendix 1.




CHAPTER 3
THE LEAKED INFORMATION

3.1

3.2

3.3

3.4

The relevant information leaked @the Sunday Timelsas been identified as being
sourced from a draftrequest for funding” submission from the Cabinet Sub-
committee on Communication to the Cabinet ExpengliReview CommitteeERC).

At a meeting of the Cabinet Sub-committee on Comiocations on 15 May 2007, a
decision was made instructing the Office of thenftee and the Government Media
Office to draft a'consolidated request for funding for submissiorilte ERC"”

The subsequent draft submissianaft ERC submission) was prepared by Mr Peter
Easom, Manager, Communication Policy and ReporBayernment Media Offic®.
The purpose of the draft ERC submission was exgthloy Mr Kieran Murphy, the
then Director of Communications, Office of the Prenfand a member of the Cabinet
Sub-committee on Communications), as follows:

The original document, | understand, would havenbeeoduced
within the Government Media Office’s advertisingitumt was a
submission to ERC—a request for additional experglito support a
number of advertising campaigns which were likelyun during or
later on in the financial year. The purpose of @&snessentially as part
of the budget process—rather than determine a kugbgint it and
put it out, and then have agencies come back akdf@asseparate
allocations for advertising campaigns, the idea waactually have it
all dealt with as part of the budget process.dah add, it was a bit of
an ambit claim—a draft ERC submission. Not everg o the
proposed advertising campaigns would have succedd#dnk the
dollar figures, as they appeared in the Sunday Sistery, by the end
of the process was significantly less than what reasrted’

The draft ERC submission was considered by the réabSub-committee on
Communication at a meeting on 4 December 2007.

Doc. 43, Exhibit 4G, letter from Mr Timothy MameUnder Treasurer, to Mr Len Roberts-Smith,
Commissioner, CCC, 21 February 2008, p1.

Doc. 45, Exhibit 41, letter from DPC to WAPOL, E2bruary 2008, p2.

Mr Kieran Murphy, Acting Chief of StaffPremier’s Office, Department of the Premier and Geli
Transcript of Evidencel,3 June 2008, p3.

Doc. 45, Exhibit 41, letter from DPC to WAPOL, E2bruary 2008, p2.
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3.5

3.6

3.7

3.8

Cabinet considered the draft ERC submission at etingeon 17 December 2007, as
the draft ERC submission had been an attachméhéetminutes from the 4 December
2007 meeting of the Cabinet Sub-committee on Coniration?

In January 2008, Mr Paul Giles of the Governmentisl®ffice queried the status of
the draft ERC submission with the ERC Secretarye wés informed that no ERC
submission had been received on that issue andthbkaissue was not listed for
consideration at any specific upcoming ERC meetifilge matter was simply listed as
an ERC outstanding issue, following a decision na&iethe Cabinet Sub-committee
on Communications meeting of 15 May 2007 for théc@fof the Premier and the
Government Media Office to draft a consolidateduesy for funding for submission
to the ERC?

On 22 January 2008, Mr Giles met with the ERC Sacyeand hand delivered the

draft ERC submission. Mr Giles was again inforntieat the ERC had not received
any such submission previously, and that for therssssion to be progressed the ERC
Secretariat required a ministerially endorsed ssbimn and not simply a draft

submissiort!

The Agency Resources business unit within the DIEB had exposure to the draft
ERC submission on or after 22 January 2808The Under Treasurer advised the
Committee that:

[T]he secretariat of the expenditure review commitésides within
my department. It is normal that all expenditureriev committee
submissions, when in final form, be provided todapartment for
forwarding to the expenditure review committee, clvhiis a
subcommittee of cabinet.

The ERC secretariat is the primary point of cont&etthis case, as is
normally the case, the ERC secretariat would previghatever
documents are appropriate to the particu[l@epartment of Treasury
and Financehnalyst in question ...

10

11

12

13

Ibid.

Doc. 43, Exhibit 4G, letter from Mr Timothy MameUnder Treasurer, to Mr Len Roberts-Smith,
Commissioner, CCC, 21 February 2008, p1.

Ibid.
Doc. 163, Exhibit 2K, letter from Mr Timothy Magg, Under Treasurer, 10 July 2008, p1.

Mr Timothy Marney, Under TreasuredDepartment of Treasury and Finandeanscript of Evidence,
9 June 2008, p2 and p6.
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3.9 The Treasurer, Hon Eric Ripper MLA, signed the faRC submission in late
January 2008!

3.10 As will be noted later in this report, there werawamber of different versions of the
draft ERC submission created between December 20@7February 2008. The
content of these different versions varied, and fact is significant in determining
which version of the draft ERC submission was tasidbfor the leak tdhe Sunday
Times and the nature of the evidence available to th®P@L in its subsequent
investigation.

Cabinet Confidentiality
3.11 ‘Cabinet’is defined as:

A body consisting of ministers of the Crown whiaets regularly to
transact and implement the business of governniEm. Cabinet,
which is in practice the driving force behind gawerent, is not
formally recognised in any of Australia’s constituts:

3.12 ‘Cabinet papersare defined as:

Documents recording the progress and results of i&db
deliberations. They include files, notebooks, mamda and minutes
recording deliberations of Cabinet or Cabinet comnteds, and may
include other documents such as letters or lisexiusy Cabinet in its
proceedings. A claim of public interest immunitgttbabinet papers
should not be subject to disclosure is not absoltawever, such
documents fall within a class in respect of whibbré are strong
considerations of public policy militating againstisclosure

regardless of their contents, in all but exceptiorstuations:

Commonwealth v Northern Land Council (1993) 176 G0R; 112

ALR 409

3.13 In ajoint decision in a 1993 case, the High Cofihustralia observed that:

When immunity is claimed for Cabinet documents akass and not
in reliance upon the particular contents, it is geally upon the basis
that disclosure would discourage candour on thet pair public

officials in their communications with those resgibfe for making
policy decisions and would for that reason be agaithe public

14 Doc. 45, Exhibit 4, letter from DPC to WAPOL, E2bruary 2008, p2.

5 The Honourable Dr Peter E. Nygh and Peter Butné@d Editors),Butterworths Australian Legal
Dictionary, Butterworths, Sydney, 1997, p155.

16 Ibid.
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interest. The discouragement of candour on the gigpublic officials

has been questioned as a sufficient, or even Jadisis upon which to
claim immunity. On the other hand, Lord Wilberfottas expressed
the view that, in recent years, this considerati@s "received an
excessive dose of cold water" ((5) Burmah Oil Cual. lv. Bank of

England [1979] UKHL 4; (1980) AC 1090, at p 1112gse.g. Sankey
v. Whitlam [1978] HCA 43; (1978) 142 CLR 1, at @p@&3; Conway

v. Rimmer [1968] UKHL 2; (1968) AC 910, at pp 9987, 987-988,

993-994; Rogers v. Home Secretary (1973) AC 38§ 4i3; but

contrast with Sankey v. Whitlam (1978) 142 CLRy 40; Conway v.

Rimmer (1968) AC, at p 972.)

But it has never been doubted that it is in thelipubterest that the
deliberations of Cabinet should remain confidenirabrder that the
members of Cabinet may exchange differing viewsadrtie same
time maintain the principle of collective resporid{p for any
decision which may be made. Although Cabinet delttmns are
sometimes disclosed in political memoirs and infficial reports on
Cabinet meetings, the view has generally been t#hancollective
responsibility could not survive in practical termi§ Cabinet
deliberations were not kept confidential ((6) Se&.UParliament,
Report of the Committee of Privy Counsellors onistemial Memoirs
("the Radcliffe Committee"),) Despite the pressundsch modern
society places upon the principle of collective passibility, it
remains an important element in our system of gowent.
Moreover, the disclosure of the deliberations @& Hody responsible
for the creation of state policy at the higheselewhether under the
Westminster system or otherwise, is liable to sulijge members of
that body to criticism of a premature, ill-informem misdirected
nature and to divert the process from its propeurse ((7) See
Conway v. Rimmer (1968) AC, per Lord Reid at p 95ankey v.
Whitlam (1978) 142 CLR, per Mason J. at pp 97-98K.U
Parliament, Departmental Committee on Section 2hef Official
Secrets Act 1911 ("the Franks Committee"), (1971@nnd.5104,
vol.1, p.33). The mere threat of disclosure islyike be sufficient to
impede those deliberations by muting a free androeigs exchange of
views or by encouraging lengthy discourse engagedlith an eye to
subsequent public scrutiny. Whilst there is inciegs public
insistence upon the concept of open governmentdowet think that
it has yet been suggested that members of Cabiogtdwnot be
severely hampered in the performance of the fumcéivpected of
them if they had constantly to look over their dters at those who
would seek to criticize and publicize their papiion in discussions
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in the Cabinet room. It is not so much a mattereatouraging
candour or frankness as of ensuring that decisi@king and policy
development by Cabinet is uninhibited. The lattery imvolve the
exploration of more than one controversial pathretreough only one
may, despite differing views, prove to be suffityeacceptable in the
end to lead to a decision which all members mush taccept and
support!’

3.14 Under Schedule 1 of thereedom of Information Act 199Zabinet documents are
exempt from public access:

Matter is exempt matter if its disclosure would eav the
deliberations or decisions of an Executive body], amthout limiting
that general description, matter is exempt maftér+

€)) is an agenda, minute or other record of the
deliberations or decisions of an Executive body;

(b) contains policy options or recommendations
prepared for possible submission to an Executive
body;

(© is a communication between Ministers on matter
relating to the making of a Government decision or
the formulation of a Government policy where the
decision is of a kind generally made by an Exeeutiv
body or the policy is of a kind generally endorégd
an Executive body;

(d) was prepared to brief a Minister in relatioro t
matters —

(1) prepared for possible submission to an
Executive body; or

(i) the subject of consultation among Ministers
relating to the making of a Government
decision of a kind generally made by an
Executive body or the formulation of a
Government policy of a kind generally
endorsed by an Executive body;

(e) is a draft of a proposed enactment; or

w Commonwealth v Northern Land Coun¢il993) 176 CLR 604 (21 April 1993), paras 5-6.
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3.15

3.16

3.17

3.18

3.19

() is an extract from or a copy of, or of part ofiatter
referred to in any of paragraphs (a) to (8).

This legislation protects the deliberations of @abifrom legitimate disclosure under
other provisions of that Act.

For archival purposes, under current rules, Weshaistralian Cabinet documents are
protected from release under the thirty year resti access rule. This means that the
workings of Cabinet are not known for about a gatien, by which time Cabinet
members have usually either retired from the Pasdiat or the information is no
longer of political importance.

The confidentiality requirements of cabinet and thety year disclosure rule on
cabinet documents has meant that the amount olahlairesearch material on
Cabinet in Western Australia is limited and of agal nature.

Mr Wauchope gave the following summary of his ustErding of Cabinet
confidentiality:

[M]y understanding is that there is a requirement bare some
information prior to cabinet about cabinet inforrmaat, and that is

under the consultation process. It is on a neellAow basis, and,
therefore, it should only be given to people wheeha need to know
to assist in the cabinet process, and they shounlgd bave as much
information as they need to have to assist in tioegss leading up to
cabinet. Anything else, basically, is in breach ofbinet

confidentiality*®

Mr Wauchope went on to describe the measures itephd DPC to ensure Cabinet
confidentiality:

There is a cabinet handbook, which is availablegeople to consult,
which sets out the procedures of the cabinet, tholy the referral

process. But within the Department of the Premiad &abinet, we
actually have a fairly significant awareness-ragiprogram about
such issues, whereby cabinet confidentiality amrdn®ed to maintain
it is one of the things that we talk about. Sordhie an awareness-

18

19

Freedom of Information Act 199%VA)
http://www.slp.wa.gov.au/legislation/statutes.nsfim mrtitle_353_homepage.html (viewed on
06/07/2008).

Mr Mal Wauchope, Director Generddepartment of the Premier and Cabinet&anscript of Evidence,
9 June 2008, p4.
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raising process plus we have the cabinet handbeblch sets out the
requirements regarding cabinet and the distributidrdocument8’

3.20 Page 10 of the DPC Handbook (2007) states at @tf'th

3. CONFIDENTIALITY AND SECURITY

The confidentiality of Cabinet documents, discussind decisions is
a long established principle and has been regardedessential for
the maintenance of Cabinet collective responsyhilidowever, this
principle needs to be tempered by the requiremanpfior advice
and consultation, and to disseminate Cabinet dexsi and
background information to ensure effective impleiegm. To fulfil
these aims, the following guidelines have been tadop

. Access to all Cabinet documents should be guldedhe
‘need to know’ principle. Access should only benged if it
is required for an officer to perform his/her digtie

. Ministers have primary responsibility for maimtaig
satisfactory security systems for Cabinet documientéeir
areas of responsibility, including the extent toickhothers
have access to them. Departments and Ministerstesff
requiring information in relation to particular Caiet
submissions should obtain approval from the appedpr
Minister’s office, which may ask the Cabinet SessiBranch
to supply the information.

. All Cabinet documents are numbered and stampeti tiNbe
copied’ to reinforce confidentiality. They must nbe
photocopied or scanned or otherwise digitally copi€here
are no exceptions to this.

. While all Cabinet documents are confidential,ecahould be
taken with documents not yet submitted to Cabimée
distribution of Cabinet submissions for commentfefreo
section 9.2) should be on the understanding that th
documents are not copied and are returned to thecso
Additional copies of a submission may be obtaimerh fthe
Cabinet Services Branch.

2 Ibid, p5.
2 Doc. 55, Exhibit 4S.
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. The faxing and emailing of Cabinet documents is
discouraged. However sometimes because of timeraons
or distance, there is no alternative. When docusere
faxed or emailed, the responsibility for securigymains with
the Minister’s office to ensure that the designatezipient of
the document is notified in advance, is aware of th
confidentiality and confirms destruction of the taemail.

. Officers who receive copies of Cabinet documeéntduding
decision sheets, or who are aware of informationtaimed in
such documents, must observe the confidentialityhat
information. Cabinet documents and the informatibey
contain must not be revealed except for purposésosised
by the relevant Minister and chief executive offica
accordance with these guidelines.

. Agencies should ensure that any documents comside
confidential by the Minister or CEO are not placed an
open file.

3.21 The DPC identified the following administrative tingtions as to Cabinet
confidentiality®?

The Cabinet Handbook (version released in Octol@d72 (p 10)
provides that:

“The confidentiality of Cabinet documents, discassi and
decisions is a long established principle and haserb
regarded as essential for the maintenance of Cabine
collective responsibility. However, this principheeds to be
tempered by the requirement for prior advice and
consultation, and to disseminate Cabinet decisi@msl
background information to ensure effective impletaigim.”

The Handbook also states that:

“Access to all Cabinet documents should be guidgdhe
‘need to know’ principle. Access should only benged if it
is required for an officer to perform his/her dugtie

Premier’s Circular - Cabinet Confidentiality (2003f)

ThecCircular states that:

2 Doc. 45, Exhibit 41, letter from DPC to WAPOL, E2bruary 2008, p3.
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“Public Sector officers who receive copies of Calbin
documents, including Cabinet submissions and detisi
sheets, or who are otherwise made aware of infdomat
contained in such documents, are required to olese¢he
confidentiality of that information. Cabinet docume and
the information contained in them must not be rda
except for such purposes as are authorised by éhevant
Minister and chief executive officer.”

3.22  Section 9 of théublic Sector Management Act 19%4evantlyprovides:
9. General principles of official conduct

The principles of conduct that are to be obserwe@lbpublic sector
bodies and employees are that they —

€)) are to comply with the provisions of —

0] this Act and any other Act governing their
conduct;

(i) public sector standards and codes of ethics;
and

(iii) any code of conduct applicable to the public
sector body or employee concerned;

(b) are to act with integrity in the performanckafficial
duties and are to be scrupulous in the use ofiaffic
information, equipment and facilities; ...

3.23 The DPC’'sCode of Conductequires officers not to disclose classified infation
nor use information for any purpose other tharpilmpose for which it was retainéd.

Criminal Offences Relating to the Disclosure of Gosrnment Information
3.24  Section 81 offhe Criminal Codestates that:

81. Disclosing official secrets

(1) In this section —

“disclosure” includes —

= Doc. 18, Exhibit 2A, minute from Mr Mal WauchopRirector General, Department of the Premier and
Cabinet, to Mr Timothy Marney, Under Treasurer, Ebtiary 2008, p3.
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(@) any publication or communication; and

(b) in relation to information in a record, pargnwith
possession of the record;

“government contractor’'means a person who is not employed in the
Public Service but who provides, or is employethm provision of,
goods or services for the purposes of —

@) the State of Western Australia;
(b) the Public Service; or
(© the Police Force of Western Australia;

“information” includes false information, opinions and reports of
conversations;

“official information” means information, whether in a record or
not, that comes to the knowledge of, or into thespssion of, a
person because the person is a public servant oremgnent
contractor;

“public servant” means a person employed in the Public Service;
“unauthorised disclosure’means —

(@) the disclosure by a person who is a publivaet or
government contractor of official information in
circumstances where the person is under a duty
not to make the disclosure; or

(b) the disclosure by a person who has been a ubli
servant or government contractor of official
information in circumstances where, were the person
still a public servant or government contractorgth
person would be under a duty not to make the
disclosure.

(2) A person who, without lawful authority, makes wnauthorised
disclosure is guilty of a crime and is liable toprisonment for 3
years.

Summary conviction penalty: imprisonment for 12 therand a fine
of $12 000.

14
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3.25 The offence ofcorruption” under s 83 oThe Criminal Codenay also be relevant:
83. Corruption

Any public officer who, without lawful authority @& reasonable
excuse —

€)) acts upon any knowledge or information obtélifbg
reason of his office or employment;

(b) acts in any matter, in the performance or dege
of the functions of his office or employment, in
relation to which he has, directly or indirectlyny
pecuniary interest; or

(9] acts corruptly in the performance or dischaafehe
functions of his office or employment,

SO0 as to gain a benefit, whether pecuniary or oilige, for any
person, or so as to cause a detriment, whether rpaou or
otherwise, to any person, is guilty of a crime aisdliable to
imprisonment for 7 years.

Measures in Place to Prevent Unauthorised Discloses of Cabinet Documents

3.26 The Under Treasurer provided the Committee with fbkowing summary of
measures currently in place within the Departméritreasury and Finance to prevent
the unauthorised disclosure of Cabinet documents:

The committee may recall that a number of years—agjmout four
years ago—there were a couple of budget-relatetétsledn fact, |
think it was when | was Acting Under Treasurer. étbfour years
ago there was a leak of an actual state annual i report.
Subsequent to that leak, we instituted a reviewowf security
practices and processes, which was assisted bydmeuption and
Crime Commission and undertaken largely by an eszleparty.
Since that time we have instituted a range of sgcumeasures.
Probably the most prominent is that any documemdave that are
related to the expenditure review committee—whschrobably one
of the biggest exposure areas—is the volume ofrdests we handle
as opposed to the cabinet office. We have esdgntiairored the
practices of the cabinet office. Every ERC papaet th distributed is
watermarked and numbered and a record is kept ef dBlivery
against the number; that is, so we know that a dwnt with a
watermark with a certain number on it was deliveteda particular

15
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individual. We reviewed the distribution lists agisted with
expenditure review committee material to ensure tay those
people who absolutely required such documents wgaren those
documents.

We reviewed our internal security in terms of agaments for the
safekeeping of documents on our floors. Our flaanes all secure.

You cannot get to one of our floors without a sitgley. You cannot
get away from the lifts and into the work area witha key. In the
case of the ERC secretariat, we—much to her delifintated her in

a nice lockable office that is highly secure, ahdré is a limited

number of keys for that office. Within that offibere is a grade C
security safe as well. Additionally, we minimised aseek to use a
secure email environment, which means that the aggssof

documents, when documents do have to pass elaealgnido so

within DTF's system as opposed to crossing from BRgstem into
DTF's system and in the process going out to atl aondry in an

electronic environment. We have sought to minimgein a number

of ways.

Additionally, electronically within the departmeait documents have
access restrictions applied to them. In the casexpkenditure review
committee documents, they are at the highest lgvetstriction in
terms of access. So other officers within the ®fiannot access an
expenditure review committee document that sithesysterfi’

3.27 The Under Treasurer confirmed that there was onfy autstanding recommendation
of the June 2005 CCReport on the Investigation into the DepartmenT dasury
and Finance: Suspected Misconduct Concerning theuthorised Release of
Treasury Informationthat the Department of Treasury and Finance hadtye
implement:

| believe there is only one recommendation thatavee yet to fully
implement, and that is the recommendation relatingsecurity
ratings for individual documents. It is a matteattwe are very keen
to implement but has some system capability canssréor us at the
moment. We are currently in the process of upg@dnthe next sort
of generation of document management system angarasof that
process, will improve to ensure that we can givat tftock-solid
classification of documents. | did speak earlierat access and
security related to access. The remaining recomuaugom from the

Mr Timothy Marney, Under TreasuredDepartment of Treasury and Finandeanscript of Evidence,
9 June 2008, p5.
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CCC is really about having a systematic way of fliong that access,
so that as soon as a document is classified as ifedbin
confidence”, for example, or “highly confidential'then its access
would automatically be restricted, rather than hayito be manually
determined. That is the remaining dnie.

25

Ibid, p8.
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CHAPTER 4

INITIAL INDICATIONS THAT THE DRAFT ERC SUBMISSION

HAD BEEN L EAKED

4.1

4.2

4.3

4.4

4.5

The leak of the draft ERC submission (or the infation contained within it) came to
light prior to the publication of that informatidsy The Sunday Timesn 10 February
2008.

The suspected leak first came to the attentioh@Government at 2:00pm on Friday,
8 February 2008, when Mr Paul Lampathakis, joushalor The Sunday Times
emailed Mr Stuart McLagan, Media Adviser, Officetioé then Acting Treasurer, Hon
John Kobelke MLA. Mr Lampathakis asked Mr McLagdha following:

This is an inquiry for the Treasurer.

I know that the Government's Cabinet Sub-committee
Communication has urgently asked the expenditwiewecommittee
for $5.25 million for the first half of this yearnd another
$10.75{million] from July 2008 til June next year, for strategic
campaigns.

Has this been approvgd
What will it be specifically used fof?

Mr McLagan forwarded the request from Mr Lampatbatd Mr Guy Houston, the
Media Adviser of the Premiéf.

Mr Houston referred the matter to Mr Kieran Murpijrector of Communications,
Office of the Premier, as he was a member of théiréa Sub-committee on
Communication$®

Mr Murphy subsequently brought the matter to theerdion of Mr Wauchope,
Director General, DP€. Mr Murphy gave the following evidence to the Coittee:

26

27

28

29

Doc. 45, Exhibit 41, letter from DPC to WAPOL, Eebruary 2008, p2; Doc. 2, Exhibit A, email,
8 February 2008.

Ibid.
Doc. 45, Exhibit 41, letter from DPC to WAPOL, E2bruary 2008, p2.
Ibid.
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4.6

4.7

4.8

At some stage on the afternoon of 8 February 20@8Under Treasurer was also

| made some preliminary investigations and asceddi that the
numbers, the dollar figures used in the questiamst Paul was
asking, and some of the language with which thestipres were
framed appeared to me to be identical to numbetslanguage that
appeared in a draft ERC submission requesting &t advertising
expenditure. So, | reported that matter to Mal Weape, and told
Mal that | believed that there may have been a featk within either
DPC or somewhere in the ERC process. | had a disoosvith Mal,
and that was the extent of it that afternoon. Sonrg then went back
and | also have a third document here which isrésponse that was
crafted by Mr Houston and myself to the Paul Larhakis
questions?

advised of the suspected I€akMr Murphy advised the Committee that:

Mr Murphy advised the Committee that he had litteno involvement in the matter

At some stage, it may have been 8 April or shaiftigrwards, | spoke
to Tim Marney, the Under Treasurer, because | waisquite sure
whether the leak came from within the Departmethefremier and
Cabinet or from within Treasury. ERC documents li® tounds of
Treasury and bureaucrats for checking and commfatior ERC
meetings. Of course, some years ago there had désak of budget
documents. | took it upon myself to advise Timhefltampathakis
questions and that | had reported the matter to Maluchopé”

from that point ori®

Mr Wauchope gave the following evidence of the ¢wveaf the afternoon of

8 February 2008:

My understanding is that Murphy undertook some ipiieary

inquiries to determine whether it appeared thateakl had in fact
occurred. Apparently, he spoke to several memblessaff who were
involved in the drafting of the document. He thaised this concern
with me, | think in the afternoon of Friday the il He drew my
attention to the words used in Lampathakis’ quergt the words used
in the cabinet document. The congruence betweetwihavas quite

30

31

32

33

Mr Kieran Murphy, Acting Chief of StaffPremier's Office, Department of the Premier and Gebi

Transcript of Evidence,3 June 2008, p2.

Doc. 17,
Mr Kieran Murphy, Acting Chief of StaffPremier's Office, Department of the Premier and Gebi

Exhibit 14N, letter from DTF to CCC, 21 Redry 2008, p1.

Transcript of Evidencel,3 June 2008, p3.

Ibid, p4.
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strong. He provided me with the emails and the eopif the emails
asking for the approval of the ERC submission acdpy of the draft
ERC submission and another attachment to the calsuemission.
That afternoon, | believe, | spoke to Ms Ward [AgtPolicy Officer,
Office of the Director General, DPC] and indicatttit | thought this
matter needed to be referred to the CCC. That didatcur on the
Friday. On 10 February we had the Sunday Time<laitwhich had
in that the information that had raised the susmict

Mr Mal Wauchope, Director Generddepartment of the Premier and Cabinenscript of Evidence,
9 June 2008, p9.
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CHAPTER 5
THE SUNDAY TIMES ARTICLE

5.1 On 10 February 2008 the following article appeanethe Sunday Timeswspaper:
Bid to ‘buy’ Labor win
Ripper wants $16m for poll
EXCLUSIVE
By Paul Lampathakis

TAXPAYERS are being asked to fork out a whoppiggn§illion for
advertising to help get the Carpenter Governmerdleeted.

Treasurer Eric Ripper, as chairman of the Cabingbcmmittee on
communication, has “urgently” asked the expenditureview
committee, which he chairs, for $5.25 million fbe ffirst half of this
year and a further $10.75 million until July nexiay.

Government sources said the money was to be spetdt@tegic
advertising campaigns”.

But the sources said other major campaigns, suchrasdrug and
police recruitment ads, were already funded, se tas clearly extra
cash to help “buy” the Government victory in thatstelection.

A Government spokesman could not confirm whethedifig had
been approved because documents on Cabinet coasaer were
“in confidence”.

The funding request also included $7.1m for campaig 2009-10.

35

5.2 The following aspects of the article gave risehe belief within DPC that a copy of
the draft ERC submission or relevant informatiomtatmed within it had been
disclosed to Mr Lampathaki§:
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5.3

5.4

. $5.25m is requested for the first half of 2008, $5eh for 2008/09 and $7.1m
for 2009/10;

. the money was to be spent‘@trategic” advertising campaigns;

. that major campaigns such as anti-drug and po#icauitment advertisements

were already funded; and
. that the request should be consideregently” .

Mr Lampathakis confirmed in evidence to the Comesitthat he relied on information
from a source or sources for the stdryHe also confirmed that he knew the identity
of that source or sourcds. As to when the information was provided to himg M
Lampathakis advised:

It was quite a busy summer, and really | receivferimation all the
time. | really cannot be more specific than “theeke leading up”. |
am not sure whether it was two weeks, three weks.

Mr Lampathakis declined to reveal the identity i $ource or sources or whether the
information was provided verbally or in documentémym™® (see Chapter 14 of this
report). He did, however, provide the followingdance to the Committee:

The CHAIRMAN: ... Can you tell me what action you took to
establish the veracity of the information? Let rephrase that. Did
you take any specific action to establish the vityaof the
information?

Mr Lampathakis Being an investigative reporter, | guess that |
ensure the sources | use are good.

The CHAIRMAN: Can you elaborate on what that means? Good for
what?

Mr Lampathakis: Reliable.

35

36

37

38

39

40

The Sunday Time&0 February 2008, p3.

Doc. 45, Exhibit 41, letter from DPC to WAPOL, E2bruary 2008, pp1-2.

Mr Paul Lampathakis, Journali3the Sunday Time$ranscript of Evidence’ July 2008, p3.
Ibid, p10.

Ibid, p3.

Ibid, p4.
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5.5

The CHAIRMAN: Reliable in the information they provided to you
— is that a fair representation of what you areisgy

Mr Lampathakis Yes, Mr Chairman.

The CHAIRMAN: Do you believe that to be the case in this
instance?

Mr Lampathakis That the information was accurate? Yes. | would
not put a story out with something that | beliewes —

Hon ADELE FARINA: Thank you, Mr Chairman. How do you go
about ensuring that your sources are reliable?

Mr Lampathakis Over years of operating as a journalist, you make
assessments on information and sources and youshagase of what
is and what is not accurafé.

Mr Lampathakis claimed that he did not know tha¢ timformation was of a
confidential naturé®> Mr Lampathakis did, however, state that he waarawhat it

was a criminal offence if someone breaches Calipefidentiality and discloses
confidential information without authorisatiéh.

Which version of the draft ERC submission containedhe information that was
disclosed?

5.6

The Committee noted that there were a number &rdifit versions of the draft ERC
submissior” The Committee has been advised by DPC and DT#eofollowing
versions of the draft ERC submissitn:

a) a version created 3 December 2008rgion 1);*°

41

42

43

44

45

46

Ibid, ps.
Ibid, pé.
Ibid, pA.

Mr Timothy Marney, Under Treasurdbepartment of Treasury and Finandganscript of Evidence,
9 June 2008, p3.

Doc. 158, Exhibit AD, letter from Mr Mal Wauchgpk4 July 2008.
Doc. 159, Exhibit AE.
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5.7

b) an amended version created subsequently on 3 Dece2B8 - this is the
version that was considered by the Cabinet astaahabent to the minutes of
a meeting of the Cabinet Sub-committee on Commtinit&/ersion 2);*’

c) an amended version provided to the ERC Secretarpdanuary 2008
(Version 3);*®

d) an amended version created on 25 January 2088ion 4);*° and

e) an amended version created on 28 February 20@8r-thé publication ofhe
Sunday Timearticle (Version 5).*°

Version 1 of the draft ERC submission relevanthtes:

THE HON ERIC RIPPER, DEPUTY PREMIER, CHAIR OF THE
CABINET SUB-COMMITTEE ON COMMUNICATION (CSC:C)

SUBMITS TO

TREASURER, CHAIR OF THE EXPENDITURE REVIEW
COMMITTEE

ITEM: STRATEGIC ADVERTISING CAMPAIGNS 2008-2009 &
2009-2010.

PURPOSE

The CSC:C seeks ERC funding of proposed stratedveraising
campaigns for 2007-08, 2008-09 & 2009-10 managethimviits
Whole-of-Government communications strategy.

BACKGROUND

It should be noted that the Police Recruitment 2087 Burglar
Beware, Eyes on the Street, Lock and Leave, OpeorsDand
Windows, Stolen Goods, Amphetamines, Waste Managant: Beat
the Peak strategic campaigns are already fundednfrwithin
operational funds, while the Department of Educatimd Training’s

47

48

49

50

Doc 160, Exhibit AF.

Doc. 125, letter from Mr Timothy Marney, Underea@surer, Department of Treasury and Finance,
12 June 2008, p1.

Doc. 161, Exhibit AG.
Doc. 162, Exhibit AH.
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‘Apprenticeship and Traineeships’ strategic campaigas already
received ERC approval and funding, to 2010.

Urgent consideration should be given to progressiiRC
consideration for unfunded strategic campaigns @atain whole of
government advertising expenditure in line with tdrisal
expenditure levels and provide adequate timing foeative
advertising agencies to be engagsic] to produce advertising
material and book media schedules within the preddaneframes.

COSTING/FINANCIAL IMPLICATIONS

The cost of the campaigns is $5.25 million forrdmmainder of 2007-
08, $10.75 million in 2008-2009 and $7.1m in 200342 (Total
$23.1 million).

URGENCY

The ERC submission seeks funding approval for comeneent of
scheduled advertising campaigns in early 2008. ...

Recommendation

The Cabinet recommends the Expenditure Review QteeniERC)
approves funding of proposed strategic campaignshfe remainder
of 2007-08 and financial years 2008-2009 and 2002€2 as
submitted.

DECEMBER 2007

5.8 Version 2, being the version provided to the memloéithe Cabinet and their offices
was apparently the most widely distributed versiahof the versions created prior to
The Sunday Timesticle.

5.9 Version 2 of the draft ERC submission was the wershitially provided to the
Committee by the Director General of DBCand also appears to be the only version

51 Doc. 159, Exhibit AE.
52 Doc. 133, Exhibit Z.
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5.10

5.11

5.12

provided to the WAPO). Version 2 is formatted differently, being ataahment
("*ATTACHMENT TWOQO”) to another document and beinggeanumbers 9 and 10 of
that other document, the headings are a differitdtyle, and the following wording
changes are evident:

a) in the third paragraph under the heading “Backgddum page 1, the words
“Police Recruitment 2007-08" have been deleted fittvm list of strategic
campaigns already funded from within operationabifs

b) in the fourth paragraph under the heading “Backgddwn page 1, the word
“for” in the first sentence has been substitutedhwof”, and the words
“historical expenditure levels” has been substdutevith “historical
expenditure trends”;

c) in the paragraph under the heading “Urgency” onepagthe words “early
2008” have been substituted with “early 2008-20@8id

d) in the paragraph under the heading “Recommendabtarpage 2, the words
“, as submitted” have been deleted; and

e) one copy of Version 2 provided to the Committee thesnumber “000819”
stamped in the top right hand corner of the documen

Some drafts of Version 2 that were sent to Ministeffices on 13 and 14 December
2007 were marketMINISTER ONLY”>*

Version 3 differs from Version 1 as follows:

a) the heading “RELATION TO GOVERNMENT POLICY” and folving
paragraph appear at the bottom of page 1 instead tife top of page 2; and

b) in the paragraph under the heading, “RECOMMENDATIQM page 2, in
the opening words of the paragraph the word “Thatised instead of “The”.

Version 4 differs from Version 1 as follows:
a) the general format and font is different;

b) the headings are all in upper case;

53

54

Doc. 54, Exhibit 4R. See Docs 136 and 137, earal attachment from Ms Lisa Ward, Principal Policy
Officer, Office of the Director General, Departmasftthe Premier and Cabinet, to Detective Senior
Constable Elissa Mansell, dated 9 April 2008.

Doc. 53, Exhibit 4Q, WAPOL Investigation Runninge®t, email from DPC to WAPOL, 9 April 2008
(11:38am).
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c)

d)

e)

f)

9)

h)

)

K)

n)

in the third paragraph under the heading “BACKGR@JNN page 1, in the
first line the word “that” is missing after the vaooted”;

in the fourth paragraph under the heading “BACKGR@J on page 1, in
the third line the word “engaged” is correctly usestead of “engage”;

in the fourth paragraph under the heading “BACKGR@J on page 1, in
the fourth line the word “timeframe” is used insteaf the plural
“timeframes”;

in the paragraph under the heading “COSTING/FINANICI
IMPLICATIONS” on page 1, in the second line “7.1hah” is used instead
of “7.1m”";

in the table under the heading “COSTING/FINANCIAMPLICATIONS”,
“FTE's” is used instead of “FTES”;

the heading “RELATION TO GOVERNMENT POLICY” and folving
paragraph appear at the bottom of page 1 instead tife top of page 2;

in the paragraph under the heading “URGENCY” onepagin the first line
the words “for scheduled advertising Campaigns’used instead of “of
scheduled advertising campaigns”;

in the paragraph under the heading “MEDIA/COMMUNIT®ONS
STRATEGY” on page 2, in the first line the word ‘&le” is used instead of
“Enables”;

in the paragraph under the heading “MEDIA/COMMUNIT®ONS
STRATEGY” on page 2, in the first line the word “n@gement” has been
deleted,

in the paragraph under the heading “MEDIA/COMMUNITA®NS
STRATEGY” on page 2, in the first line the “w” inwhole” has been
capitalised,;

in the paragraph under the heading “MEDIA/COMMUNIT®NS
STRATEGY” on page 2, in the second line the wortbttght” is used instead
of “though”; and

in the paragraph under the heading, “RECOMMENDATIQM page 2, in
the opening words of the paragraph the word “Thatlsed instead of “The
Cabinet recommends”.
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5.13

5.14

5.15

5.16

5.17

5.18

Version 5 was apparently the final version andit agas created subsequent to the
newspaper article on 10 February 2008, it is nietvest to the question of who leaked
the information contained in the draft ERC subnaissi

When the document (Version 2) was distributed priothe meeting of Cabinet on
17 December 2007 as an attachment to the minutdeedfabinet Sub-committee on
Communication, the Cabinet Services Branch had nveteked the document
“Department of the Premier and Cabinet NOT TO BERTED”.>®> However, copies

of the document were circulated amongst variouscer by email without any

watermarl®

The Under Treasurer advised the Committee thatesfi of the DTF had access to
two versions of the draft ERC submission - one ix@ckeon 22 January 2008 (most
likely Version 3) and the other on 13 February 2Q@8st likely Version 45’

The identified five different versions of the dradBRC submission have some
significance in isolating the specific documentttvas the source of the information
provided to Mr Lampathakis.

As noted above, the following contentsTdfe Sunday Timearticle gave rise to the
belief within DPC that the draft ERC submissioritsrcontents had been disclosed to
Mr Lampathakis®

a) that $5.25m was requested for the first half of @@L0.75m for 2008/09 and
$7.1m for 2009/10;

b) that the money was to be spent‘stmategic” advertising campaigns;

C) that major campaigns such as anti-drug and po#icauitment advertisements
were already funded; and

d) that the request should be considerwegently” .

The Committee notes that the reference in thelart “police recruitment ads”
would indicate that the information provided to Mampathakis was that as contained
in either Version 1, Version 3 or Version 4. Thawas no reference to police
recruitment advertising in Version 2, which was thersion that was sighted by
Cabinet and was thus the most widely distributethefversions.
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Doc. 53, Exhibit 4Q, WAPOL Investigation Runninge®t, email from DPC to WAPOL, 9 April 2008
(11:12am).

Ibid.

Mr Timothy Marney, Under TreasuredPepartment of Treasury and Finandeanscript of Evidence,
30 June 2008, p2.

Doc. 45, Exhibit 41, letter from DPC to WAPOL, E2bruary 2008, pp1-2.
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5.19 The distribution of versions 1, 3 and 4 would appeahave been limited to the
Cabinet Sub-Committee on Communication, along witielatively small number of

officers within DPC, the Office of the Premier, tB®vernment Media Office and the
DTF.
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CHAPTER 6
REFERRAL OF THE MATTER TO WAPOL

6.1

6.2

6.3

On 12 February 2008, Mr Mal Wauchope, Director GalheDPC, wrote to the
Officer in Charge of the Major Fraud Squad, WAPQ#Eferring the suspected
disclosure of the draft ERC submission as a pasdgiflence under s 81 dfhe
Criminal Code® Mr Wauchope advised that he had also referredrtatter to the
ccc?

As to why he referred the matter to the Major Fr&epiad, Mr Wauchope told the
Committee:

The reason it went to the major fraud squad is tieatt has now
subsumed or absorbed the old public sector invastigs unit. Prior
to referral, Ms Ward spoke to the State Solicit@#ice briefly, who
agreed that it would be reasonable to refer theteraio the public
sector investigations part of the police as it vaggotential breach of
section 81 of the Criminal Codé.

On 22 February 2008, Detective Sergeant Kearnsi@aRgblic Sector Assessments,
Major Fraud Squad, wrote to Mr Wauchope, Directen&al, DPC, and advised that
the WAPOL would be conducting an investigation iat@otential breach of s 81 of

The Criminal Code “pertaining to disclosure of offil secrets”®

Major Fraud Squad

6.4

6.5

In a broadcast to all WAPOL staff on 30 January@fallowing the dissolution of the
Public Sector Investigations Unit, new protocols ravedisseminated for the
investigation of complaints against public servahts

The Major Fraud Squad nofmanages, undertakes and coordinates investigations

into criminal conduct by public servants relating the duties/functions of their

office” .%*
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Doc. 45, Exhibit 41, letter from DPC to WAPOL, E2bruary 2008, p1.
Ibid.

Mr Mal Wauchope, Director Generdepartment of the Premier and Cabinktanscript of Evidence,
9 June 2008, p9.

Doc. 47, Exhibit 4K, letter from WAPOL to DPC, E2bruary 2008, p1.
Doc. 36, Exhibit 4A, internal WAPOL memorandum]uhe 2008, Attachment 1, p1.
Ibid.
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6.6

6.7

6.8

6.9

Complaints referred to the Major Fraud squad asessed and advice is provided to
the CCC on action to be taken, which may incltrde:

a) no criminal investigation being undertaken and mefeback to the agency
concerned for managerial/disciplinary action;

b) the matter being retained for investigation byMegor Fraud Squad; or

C) the matter being allocated to another Specialigh€rSquad or District for
investigation.

Whether the Major Fraud Squad conducts an invegiigatself or allocates it to
another office within the WAPOL, it still maintaira oversight role and provides a
liaison point between the CCC and the investigategarding the status and progress
of all investigation§®

Following review of the protocols since the raidTdre Sunday Timethey have been
amended to include the following additional proaedu

Matters relating to Members of Parliament or SenBovernment
officials will in addition to being subject to tlestablished protocols
be referred to the senior management grdap the Major Fraud
SquadJfor further assessment and determinafion.

The reasons for this amendment to the protocolseareut in an internal WAPOL
memorandum, in which Detective Inspector Albreabtes:

With regard to the current protocols relating teetinanner in which
complaints against public servants are investigatedrrently the
CCC determines which complaints it will investigat@thout

consultation with WAPOL, regardless of the senjodf the public
servant involved or any attendant sensitive ortjpali circumstances
that relate to the allegation.

Given that allegations regarding public servants @nd do relate to

the activities of members of parliament, senioregoinent officials,

government consultants and lobbyists #ilecation of these type of
investigations to WAPOL is problematic.

This is true where allegations give rise to inteqmelic interest,
media scrutiny and/or the matter relates to isswéssignificant
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Ibid.
Ibid.
Doc. 35, Exhibit 4A, internal WAPOL memorandum]juhe 2008, pl.
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6.10

sensitivity including such matters as; disclosure government
secrets, matters relating to children and/or oth&ajor crimes.

This therefore can have considerable implicationsr fany
investigation being conducted, in that there islraad significant
potential for such investigations to be undermim@dconsiderably
compromised through such exposure.

The CCC has the capacity within its legislationin@estigate such
matters “in camera”, it can compel the productiohdbcuments, the
attendance and giving of evidence by withesseschwtherefore
affords them considerable advantages in develoiigtegies to
effectively investigate alleged crimes without theerference or
knowledge of persons of interest or other parties.

Clearly, these are legislative powers not affordegolice and as a
result when police undertake the investigation wfhsmatters they
are metaphorically doing so with one hand tied hdhiheir backs
when compared to the CCC.

Consequently, given those legislative empowermir@sCCC are
often best placed to investigate or deal with saltdgations.

Therefore, when such matters arise in the futuie #ontended that
where the CCC should seek to divest investigafitnsthose matters
to WAPOL that some protocol be established with @@C to
determine which agency is the most suited in theugistances to
conduct the inquiry.

Consequently, it is recommended that the mattexobsidered by the
senior executive for consideration of this matterdaa position
established for the agency on this is&ue.

On 21 February 2008 the Major Fraud Squad notitiedCCC of the existence of the
complaint that had been made to it by the DPC aaisaf their usual practicg.
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Doc. 37, Exhibit 4A, internal WAPOL memorandum]uhe 2008, Attachment 2, pp2-3.
Doc. 39, Exhibit 4C, internal WAPOL memorandum,\2dy 2008, p4; Doc. 48, Exhibit 4L.
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CHAPTER 7
REFERRAL OF THE MATTER TO THE CCC

7.1

7.2

7.3

7.4

In his evidence to the Committee, Mr Kieran MurptAgting Chief of Staff,
Premier’s Office, DPC, stated:

| think that in this time of heightened sensitivitj | can say, the
post-CCC era we live in—most people in governmédhtplay it by
the book. If they are aware of a leak, it shoulddygorted. If they do
not report it, | think it is probably at their owperil.”

Mr Wauchope also noted the low threshold for répgrunauthorised disclosures to
the CCC:

[T]he reporting threshold for the CCC is fairly lowdarin my view,
any unauthorised distribution of such a documentildaonstitute
misconduct. It might be serious misconduct, butatild certainly be
simple misconduct and that constitutes somethiag ighreportable
under the CCC guidelines.

My legal obligation under section 28 of the Corioptand Crime
Commission Act as a principal officer is to notifie CCC as soon as
possible of a suspicion, which | had formed, asdidated, on the
Friday, confirmed by the Sunday article. It is t® éoone as soon as
practicable after the suspicion has been formedti@e 29 of that Act
says the duty to notify is paramount. If you pettilio together, it is a
fairly strong obligation”

Mr Wauchope gave evidence that the last unauttbrdisclosure within the
Government that he could recall was in 2004, aatl tatter was also referred to the
CCC for investigatiof? That matter was subsequently reported on by (BE Gee
paragraph 12.38).

Once the CCC received the complaint from Mr Wauehapwas obliged under the
Corruption and Crime Commission Act 20@3make a preliminary assessment as to
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Mr Kieran Murphy, Acting Chief of StaffPremier’s Office, Department of the Premier and Geti
Transcript of Evidencel,3 June 2008, p7.

Mr Mal Wauchope, Director Generddepartment of the Premier and Cabineanscript of Evidence,
9 June 2008, p6 and p9.

Ibid, p6 and p13.
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whether the allegation contained in the complaoristituted misconduct or serious
misconduct under that At.

7.5 Mr Tony Wood, Assessor, Investigations Review amin@laints Assessment Unit,
CCC, was responsible for assessing the allegatiohis case and forming an opinion
under s 22 of th€orruption and Crime Commission Act 2088to whether or not it
disclosed possible misconduct. Once Mr Wood forhedopinion that the allegation
did disclose possible misconduct, he referred thatten to the Tasking and
Coordination Group of the CCC for a decision unsléd3(1) of theCorruption and
Crime Commission Act 2003The Tasking and Coordination Group considered th
matter on 27 February 2008.

7.6 The Committee was advised that the CCC formed tiirian that there had been
“serious misconduct™ The fact that disclosure of official secretsrisodfence under
s 81 ofThe Criminal Codevas an element in that determinatién.

7.7 Section 33(1) of th€orruption and Crime Commission Act 200@vides a number
of courses of action for the CCC once it has cdroiat its preliminary assessment of a
complaint. That section states:

33. Decision on further action on an allegation

(2) Subject to subsection (2), having made an ass&st of an
allegation the Commission may decide to —

@) investigate or take action without the involesnof
any other independent agency or appropriate
authority;

(b) investigate or take action in cooperation wim

independent agency or appropriate authority;

(© refer the allegation to an independent agency o
appropriate authority for action; or

(d) take no action.

I8 Mr Nicholas Anticich, Director, Operation€orruption and Crime Commission of Western Australia,

Transcript of Evidence June 2008, p3.

74 Letter from Hon L.W. Roberts-Smith RFD QC, CommissigrCorruption and Crime Commission of

Western Australia, 30 July 2008, Doc. 181, p4.
& Mr Nicholas Anticich, Director, Operation€orruption and Crime Commission of Western Australia,

Transcript of Evidence June 2008, p3.
e Ibid, p4.

38




FIRST REPORT CHAPTER 7: Referral of the Matter to the CCC

7.8 The CCC has the following process for assessingicaitons under s 33 of the
Corruption and Crime Commission Act 2003

Mr Wynn: The decision-making power under that section aglenby
a number of people. A lot of allegations that coimé&o the
commission, come into our investigation review isactand a
number of people in that section have a delegatimm the
commissioner to make a decision under section 3® aghether or
not it is a matter that will be investigated by tt@mmission. Those
people make that decision with reference to the apan of that
section. Following from there, there may be somé&arsmthat they
consider may be appropriate for the commissiomt@stigate. What
happens on those occasions is that they will comendto the
investigations unit, which is the main investigatigection of the
commission. The tactical and coordination group lakok at the
matter that has been referred. That is made upeftivo managers,
the deputy director and the coordinator of intefligce. At the current
time, the deputy director, Mr Robert Sutton, andseffy hold a
delegation from the commissioner to make a decisimter section
33. In respect to an investigation that the tadtiaad coordination
group decides does seem to fit the criteria, ag@egal principle we
then refer the matter to the commissioner for honhéve a look at
what we are intending to take on. In other caskerd are matters
that perhaps have not quite come up to the bandheestigation and
we feel there needs to be some more work doneeom ¥We exercise
our delegation and have a preliminary investigatcmmmence within
the unit. There are various sections and variouspte who use that
delegation.

Hon ADELE FARINA: Is it exercised by a single person on a case-
by-case basis, or is it a joint decision by a nundfegeople who have
that delegated authority?

Mr Wynn: Ultimately, it is exercised by an individual whas the
delegation from the commissioner. In respect to tdetical and
coordination group, which | am part of, obvioushetviews of other
people on that committee are important and may é&esyasive or
otherwise with respect to whether we would invastidt or not.

Hon ADELE FARINA: Is the commissioner ever involved in making
a section 33 decision?

Mr Wynn: | have to say that most of the time he is. Im&of making
a decision for a new investigation that we take lemwould become
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involved and he would have a look at certainly teeommendation
coming forward from the tactical and coordinatiorogp.

Mr Anticich: It is very much the case that once we go to an
investigation, it must be under the authority af tommissioner. In
other words, when we go to a full-blown investigati that is an
authority that then triggers the ability to use theercive powers
along the way’

7.9 Mr Anticich, Director, Operations, CCC, explaindietadministrative process that
then followed within the CCC regarding Mr Wauchapedmplaint:

Mr Anticich ... In deciding whether the commission takes omatter

within our workings, we have a group known as thsking

coordination group. Effectively, it is that groupjeb to look at

matters and determine against a bunch of criteriether we should
take matters on. | can say that on 27 February nmgdter went to the
tasking coordination group. | have a ... case managgmote, which
| can tender to the committee. ...:

It says this —
The T&CG met out of session . . .
It nominates the officers —

. . . to consider the notification made by DPC etibgr with
the accompanying report from —

One of our officers.

Importantly, it reads —

The T&CG had regard to the fact that the matter lzdsb
been reported by DPC to the WA Police and that
confirmation was received on 26FEBO08 that the WAcBo
had commenced an investigation.

The T&CG also noted that numerous named people had
access to the information that was allegedly leakegdether

L Mr Trevor Wynn, Manager, Investigatigr@orruption and Crime Commission of Western Austrdiia;
Nicholas Anticich, Director, Operation€orruption and Crime Commission of Western Australia,
Transcript of Evidence30 June 2008, pp4-5.
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with, as DPC state “it is likely that a number dher officers
from DPC and the Department of Treasury and Finamegy
have had access to the information”. If the infotima was
confidential, it seems on the face of it that asiderable
number of people did have access. The T&CG alsednibiat
the information was considered by Cabinet on 17DECO

Having regard to the fact that the matter is beimgestigated
by the WA Police, and the absence of any compeliagon
why the Commission should stop that investigatiod @
turn investigate the matter itself, the T&CG regzttthe
matter.

We did not take it on as an investigation in ounavght; rather, it
was being dealt with appropriately by another agefic

7.10 Mr Anticich added that:

[E]ffectively, the matter, certainly from the perspeactof the
Corruption and Crime Commission, fell reasonabbers, if | could
describe it as that. One of the other functionswfrole is that, once
a matter is referred out to another agency, we o a monitoring
process that is, effectively, watching or keeping eye on these
things. Ultimately, when a matter is concluded;ames back to the
last part of the process, which is a review of whas$ actually been
conducted?

7.11  Sections 40 and 41 of ti@orruption and Crime Commission Act 200& relevant to
the ongoing monitoring and review role of the CCC:

40. Commission’s monitoring role of appropriate ddrities
1) If —

€)) an appropriate authority takes action in
relation to an allegation in cooperation with
the Commission; or

8 Mr Nicholas Anticich, Director, Operation€orruption and Crime Commission of Western Australia,
Transcript of Evidence June 2008, p6.
& Ibid, p8.
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(b) an allegation is referred to an appropriate
authority by the Commission,

the appropriate authority must prepare a detailed
report of the action the appropriate authority has
taken in relation to the allegation.

2 The report is to be given to the Commission in
writing as soon as practicable after the action is
taken.

3 The Commission may, by written notice, dirdet t
appropriate authority to give the Commission a
detailed report on —

@) action the appropriate authority has taken in
relation to the allegation; and

(b) if action recommended by the Commission
under section 37(2) has not been taken, or
any action has not been taken within the time
recommended under section 37(3), the
reasons for not so taking the action.

4) The appropriate authority must comply with a
direction given to it under subsection (3).

5) A report referred to in this section must irddu
details of any prosecution initiated or discipliryar
action taken as a consequence of the
recommendations.

41. Commission may review how appropriate authoribas
dealt with misconduct

D) The Commission may review the way an apprapriat
authority has dealt with misconduct, in relation to
either a particular allegation, complaint, informai
or matter involving misconduct or in relation to a
class of allegation, complaint, information or neatt
involving misconduct.

7.12 Mr Anticich advised the Committee that:

In terms of the decision that the police deal \titis rather than the
commission, | do not think the gravity of the matias really a
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factor. | think it was more to do with the fact yhead taken the
matter on?°

7.13 The Committee notes that the CCC did not underéake preliminary review of the
evidence before deciding to refer the matter tot#POL.:

The CHAIRMAN: ... Did you have a copy of the document that was
said to have been disclosed without authorisation?

Did you ever acquire a copy of that document orycepid to be the
document?

Mr Anticich: To the best of my knowledge we believe we did not
receive that document.

The CHAIRMAN: Therefore, as | understand it, you made a
determination that “the document” constituted a dowent that
contained confidential information. | am wonderinlgow you
determined that to be the case if you never sawdti®@ment, as
established as the status of the document itself?

Mr Anticich: Certainly, it is the case when we assess an afieg
that we take it on face value in terms of its aktesistence or
otherwise. There are circumstances where we magrtalce some
preliminary investigations to establish those fadsthis case, if the
WA Police had not been involved or had not takenntiatter on and
we had not progressed, we more than likely woultehdone exactly
that. Because, by the time we received it, it wadeat they had this
underway and there seemed no purpose for us taalhctproceed
with that on the basis the police were going tol deth it.

The CHAIRMAN: | have to say that it surprises me that in your
preliminary investigations or preliminary assessmgndetermining
whether there was a serious misconduct committadybu did not
sight the document that was said to have been dedkehere some
reason why you would not have done that in yourlimpneary
investigations, and that is before you referretithe police?

Mr Anticich: Mr Chair, given these things happened virtualty the
same day, there seemed little purpose to repligaiat we would
assume the police would undertake in the normaksswf their
investigation.

80 Ibid, p11.
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7.14

7.15

7.16

The CHAIRMAN: Yes. | am more interested in the CCC making an
inquiry of the Department of the Premier and Cabime the
Department of Treasury and Finance in an attempgedb a copy of
the document that was said to be leaked. This efaspurse, during
your preliminary assessment stage and before you tederred
officially to the police, recognising that there sva dual referral.

Mr Anticich: Perhaps to clarify, Mr Chair. What happens with
allegations is that we run this assessment ovamtba the basis of
trying to determine it against the definition undection 4. So that
assessment is done and that then triggers the mesha that involve
us and/or other agencies under the Act. As a careezg of the
investigation those things either fall away anddoge proven.

It is not necessary for the purposes of our assessiho necessarily
have all the evidence, but rather deal with what #fiegation is and
whether it would constitute misconduct or seriousconduct.

The CHAIRMAN: Yes, and | am assuming from what you said that in
due course you would attempt to get a copy of twiment, if you
were handling the investigation, and then you wodktermine
whether it was a document with a particular statlisseems to me
that if it was not such a document, the whole ingmiight fall away.

Mr Anticich: That is absolutely correé.

Mr Wauchope advised the Committee that DPC hascantlucted &ublic Sector
Management Act 1994hvestigation into the unauthorised disclosure, doethe
WAPOL investigatiorf? The Committee notes, however, that the CCC wimtelr
Wauchope on 27 February 2008 formally referringdbmplaint back to the DPC for
investigatiorfwithin a reasonable period:*®

The Committee considers that it would have beerdgmti for the CCC to have
obtained from the DPC a copy of the alleged leakadbinet document, so that it
would have been in a better position to form amigpi as to whether an investigation
should be conducted.

The Committee also notes that it would have beedgnt for DPC to have informed
the CCC and WAPOL that there were five versionthefCabinet document and that
the version of the leaked document had not beablesied. The identification of the
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Ibid, p15.

Mr Mal Wauchope, Director Generddepartment of the Premier and Cabinet&anscript of Evidence,
9 June 2008, p13.

Doc. No. 16.
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actual document leaked was critical to establisiimgy number of people who had
access to the document. Had this occurred, itmasg influenced the direction of the
investigation.

Official Referral of the Matter to WAPOL under the Corruption and Crime Commission
Act 2003

7.17 The Commissioner of the CCC confirmed that the flaat the WAPOL investigation
was “on foot” was crucial in the CCC's decision to refer the DEP@btification to
WAPOL:

Hon Len Roberts-Smith ... Perhaps it might help the committee,
though, if | give an indication very briefly of they section 33 and
section 34 decisions are actually made.

The CHAIRMAN: Yes, that would be helpful.

Hon Len Roberts-Smith | will produce for you in a moment the
actual documentation that goes to that assessmeteps. Before
doing that, though, | should make it clear thatstlkiocumentation,
which is called “Case Categorisation Priority Modtelvhich feeds
into our computerised case management informatigstes, is
something which was drawn from a model used byAtlrsralian
Federal Police and others, so it has got a recogmhiew enforcement
provenance, and modified for our purposes. Howelvehould make
the point that in this instance we did not actuait to the point of
applying this model because it did not get over theeshold of
needing to be evaluated according to it. That isdose the matter
had already been referred to police by Departmédithe Premier and
Cabinet. They had already opened a file and, adogrdo the
information we had, had already recognised thatréhevas a
potential criminal offence under section 81 andytiere therefore
investigating it, so we would have to have toldmhéStop your
investigation; we want to take it over.”

Hon ADELE FARINA: Or you could have agreed to do a joint —

Hon Len Roberts-SmithYes, or we could have agreed to join in with
them, but the point is that they actually had arfaut investigation.

The other point was that we had quite a lot of pthesources
committed at that time, and, very significantlyerhwas nothing in
the information that we had that suggested thatethneould be a need
to engage the commission’s coercive powers forctmeuct of that
investigation. That obviously is part of a thresheksessment that we
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would always make: is this allegation somethingt ticauld be
investigated using only the commission’s coercivepecial powers
as opposed to ordinary police investigative powergat would not
necessarily answer the question entirely anywayabse we might,
for other reasons, decide to take it on, even iftiweeight we did not
need to use our special powers. However, in thsecavhen the
operations people looked at these particular matténeir view was
that it was with the police; it did not, on the éaof it, need our
powers; it might as well stay with the police. Thats particularly so,
as | say, because we already had our resourceslgprgommitted.
They did not get to actually applying the rathermmicated
evaluation prioritisation modét’

7.18 In written evidence to the Committee, the Commissioof the CCC noted the
following:

The Commission does not accept that any reluctamcés part in

relation to this matter was specifically in relatido the use of its
coercive hearings power. As previously stated them@ission
exercises a judicious and cautious approach whengudhe powers
available to it. It must consider all the circumsta®s of each
particular case including the application of altete investigative
methodologies, prioritisation of existing investigas, resource
implications and possible adverse effects to aadyidual subjected
to the use of these powers. In deciding to refemtiatter to the police
under s.33(i)(c) without itself becoming involvedthis investigation
at that particular time the Commission took the ldwing

circumstances into account:

notwithstanding that it concerned an allegation pafssible
serious misconduct, the investigation was not eimeg in
its nature;

. police had commenced the investigation and appe@ardédve
adequate resources available to them;

. there appeared to be alternate avenues of enquiagylable to
the police that could be used to produce an ingastie
outcome;
. the current resource commitments of the Commission;
84 Hon Len Roberts-Smith QC, Commissioner, Corruptiodd @nime Commission of Western Australia,

Transcript of Evidence80 June 2008, p4.
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. the seriousness of the allegation; and

. the likely outcomes and success of the use of the
Commission’s powers.

7.19 On 27 February 2008 Mr Tony Wood, Assessor/Revie@€rC, wrote to Detective
Senior Sergeant Dom Blackshaw, Officer in ChargajaviFraud Squad, to formally
advise thaf?

a) the CCC had received a complaint from DPC of susgemisconduct by an
unknown public officer;

b) the CCC understood the matter was already undesiigation by WAPOL;

C) in accordance with ss 33(1)(c) and 37(3) of terruption and Crime
Commission Act 200Bie CCC had decided to refer the complaint to WAPOL
for investigation;

d) pursuant to s 40(1) of th€orruption and Crime Commission Act 2003
WAPOL should send the CCC a report about WAPOLi&sgtigation of the
complaint; and

e) the CCC will review the WAPOL investigation purstido s 41 of the
Corruption and Crime Commission Act 2003

7.20 The Committee notes the evidence of the WAPOL that:

It would appear that the CCC can make a recommaénldhat the
WA Police conduct an investigation. While the C@&S & monitoring
role and may review how the WA Police has deal Wit allegation
referred to it, it does not appear that the CCC dadirect the WA
Police to conduct an investigatiéh.

Referral to DPC of an Investigation into“Procedural Matters”

7.21  After the decision of the Tasking and Coordinai@@moup of the CCC on 27 February
2008, the allegation was referred back to the DR@ddition to being referred to the
WAPOL) for action. In doing so, the CCC was awiua the DPC has no jurisdiction
to investigate crime, but that it could investigale other relevant aspects of the

85 Letter from Hon L.W. Roberts-Smith RFD QC, CommissigrCorruption and Crime Commission of

Western Australia, 30 July 2008, Doc. 181, p10.

86 Doc. 44, Exhibit 4H, letter from CCC to WAPOL, 27bkeary 2008, p1.

87 Letter from Dr Karl O'Callaghan, Commissioner adliee, Western Australia Police, 1 August 2008,

Doc. 187, p2.
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matter - such as matters of process, administratiodiscipline®® The Committee
notes, however, that the CCC did not also refer mhatter to the DTF for
investigation, despite the fact that the DTF'sce#fs are involved in the preparation of
relevant Cabinet documents.

7.22 The CCC witnesses explained the purpose of therraéféo the DPC of an
investigation intd'procedural matters’”

Hon ADELE FARINA: ... What does the commission mean when it
talks about investigating procedural matters?

Mr Wynn: | suppose in respect of that question, ultimatélyhe
allegation is taken at face value, there has beeleak from the
Department of the Premier and Cabinet, so it mail e the case
that there could have been procedures in placeR( Ehat may need
to be reviewed. It may need, for example, to halmla at the extent
to which those documents are sent to various iddals. It really, |
suppose, was an indicator to the department thae&ded to have
another look at this matter and find out whetheistixg procedures
could be improved and whether anything else cowddbne to
prevent a recurrence.

Hon ADELE FARINA: My understanding is that it is possible that
the leak could have originated from a DPC officemdepartment of
Treasury and Finance officer at the very least;réhenay be other
agencies involved. It raises in my mind the quastd why the
commission would refer the matter only to the DBCirivestigation
of procedural matters.

Mr Anticich: My recollection is that it might have been a dimsof

timing, because | think the information in relatitmthe DTF officers
may well have come after we had taken that padicaction. |1 would

have to go back and check the chronology, but pettsthat might be
one of the reasons, if not the reason.

Hon ADELE FARINA: It is not a suggestion by the commission that
the DPC has jurisdiction over the Department of agwy and
Finance and could undertake an investigation intocedural matters

in relation to another department.

8 Letter from Hon L.W. Roberts-Smith RFD QC, CommissigrCorruption and Crime Commission of

Western Australia, 30 July 2008, Doc. 181, p5.
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Mr Anticich: No, not at all. My recollection is that it was @l the
timing

Mr Trevor Wynn, Manager, Investigatigr@orruption and Crime Commission of Western Austrdia;
Nicholas Anticich, Director, Operation€orruption and Crime Commission of Western Australia,
Transcript of Evidence30 June 2008, pp6-7.
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CHAPTER 8
THE WAPOL |INVESTIGATION

8.1

8.2

8.3

8.4

8.5

The complaint letter sent by Mr Wauchope, DiredBeneral, DPC, to the Major
Fraud Squad on 12 February 2008 was assessed byl Besk officer, Detective
Sergeant Gangin, on 15 February 2808.

The Major Fraud Squad Investigation File Cover $Slwdicates that on 22 February
2008 the complaint was allocated to the Major Fragdac

The Committee was advised that at this point inetithe matter was placed on
“stockpile” by the WAPOL due to staff workload consideratidhsThe Committee

notes that it was almost seven weeks before theplemh was allocated to an
investigating officer. The WAPOL'’s records indiedhat at 9:30am on 8 April 2008
the complaint was allocated to Detective Senior Stairle Elissa Mansell for
investigatior®

The Committee notes that Detective Senior Constsllalesell works part-time at the
Major Fraud Squad and did not personally receieefile until 9 April 2008* The
timing of the receiving of the complaint file by @etive Senior Constable Mansell is
significant, given that at first glance the two dralf month gap between the lodging
of the complaint and the raid on the officesTboe Sunday Timeway have appeared
unusual. In reality, the investigation had effeety only been underway for a few
days at the time of the raid.

The Committee notes that the investigation wastdrtbdike any other criminal
investigation. This was detailed in the evidenteMo Wayne Gregson, Assistant
Commissioner, Specialist Crime PortfohMWAPOL.:

The CHAIRMAN: Can you tell me whether there are any
departmental or police policy or guidelines settiogt when leaks
should be investigated; and, if there are any poliocuments or

90

91

92

93

94

Doc. 78, Exhibit 4AP.
Doc. 41, Exhibit 4E, 8 April 2008, p1.

Letter from Dr Karl O’Callaghan, Commissioner adliee, Western Australia Police, 1 August 2008,
Doc. 187, p3.

Doc. 41, Exhibit 4E, 8 April 2008, p1. Note atbe Letter from Dr Karl O’Callaghan, Commissioner of
Police Western Australia Police, 1 August 2008, Doc. 18%, explaining an incorrect entry in the
incident report that indicated that Detective Serionstable Mansell was not assigned until 23 April
2008.

Ms Elissa Mansell, Detective Senior Constablejor Fraud Squad, Western Australia PoliEgnscript
of Evidence30 June 2008, p18 (private evidence).
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guidelines, can you provide the committee with @ycof such
documents?

Mr Gregson | do not believe there are documents that speadlfi
relate to leaks, but there are certainly policiggocesses and
procedures that relate to general criminal inveatign. There are
also protocols for public sector investigationsdahey are contained
within the file.

The CHAIRMAN: What would an investigating officer turn to when
confronted with a requirement to investigate thauthorised release
or disclosure of this confidential information?

Mr Gregson | am not sure what you mean by what he wouldritur

to”.

The CHAIRMAN: What would he turn to so that he knew that he was
examining it in an approved or particular manner®Md he refer to
the administrative instructions that you may havee—olicy or the
guidelines?

Mr Gregson There is a whole range of policies and guidelimtest
relate to how an officer conducts a criminal inwgsation. He would
obviously turn to his training, his experience, ivas policies that
cover whether a matter ought to be investigatedrcte warrant
procedures, and evidential capturing procedures.niug sheet
entries are all covered conjointly through deteetitraining and
through various manuals and administrative diregsiv

The CHAIRMAN: Are you saying that leaks are investigated no
differently from any other matter that could congg a crime?

Mr Gregson That is correct. At the end of the day, an alkwais
made that a criminal offence has occurred. The diffgrence here is
that the allegation is that the likely suspect ipublic servant and
therefore it falls within the remit of the majorafrd squad. That is
part of the arrangement with public sector investigns so that there
is greater oversight of some of those matters.

The CHAIRMAN: Have the police previously had occasion to act—
when | say “act”, | mean investigate—in respecteatked material or
other documents; and, if so, did the previous itigagons generally
follow the line that has been pursued in this itigasion?
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Mr Gregson | cannot remember a single investigation in vesgent
times that relates to this. | know historically thlere have been such
investigations. They would be following much mordvaaced
investigative processes than would have perhaps been followed.
We are now subject to the Criminal Investigatiori. Adhe warrant
procedures, for example, are different. The staddaperating
procedures for warrants nowadays are that they\adeo recorded.
There may well have been a number of enhancenimritat the end
of the day, this is just another criminal investiga.

The CHAIRMAN: When you say “just another criminal
investigation”, is it fair to say that the invessiting officer would turn
to the appropriate manuals and his other trainingeaperience, but
he would also have the ability to turn to more serofficers for
advice on the way in which the investigation miggpursued?

Mr Gregson Yes. If he thought it was necessary or appropriie
would have a whole suite of investigative souraesducative tools
that he could turn to. Additionally, he could alseek consultation
with senior officers or team leaders. In fact, | kaathe point that
when this particular matter was originally referread a detective
senior constable, on the aspects of the search amérrthe
superintendent and the inspector at commercial erif@lt that it
ought to get greater oversight and so a detectigmgesant was
appointed to supervise the search warrnt.

The Number of Potential Suspects

8.6 The Committee notes that in his initial contactvYAPOL, Mr Wauchope identified
eight named persons who had had access to the ER&St submission, but he also
noted that it wa8likely that a number of other officers from DPCdithe Department

of Treasury and Finance may have had access tsubmission’®®

8.7 On 28 March 2008 the CCC passed on information AP®L that it had received
from the DTF regarding officers within that Depaetmh who had been exposed to the
draft ERC submissiofl. The Under Treasurer had identified four officeithin the

95 Mr Wayne Gregson, Assistant Commissioner, Spsti&irime Portfolip Western Australia Police,

Transcript of Evidence June 2008, pp10-11.
% Doc. 45, Exhibit 41, letter from DPC to WAPOL, E2bruary 2008, p2.

o7 Doc. 42, Exhibit 4F, letter from Mr Tony Wood, Rewer/Assessor, CCC to Detective Senior Sergeant
Dom Blackshaw, WAPOL, 28 March 2008, p1.
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Agency Resources business unit of the DTF who wrp®sed to various versions of
the draft ERC submissich.

8.8 In an email at 11:38am on 9 April 2008, Ms Lisa /afActing Principal Policy
Officer, Office of the Director General, DPC, addsDetective Senior Constable
Mansell of the following additional information:

The Cabinet submission was provided to the follgvaffices on 13
and 14 December 2007 for comment:

- Premier’s Office
- Minister Ravlich’s Office
- Minister Robert’s Office
- Minister McHale’s Office
- The Under Treasurer’s Office
- The Director General’s Office, DPC
- The Policy Division, DPC
It was labelled “MINISTER ONLY”.

The submission was then provided to all Ministesspart of the

Cabinet agenda file late on Friday after 14 Decem®@07. Copies

of the file were delivered by Cabinet Services Bharstaff to

Ministers in some unusual places that day (duenéofestive season,
eg. a restaurant).

It therefore seems that there were a great numbeemsons who had
access to the documefit.

8.9 A search of telephone records was condutfedAlthough a number of ministerial
media advisers were found to have had regular contédh Mr Lampathakis, no
person of interest was identified by the WAPOLhag stage of the investigation.

8.10 The Committee notes that the subsequent courskeofMAPOL investigation was
coloured by the information provided to the WAPQLthe DPC that a large number

98 Doc. 43, Exhibit 4G, letter from Mr Timothy MameUnder Treasurer, to Hon Len Roberts-Smith,

Commissioner, CCC, 21 February 2008, p2.
9 Doc. 53, Exhibit 4Q, WAPOL Investigation Runninke®t.
100 Ibid.
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8.11

8.12

8.13

of people had had access to the leaked material the draft ERC submission. In his
evidence to the Committee regarding the status hef WAPOL investigation
immediately prior to the execution of the searchiramt on the offices 6fhe Sunday
Times Detective Inspector Albrecht stated:

The options available were to interview, potengialiny person who
came within contact of that document. It is my wsi@ading from the

inquiries that the investigating officer made ttia¢y were numerous
in number because the documents had been widelylaied. Quite

rightly, to try to interview all those people, atilgh that was an
option, if you have a source that you know hasdieztt contact with

the material in question, you go directly to thausce; you do not
give opportunity for evidence to be destroyed aldbh. So, rather
than go on a fishing expedition to numerous peogia,go directly to

the source, try to secure that source and thenrgay, in time, go to
those other source$§!

However, it soon became apparent in the coursbeofCommittee’s inquiry that the
above information provided to the WAPOL by the DREs incorrect (see paragraph
5.6 onwards).

It is clear that the version of the draft ERC suisiun that contained the leaked
material (either Version 1, Version 3 or Version wWas not, in fact, as widely
distributed as the WAPOL had been advised (seegmph 5.6 onwards). A
comparison of the different versions of the draRCEsubmission indicates that the
versions that contained the leaked material (thatérsions 1, 3 and 4) were, in fact,
never distributed to Cabinet members (other thardlon the Cabinet Sub-Committee
on Communication) or their staff. It appears that WAPOL were not provided with
copies of the relevant versions of the draft ERGn@gsions (they were only provided
with the Cabinet copy - Version 2), and so were matle aware of the significantly
more limited exposure within the Government toldaked information.

It appears to the Committee that the WAPOL disocedithe interviewing of persons
exposed to the draft ERC submission due to aniiecbbelief that a large number of
people would have to be interviewed.

Paul Lampathakis and the Protection of a Journaliss Sources

8.14

The WAPOL Internal Affairs Unit report on the rasthtes:

Lampathakis is a witness in tliplajor Fraud Squad]nvestigation
and as a receiver of the disclosed information heser been treated

101

Mr Arno Albrecht, Detective InspectdiVestern Australia Polic&ranscript of Evidence30 June 2008,
p5.
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8.15

8.16

as a criminal suspect dPerson of InterestOl)]. In the absence of
any nominated POI, he is the primary person thatldoassist
investigators with this mattef?

In the course of their work, journalists may reeeiwaterial or information that is
confidential and/or illegally disclosed. Peoplsadliose information to journalists for a
variety of reasons. It may be done through malicecantempt, or to disclose
perceived or actual wrongdoings or errors as aamaftpublic interest, or for political

reasons or for mischievous or other reasons:

Leaks are often motivated by conflict: they areallgusignals of a
disagreement between two parties, and the leakigertonature

suggests a betrayal or a breakdown in a relatiopshieaks are often
a power strategy of weaker participants in a catfli the

unauthorised release of information often undermitiee power of
those with authority and challenges the officiablzi position on an
issue'®

Whilst it is not illegal for the journalist to rege the information or publish it, the
judiciary, certain law enforcement officers or tRarliament may still require a
journalist to reveal their source as an avenuedémtifying and/or prosecuting the
offending source.

The Search Warrant

8.17

8.18

It was the evidence of Detective Senior Constabdmdéll, the WAPOL investigating
officer, that the investigation had reached thgestay late April 2008 that:

[l]t appeared the only option to get the informatioonf the end
source was to go directly to the Sunday Times.ak wn that basis
that we decided to go to where the information wast likely to be
contained and to obtain it in that manriét.

She also noted that:

Given that the information that had been printedsamost verbatim
as that presented to cabinet, it was likely that Mmpathakis had
received information from the person who leaked tabinet

102
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104

Doc. 39, Exhibit 4C, internal WAPOL memorandum,\2&y 2008, p9.
G. Craig,The Media Politics and Public Liféllen & Unwin, Sydney, 2004, p145.

Ms Elissa Mansell, Detective Senior Constablejo¥Braud Squad, Western Australia Poli€egnscript
of Evidence30 June 2008, p4.
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8.19

8.20

8.21

8.22

8.23

documents. He is the only person that we knew wuale spoken to
somebody®

As noted above, the version of the draft ERC susimisprovided to the WAPOL by
the DPC (Version 2) was not as reflective of tHerimation contained iThe Sunday
Times'article as Versions 1, 3 and 4 of the document.

The Committee was advised that the use of searctama is the standard operating
procedure for detectives of the Major Fraud Squad:

With respect of the search warrant, it is standaperating procedure
for detectives of major fraud squads to attend siress area, such as
a bank, accounting or law firm and take possessibrdocuments
whether they are notes, records or other statemdpitstocol and
legislation dictate that the items are seized unskearch warrants.
[Detective Senior Constabléylansell consulted the legal services
branch prior to compiling an application for a searwarrant ... %

On 29 April 2008, Detective Senior Constable Manapplied for a search warrant
under s 41 of th€riminal Investigation Act 2006 search théSUNDAY TIMES
BUILDING, 34 STIRLING STREET, PERTH 6000

The search warrant for the raid dme Sunday Timewas signed at 2:30pm on
Tuesday, 29 April 2008% The warrant identified the following as the objet the
search:

Any and all documents pertaining to the informatieid by Sunday
Times employees pertaining to the investigationduoted for the
article titled “Bid to ‘buy’ Labor win: Ripper warst $16m for poll”

published on page 3 of the Sunday Times' E@bruary 2008,
including source details, notebook entries, recoofisconversation,
editorial notes, scribings, telephone records, &oym of recording

(electronic or otherwise) and records of conversaif®

The search warrant specified that it had to be weecwithin 30 days after the date of

issuett®
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Ibid, pp4-5.

Mr Wayne Gregson, Assistant Commissioner, Spsti&irime Portfolip Western Australia Police,
Transcript of Evidence June 2008, p5.

Doc. 63, Exhibit 4AA.
Doc. 64, Exhibit 4AB.
Ibid.
Ibid.
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8.24  Section 43(6) of th€riminal Investigation Act 2006tates:

A search warrant must be executed between 6 a.th9gnm. unless
the officer executing it reasonably suspects thiatvere, the safety of
any person, including the officer, may be endangeor the
effectiveness of the proposed search may be jeseald

8.25 Section 43(7)-(8) of th€riminal Investigation Act 2008tates:

) A search warrant authorises entry to the targkace for a
reasonable period for the purpose of executingithgant.

(8) A search warrant authorises the officer exewutit to
exercise any or all of these primary powers —

@ to enter the target place;

(b) if it authorises a search for a target thing —
0] to search the target place for the target
thing;

(i) to do a basic search or a strip search of a
person who is in the target place when the
warrant is being executed for the target
thing; and

(i) subject to section 146, to seize the target
thing;

8.26 Under s 44(2) of th€riminal Investigation Act 200the WAPOL investigators have
the following ancillary powers under a search watrra

44. Search warrant, ancillary powers under

(2) A search warrant also authorises the officeeaiing it to
exercise any or all of these ancillary powers —

@) subject to subsection (3), to enter but natdarch a
place near the target place if the officer reasdgab
suspects it is necessary to do so in order to —
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(b)

(©)

(d)

(e)

(f)

(i)

(ii)

(i)

prevent a target thing from being concealed
or disturbed;

prevent a person from fleeing the target
place; or

protect the safety of any person, includihg
officer, who is in or near the target place;

to take into and use in the target place aqyigment
or facilities that are reasonably necessary in ortie
exercise any power under the warrant;

to photograph or otherwise make a record thrget
thing that is in the target place;

to make reasonable use of any equipmentjtfasibr
services in the target place in order to exercisg a
power under the warrant and for that purpose —

(i)
(ii)

to operate the equipment or facilities;

to order an occupier of the target place to d
anything that is reasonable and necessary to
facilitate that use;

if the target thing is a record —

(i)

(ii)

to operate any device or equipment in the
place that is needed to gain access to,
recover, or make a reproduction of, the
record;

if the officer reasonably suspects that an
occupier of the target place knows how to
gain access to or operate any such device or
equipment — to order the occupier to provide
any information or assistance that is

reasonable and necessary to enable the
officer to gain access to, recover, or make a
reproduction of, the record;

if the officer reasonably suspects it is neagg to do
so in order to prevent —
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8.27

8.28

0] the target thing from being concealed or
disturbed; or

(i) a person in the place against whom an
offence may have been, or may be being,
committed from being endangered,

to establish a protected forensic area under sectio
46 in the target place;

(9) if the officer reasonably suspects it is neags$o do
so to protect the safety of any person, includimg t
officer, who is in the target place when the watran
being executed —

® to order a person to leave the place or its
vicinity;

(i) to order a person not to enter the place tr i
vicinity;

(i) to detain a person who is in the place far n
longer than is reasonably necessary;

(iv) to do a basic search or a strip search of a
person who is in the place for any weapon or
other thing that could endanger a person;

(v) to seize and retain any such thing,
while the warrant is being executed

Section 45(2) of theCriminal Investigation Act 2006tates that, if reasonably
practicable, an audiovisual recording must be mafdéhe execution of a search
warrant. The Committee was provided with a copthefWAPOL DVD recording of
the execution of the search warrit. The Committee notes that the WAPOL DVD
recording was made in accordance with WAPOL's imdér procedures and
requirements, but also notes that it is not a cotils record of the entire raid.

In a report on the WAPOL investigation and raidtd2¢éive Senior Sergeant Dom
Blackshaw, Officer in Charge, Major Fraud Squadedo

111

Doc. 68, Exhibit 4AF.
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The search of the Sunday Times building was ralsedhe case
officer as a valid method of obtaining the evidereguired to prove
the allegation made by Wauchope.

The execution of search warrants for documents m@mon and
traditional method of investigation. The grounds the search
warrant were considered valid by both senior mamaget and a

Justice of the Peace and the warrant was issuedrdigly **?

8.29 Assistant Commissioner Gregson also confirmed tthatdecision to seek the search
warrant was subject to internal checks and balances

I would say that the governance of the executiorthef search

warrant was overseen by a commissioned officer. gheno go

decision to execute the search warrant is made txy denior

investigating officer. Obviously, there are cheaksl balances in that
process because to get that search warrant it bdsetreviewed by a
senior officer. It then has to be signed off bystige or a magistrate,
and in this case, as | made the earlier point, dsweviewed by legal
services and the commissioned officer cadre attimmercial crime
division, being Superintendent Randall and Inspeatbrecht and, |

would imagine, their operations manager would hdeen well

across the warrant'®

112 Doc. 78, Exhibit 4AP.

113 Mr Wayne Gregson, Assistant Commissioner, Spsti&irime Portfolip Western Australia Police,
Transcript of Evidence§ June 2008, p16.

61






CHAPTER 9
COMMUNICATIONS BETWEEN WAPOL AND OTHER PARTIES
IMMEDIATELY PRIOR TO THE RAID ON THE SUNDAY TIMES

9.1 The Committee notes that the WAPOL investigatonstacted a number of persons
outside of WAPOL on 30 April 2008 in the hours lemdup to the raid ormhe
Sunday Times

Communication between the WAPOL and CCC prior to the Raid onThe Sunday Times

9.2 The Committee notes that senior officers of WAP@U ¢he CCC meet regularly, and
that at an operational level there is constant;tdaday, communication between the
two agencies. The Commissioner of the CCC stated:

We have a joint senior management group that meedsterly at
least. It consists of the two commissioners and samior officers;
that is to say, a deputy police commissioner ancistemnt
commissioner level and equivalents from the CCC. Hake joint
meetings at senior officer level at about the safrequency.
Commissioner O'Callaghan and | meet frequently aerdularly;
indeed, we have just put that on a regular monliayis. In fact, we
were supposed to meet this afternoon, but we hasiéctransfer that
to tomorrow. That meeting is a good example becdhsges is no
agenda for that meeting; we are just meeting th #dout whatever is
going on. | have no difficulty in taking a positithat if anybody in
either organisation had a serious problem that reeetb be raised
with the other, it would be raised and resolv&d.

9.3 Mr Anticich gave the following evidence:

| would speak to the WA police on a daily basis—tnuodstheir
assistant commissioners and their deputy commisssorit varies,
obviously, on the context. We have a fairly goodking relationship
and | would have thought it was open to just adher¢éhe current
protocols. On top of that, we actually have twarfal mechanisms—
one is the operational liaison group, which | atlewith the two
deputy commissioners and a number of assistant &ssiamers, and
also the joint agency steering committee group bickv both our
commissioners, |, the executive director and the deputies attend,

114 Hon Len Roberts-Smith QC, Commissign€orruption and Crime Commission of Western Australia,

Transcript of Evidence30 June 2008, pp6-7.
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as well. There are formal mechanisms, but, moreoraptly, an
informal relationship ...'*

The WAPOL account of the events of the mornin@ &{®8il 2008

9.4

9.5

9.6

At 9:45am on 30 April 2008 an internal WAPOL brigfi was held on the
investigation and the proposal to execute a seamrhant onThe Sunday Time&’
Present at the meeting were Detective Inspectoresh, Detective Senior Sergeant
Hill, Detective Senior Sergeant Blackshaw, DetectBergeant Jane, and Detective
Senior Constable Mansell. This meeting was that fime that Detective Sergeant
Jane became involved in the investigafitn. Detective Senior Constable Mansell
recorded on the WAPOL Investigation Running Sheetfollowing in relation to this
meeting:

Consideration given to requesting CCC to use cweerg@owers to
avoid media perception that police are involved thss matter
involves police funding. Insp Albrecht telephonedul White,
al/investigations manager in relation to arrangingnaeeting with
CCC to request they use the coercive powers urgfeasd s96 CCC
Act. He advised that he will contact Tony Wood hisdnanager and
call Insp Albrecht back:®

At 11:58pm on 30 April 2008, the WAPOL internal dfing on the investigation
reconvened. Detective Senior Constable recordedhenWAPOL Investigation
Running Sheet the following, under the titleritical decision”, in relation to this
meeting:

Result of CCC conversation with Insp Albrecht ytlage unable to
assist, police to conduct inquiry through normaldstigative means.

Search warrant to be executed approx 2pm todays datSunday
Times. Briefing note (warning) submitted througsd Albrecht®

Detective Inspector Albrecht made the following somny of his conversations with
officers of the CCC on the morning of 30 April 2008

On the morning of Wednesday 30 April, 2008 1 wafdut by Major
Fraud Squad (MFS) members concerning an inquiry tred relating
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Mr Nicholas Anticich, Director, Operation€orruption and Crime Commission of Western Australia,
Transcript of Evidence80 June 2008, p15.

Doc. 74, Exhibit 4AL.

Doc. 84, Exhibit 4AV.

Doc. 53, Exhibit 4Q, WAPOL Investigation Runniniesgt.
Ibid.
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to the alleged illegal release of confidential pamhentary documents
to a reporter from the Sunday Times newspaper.

The newspaper then published extracts from the rdeoti in an
article published in the newspaper on Sunday 1Gd=ety 2008.

In an endeavour to gain information regarding theurce of the
leaked document officers from the MFS intendednditg at the
Sunday Times newspaper this date with the purpbseteyviewing
the reporter and seizing any relevant evidence.

Upon being briefed | then discussed the matter viddtective
Superintendent Randall and it was agreed that gthemature of the
offence alleged and the potential media coveragentiatter should
most properly be investigated by the CCC utilisisgprivate hearing
and coercive powers.

Consequently, | telephoned CCC Investigator Paul T#iwho | had
had previous contact with when he was Acting Manage
Investigations.

When | spoke to WHITE | outlined our position oa thatter and he
concurred, however he asked that he be given arorappty to

confer with his supervisors. Subsequently, a sivbite later he rang
me to advise that the CCC had reviewed the matidr @onsidered
that WA Police should conduct the inquiry.

When questioned about the basis for their positi@n couldn’t

elaborate. | then asked if he could recommend dresosupervisors
with whom 1 could discuss the matter further witkd &ie referred me
to Trevor WYNN, Deputy Director of investigations.

| then rang WYNN at about 1010hrs and outlined oancerns

regarding the inquiry, in that, given the naturetb& inquiry which

emanated from Parliamerjt?] regarding the disclosure of official
secrets, that the CCC had the capacity to holdgbeihearings, which
would prevent the general public becoming awaréhefinquiry and

the consequential media coverage that arise froetgting a search
warrant on the Sunday Times, it would be preferdabl the CCC

should conduct the investigation.

120 The Committee notes that the reference to theinpgmanating from Parliament is mistaken, as the

inquiry was initiated by the DPC.
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| stated that we were prepared to withhold executihe search
warrant to discuss the matter further to work witle CCC on the
inquiry. WYNN advised that this could not be dorge aa joint

operation, as they could only be undertaken in tiefa to

investigating organised crime and that for the Ct@Qake action in
this instance they would have to conduct the ingthiemselves.

A general conversation then took place betweenebigs, the crux of
which is as follows; WYNN advised that they hadereed the matter
and did not consider the offence serious enoughwéorant an
investigation by the CCC and the use of their ceerpowers, which
are onerous and should only be used in a limitechmea and only
after all other avenues of inquiry had been conetiid

I then asked was it the CCC’s preference that WAc@ahould
investigate the matter effectively with one haretl tbehind their
backs, when in fact the CCC could easily call avateé hearing
through which they could ask the reporter directifhere he obtained
his information from and should he decline a decistould then be
made as to what or if any action would be takenragidim.

WYNN again responded by saying that the CCC coresidbat their

coercive powers should only be used for the magiuseof matters
and that the current complaint did not constitutielsa circumstance,
albeit acknowledging the consequences of WA Pdiaeng to

execute a search warrant on the Sunday Times.

| then said that obviously the CCC had made a ipalitdecision, to
which he objected saying that was not what he said.

| then said to him that to my mind this was exasttat the CCC had
been established to do and that was to investigateuption by
government officials and that was why it was gigispecial powers,
as it was apparent the WA Police would be sevédratypered when
investigating such matters.

He again stated the CCC position and said that, dwaw once WA
Police had conducted their investigation they worddiew it and
would make a determination as to whether they wquldsue the
inquiry further.

| then advised him that WA Police would proceect tthay with
executing the search warrant.
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121

9.7 When queried by the Committee as to whether the ®lABonsidered deferring the
execution of the search warrant to have furthecudisions with the CCC, Detective
Inspector Albrecht told the Committee that:

When | spoke to Trevor Wynn | put this to him: idghat we were
prepared to withhold executing the search warramtdiscuss the
matter further to possibly work with the CCC or batem take over
the inquiry. However, he advised that this coulttb®done as a joint
operation in any event as they could only undertakeh joint

investigations that related to organised criff®€] For the CCC to

take it back it would have to undertake the inqultgmselves and
they were not prepared to do so. | said, thereftirat given that was
the stance of the CCC there was not point in detayihe matter any
further and we would proceed on the d&y.

9.8 Detective Inspector Albrecht also added:

| said[to Mr Trevor Wynn] “Well, given your stance, | am prepared
to put the execution of the search warrant off fvould be of any
benefit to further explore avenues”. He advised thavould not, so |
said, “The search warrant will proceed as of todayd you'll see the

results in the news'®*

9.9 Detective Superintendent Ron Randall records onnaing sheet that he met with
Detective Inspector Albrecht at 10:00am on 30 APO08 to receive a briefing on the
investigation and search warrafit. Detective Superintendent Randall requested a
briefing note, and instructed that contact be maitle the CCC to establish whether
they would take over the investigation or whethejoiat investigation could be
established®® At 10:30am Detective Inspector Albrecht advisesteBtive Inspector
Randall of the above conversations with officerstttd CCC, and that th&CCC

121 Doc. 59, Exhibit 4W.

122 The Committee notes that this comment is inaceurdinder s 33(1)(b) of th€orruption and Crime
Commission Act 2003he CCC may decide ttinvestigate or take action in cooperation with an
independent agency or appropriate authority”

123 Mr Arno Albrecht, Detective Inspector, Commerci@rime Division Western Australia Police,

Transcript of Evidence June 2008, pp13-14.

124 Ibid, p27.
125 Doc. 73, Exhibit 4AK.
126 Ibid.
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position was that the matter should remain withi€l.'?" Detective Inspector
Albrecht’s running sheet entry for this meetingesothe following:

Agreed that WAPOL to proceed with execution of geavarrant.
Det/Sgt Jane assigned operations manager. Fivié tetaexecute the

warrant!?®

9.10 At 1:00pm a briefing note on the investigation,reBavarrant and the contact that day
with the CCC that had been prepared by DetectivéoB€onstable Mansell (with the
assistance of Detective Sergeant Jane) was proviolddetective Superintendent
Randall**® Detective Superintendent Randall emailed thefingenote to Assistant
Commissioner Gregson at 1:14pth. Further email updates on the progress of the
search warrant were sent by Detective Superintéand@andall to Assistant
Commissioner Gregson at 2:50pm and 3:24fm.The Committee obtained the
following evidence as to the purpose of these entaisenior WAPOL officers:

The CHAIRMAN: Mr Albrecht, given that you had formed the
view—correct me if | am wrong and it was not you ah was
someone else—that a raid on the Sunday Times coedde a media
circus, how far up the police hierarchy was the terateferred prior
to the final decision being made to carry out tharsh?

Mr Albrecht: In accordance with protocols that are establishetten
there is going to be a high profile matter—and thiss going to be a
high profile matter given that it was a raid on tBenday Times—a
briefing note was prepared, which was circularisexl Assistant
Commissioner Gregson.

It was also circularised to our media director MieiN Stanbury for
the information of the commissioner. Unless theg same specific
issue, on a day-by-day basis they would not intervgth a murder
inquiry or any inquiry unless there was a spediiue. This certainly
does not rate up with anything like a murder inguso the likelihood
of any interceding by senior officers was unlikely.

The CHAIRMAN: Did Mr Gregson respond to the communication
with you or notification that you ensured he reeei®

127
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131

Ibid.

Doc. 74, Exhibit 4AL.
Doc. 73, Exhibit 4AK; Doc 74, Exhibit 4AL.
Doc. 73, Exhibit 4AK.

Ibid.
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Mr Albrecht: Not to my knowledge.

The CHAIRMAN: Did you find that strange or, as you have said,
given that it was not a murder inquiry and, usir@uyterms, it was
not unusual for the senior officer not to respond?

Mr Albrecht: Generally, the only thing that would occur wolld a
request for further information, and that requestswiot forthcoming,
so it was considered that the briefing notes that vad provided,
which are contained in the file, were sufficierttgtailed.

The CHAIRMAN: Can | take from what you are saying that where
you do not get a response back from the seniocesffithere is an
assumption that the senior officer does not intemthterfere, so to
speak, or make any other recommendation, and thahds noted
whatever communication has been sent and that yeufrae to
proceed in the manner that you have determined?

Mr Albrecht: | would put it this way: we would not be waitifgy a
response. We proceed. The commissioner has the pamers of
office of constable as any other officer, and inlatien to
investigation of criminal matters, one would notpest any
interference at any level.

The CHAIRMAN: Can | presume from the way in which the system
works within the police department that if Mr Gregsin this case,
wanted to offer comment or change the proposedseonir action that
you were recommending in your papers to him, it wpsto Mr
Gregson to do it with haste so that any change drasvn to your
attention?

Mr Albrecht: If he wished to do sB?

The CCC account of the events of the morning &80 2008

9.11 Mr Anticich gave the following evidence from CCCcoeds of the initial contact
between Detective Inspector Albrecht and the CCghemmorning of 30 April 2008:

This is a case note again with the Corruption aman@ Commission
logo, headed “Case Note (General) — 0009". It hasib created on

132 Mr Arno Albrecht, Detective Inspector, Commerci@rime Division Western Australia Police,

Transcript of Evidence June 2008, pp14-15.
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30 April 2008 at 11.51 by a nominated officer, visnva Mr White who
works at the commission.

That entry then details a discussion with Arno adby who | know to
be an inspector with the WA Police commercial cramea. If | take
you through that note, it states that the office heceived a call from
Mr Albrect at 10.15 hours that date. He believeattirno had

contacted him because he was a member of the caiamerime

committee, which meets at his office quarterlyother words, the
association between our officer and Mr Albrect tefato a meeting
that they go to; it is not specific to this caset tather an association
through another forum.

Continuing with the case note: Arno advised thaytimtended—the
WA Police—executing a search warrant on the Sundayes that
afternoon and wanted to discuss another way of geding with the
investigation. The note continues —

Arno suggested the Commission hold a hearing idsteato
avoid the media fallout, and to overcome the faett tthe
WAPS are unable to compel any withesses.

Bear in mind, | will just reinforce the fact thatrMVhite has no
involvement with this case. The note continuegr aftscussing the
matter with another one of our officers, Trevor Wywho was the
manager at the time, our officer phoned Arno baa#t emformed that
the matter was considered by the operations diraté which had
decided not to investigate the matter, thus therraf to the WA
Police. | have taken you through the process that tnvolved. He
also informed Arno that we were unable to work \iligm jointly and
assist using our hearing powers, as it was not dtenaelating to
organised crimg=>y | quote —

Therefore, if we were to conduct a hearing, we woded to
take over the investigation. In any event, | advVigbat
conducting a hearing for the sole or dominant pwgof
compelling a journalist to reveal their source isotn

133

The Committee notes that this is a narrow inteégtien of Part 4 of theCorruption and Crime
Commission Act 2003that is, those sections dealing with organisedneriand the conferral of
exceptional powers on police officers), and doestake into account the type of joint CCC-WAPOL
investigations utilising the CCC's general powers saged by s 33(1)(b) of that Act.
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considered an appropriate use of the Commissionarihg
powers.

The officer suggested to Arno that he contact Tr&vgnn should he
wish to discuss the matter furthiéf.

9.12 Mr Trevor Wynn, Manager, Investigations, CCC, retted his subsequent
conversation with Detective Inspector Albrecht:

If I can just put this into context. My telephomag, as it happened,
moments after the conversation had concluded with White.
Actually as | answered my phone, Mr White was atloor and | had
not realised that Mr Albrecht had actually spokeithwMr White
when | had this call. | will read from the case etitat | made —

Telephone call from Supt Arno Albrgsic]. . .

Albrect telephoned after speaking with Paul WhiHe. was
slightly aggressive questioning why the Commissiould
not serve a notice to obtain documents from thel®upiimes
and demand that a journalist reveal his sourcea hearing.

WAPOL are intending to execute a search warranttiom
Sunday Times and Albrect says it will turn into adm
circus. He says this could be avoided if the CCQeutook
the investigation and issued notices so that itldmt be
reported.

I inquired as to what the purpose of the S/W was, —
That is, search warrant —
presuming it was to obtain documents. He confirthexd

| proceeded to advise Albrect that a notice to i
documents was an entirely different tool to a seamarrant
and | went on to explain the differences. He relnty
accepted that a notice was not a substitute folvd. S

If I can just assist the committee there. A seavalrant allows you
entry to the premises and, as it suggests, to kefmc documents;
whereas a notice is something that is handed taréiqular person

134 Mr Nicholas Anticich, Director, Operation€orruption and Crime Commission of Western Australia,
Transcript of Evidence June 2008, pp8-9.
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which has a return date on it and that person tipeaduces the
material. It is a very real issue forthwith anddocertain extent it is
dependent on the person cooperating to provideltioeiments sought
in that notice.

As to the issue of media circus, | advised Albtkat if the

CCC attended at the Sunday Times and executed &h8re/
was nothing the Commission could do to preventntammpof

that. The restricted information applied to the uiss of

notices, appearing at hearings, and associatederstt

Albrect continued to assert that no journalist wbwhlk to
them and the CCC was set up to deal with thesatgiths
when for example a journalist could be called il anade to
reveal a source.

| advised Albrect that the use of the Commissiao@arcive
powers was on a judicious basis and generally ardgd
when no other alternative avenue was available ¢bieve
desired investigative outcomes. | said to Albréett tin the
current matter, if they had formed a view that &/Skas
needed, | would have thought that a process woala then
taken place to review the material located, in dtemapt to
discover the source of any leak, regardless of kdret
journalist would speak to them or not. | indicatiedAlbrect
that for the Commission to call in a journalist fdhe
predominant purpose of revealing a source, whickmfrse
goes against the very fabric of the journalists eodf
conduct, whilst we wouldn’t completely rule it ouhe
circumstances would have to be very serious andegras
there were a number of flow on effects such as tishis
blowers losing confidence in confidentiality withuinalists
etc.

| concluded by advising Albrect that once the itigasion
was complete, the Commission would review the tesd
part of our normal review process. That process ldiou
include looking at whether the agency (WAPS) —

Western Australia Police Service —
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or the Commission could reasonably take the madiey
further*®

9.13 The Committee notes that Mr Wynn had the delegatedority of the Commissioner
of the CCC under s 42 of tieorruption and Crime Commission Act 20@3direct
the WAPOL to discontinue its investigatitii.

9.14 Mr Wynn advised the Committee that it is only imywexceptional circumstances that
the CCC would use its powers for the predominanp@se of compelling a journalist
to reveal their source:

[l n the history of the commission—and | perhaps wptider not to
go into those details—we have, as | recall it, @d@lin two journalists
in the past in respect of certain matters wherdaerquestions have
been put to them when the commission considered,than
circumstances that existed with those mattersag mecessary to do

soX¥

9.15 Sections 96 and 97 set out the relevant coerciweemof the CCC:
96. Power to summon witnesses to attend and prodhoeys

Q) The Commission may issue a signed summons and
cause it to be served on the person to whom it is
addressed.

(2) Personal service of the summons is required.

) The summons may require the person to whos it i
addressed to attend before the Commission at an
examination, at a time and place specified in the
summons, and then and there to —

(@) give evidence;

(b) produce any record or other thing in the
person’s custody or control that is described
in the summons; or

135 Ibid, p3.

136 Hon Len Roberts-Smith QC, Commission@orruption and Crime Commission of Western Australia,
Transcript of Evidence30 June 2008, p3.

187 Mr Trevor Wynn, Manager, Investigations, Corruptiand Crime Commission of Western Australia,
Transcript of Evidence§ June 2008, p10.
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9.16 The Committee notes from the following evidenceh® Commissioner of the CCC,
Hon Len Roberts-Smith QC, that the CCC is reluctantise its coercive powers,
except as a last resort:

(© do both of those things.

97. Witnesses to attend until released

A person who has been served with a summons under

section 96 is required, unless excused by the Cssioni to
attend as specified by the summons and report ® th
Commission from day to day until released from heirt
attendance by the Commission.

| think there is a misunderstanding, certainly be part of the police,
about what the coercive powers are and how theybeansed. We at
the commission recognise that what are describedlascoercive
powers—and | have been describing them, Mr Charyeu would
appreciate, as our coercive and other special pewetsre powers
that vested in the commission and are not availdblgolice and
other agencies. They are—I was going to say exaegd{ibut | do not
want to say that, because that brings in part 4hefact, which | am
trying to avoid—very unusual powers for an invesfige agency to
have, and the commission is very conscious of ¢eel mo use them
only where absolutely necessary and subject to aplpropriate
safeguards. We do not resort to the use of the dsson’s own
special powers first-off. We actually use them &ssaresort, because
we recognise that they potentially infringe ordipanivil rights and
human rights, such as privilege against self-in@nistion and things
of that kind. So we would seek to use them ondylast resort when
no other investigative methodology or power woutitkw That was
not the case, for example, with this investigatibmight in the end
have gotten to that point, but we do not know. &ely looking at it
at the time we were looking at it, and even nowould have thought
there was plenty of scope for the exercise of amginpolice
investigative powers. For example, even if we haddid to do it
ourselves, we would still be using those powers.viald not be
falling back on our coercive and other special pmventil we had
exhausted all avenues with the others. That idy¢hé starting point
we are coming from. In terms of what you descrilsecaercive
powers here, | think Inspector Albrecht kept tajkiabout the
commission’s coercive powers, and it became obyiahink, that he

74
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was simply talking about compulsory hearings. Wbt is just one

of them3®

9.17 The Commissioner of the CCC went on to state that:

There is also a very practical investigative reasdry you do not use
those powers until you are right into an investigatand you have
used all of the ordinary methods available to y®bat is because if
one thinks about how it would work practically, wineould happen
would be you would call a witness in before you tlade much other
investigation, and you would say, “You must telthes truth. You are
obliged to tell us the truth. You are on oath. Tedlwho you got the
cabinet document from.” The witness more likelynthat would say,
“I forget” or “I cannot remember.” Where does theommission go
from that? It does not work. It is not an appropeiause of the
coercive power. As members of this committee wappdeciate from
the investigations that have been featured in casiomn reports, for
example, to date, you will realise that there istaof work that has to
be done before you get to that point. You ordigawiould not be
calling witnesses to a coercive hearing—there afecourse, some
exceptions to this—but in principle you would netdalling witnesses
to a coercive hearing unless you were in a positimprove, at least
in relation to some aspects of the investigatiohetiwer or not they
were telling the truth about questions they werengdo be asked.
That is just a practical investigative reason. | mmasise that our
main reason for not resorting to those powers & the do recognise
that they infringe personal liberties and civil higg, and they are
therefore to be used only when absolutely neces¥ary

9.18 The Committee notes the CCC'’s evidence that thave been two occasions in which
the CCC has used its coercive powers to compelragdist to disclose their sources:

[lln the four years that the commission has beerrafping, the
commission has required the attendance of two jlists in hearing
to give evidence, but only two in the four yealtsatThad to do with
an offshoot, if you like, into the inquiry in rdta to Andrew Mallard.
It had to do with the suicide in his cell of Mr Réard. We were
dealing with a death in custody and we needed toirgermation
from the two journalists as to the sources of thafiormation in
relation to that. | should also point out that tbemmission dealt with

138 Hon Len Roberts-Smith QC, Commission@orruption and Crime Commission of Western Australia,

Transcript of Evidence30 June 2008, p5.
139 Ibid.
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9.19

those two journalists, | think, in a very coopevatway and, | would
like to think, sensitively. Neither of them, asdarl know, complained
in any way about the treatment they received oiirftato do it. At
least one of them, and possibly the other, butthgdy know that one
of them, in fact, asked if that journalists appaace could be
delayed before the commission so that the souimalsl e spoken to
and their agreement obtained for that journalistréweal them to the
commission. That was done. Although one might desdt as a
coercive hearing in the sense that the journalisese required to
attend and answer questions, they willingly ansaie¢he questions in
that context and did so, in at least one case Iwknwith the
acquiescence of the source or sources. | supp@sasthhe only way
to answer the question. It would have to be a gerjous case where
there was no other investigative way of gettingitiiermation and it
was serious enough to require it, | guess is whanhlsaying*°

By contrast, the Media, Entertainment and Artsakltie are strongly opposed to the
use of coercive powers to require a journalist ¢werl their source, and have
expressed the view that the CCC actually usespiwger more frequently than is

suggested by the CC¢.

Communication between the WAPOL and other Personsiithe State Government prior
to the Raid onThe Sunday Times

9.20

9.21

Upon being briefed on the investigation on the rmagrof 30 April 2008, Detective
Sergeant Jane noted that in the original complatter from Mr Wauchope, Director
General, DPC, there was reference to Mr Kieran MyrCommunications Director,
Office of the Premier, conducting preliminary inges into the leak. Detective
Sergeant Jane instructed Detective Senior Constslalesell to contact DPC to
determine whether any additional evidence arosa ttmt investigatioh*?

A 12:54pm on 30 April 2008, Detective Senior CobkaMansell telephoned Mr
Kieran Murphy, Communications Director, Office dfiet Premier. Mr Murphy

confirmed that there had been an unauthoriseddésihe draft ERC submission, and
that he had no idea who was responsible for the'féaDetective Senior Constable
Mansell gave the following evidence to the Comrsitte

140

141

142

143

Ibid, pp8-9.

http://www.alliance.org.au/alliance_sections/naedilliance/alliance_calls_on_wa_govt_to_protect
_journalist_sources__ 20080709402/ (viewed on 9 Maaong).

Doc. 84, Exhibit 4AV.
Doc. 53, Exhibit 4Q, WAPOL Investigation Runniniesgt.
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The CHAIRMAN: ... You spoke to Mr Murphy for the purpose of—
can you just run through again the purpose —

Ms Manselt Just to clarify that he did not know. The paperwihat
we had received suggested that he did not knowitwtes, or else he
would have told us. It was just basically to doutieck that he did
not know who the leak was made by.

The CHAIRMAN: Is it fair to say that you contacted him—and | am
relating to the evidence of some police officers wave evidence the
other day —

Ms Mansell: Yes.

The CHAIRMAN: — and | am only paraphrasing what they said.
You contacted Mr Murphy to determine whether or m@thad any
other information that might assist you, before woobarked on the
raid?

Ms Manselt That is right.

The CHAIRMAN: Was he able to provide you with any additional
information?

Ms Mansell No, he said that he had no idea who had creaked t
leak.

The CHAIRMAN: Was that the end of the call, so to speak?
Ms Mansell: Yes:*
9.22  Mr Murphy gave the following account of this tel@ple conversation:

| was in the city at the time. She asked a seffiegiestions about the
leak. When 1 received the message to call her | madndication
about what the matter was about. It was a bit haag from her
guestions it took me a little while to put in plagkat she was talking
about. The impression | got was that she may haen mew to the
case and had taken over the brief from someone By seemed to
be ticking-boxes type questions. She asked wtet tlbne at the time
and what sort of process we had gone through tortap She asked
whether | had any suspects at the time. | toldthat | did not. It was

144 Ms Elissa Mansell, Detective Senior ConstablejovBraud Squad, Western Australia Poli€enscript

of Evidencel3 June 2008, pp3-4.
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a brief conversation. | asked her—once it regislength me what she
was calling about—whether she had any particulapgets. She said
she was not able to answer that question, undedstaly. We left it at
that.

Later on that afternoon | learnt with some shocét tthe police had
conducted a raid on the Sunday Times buildfiig.

9.23 Detective Senior Constable Mansell advised the Citteenthat she did not discuss
the proposed raid on the offices T™ie Sunday Timesith any person outside of the
WAPOL ¢

145 Mr Kieran Murphy, Acting Chief of StaffPremier's Office, Department of the Premier and Gebi
Transcript of Evidencel,3 June 2008, p5.

146 Ms Elissa Mansell, Detective Senior Constablejo¥Braud Squad, Western Australia Poli€enscript
of Evidencel3 June 2008, p4.
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CHAPTER 10
THE RAID ON THE SUNDAY TIMES

Operational Order

10.1

10.2

The CCC made the following comment in evidencéneo@ommittee in relation to the
raid onThe Sunday Times

The Commission will be interested to know whethdo@ment is in

existence (commonly referred fas] an Operation Order) which
covers off on methodologies to be utilised, theesobf various

officers, what plans were in place in case resistawas encountered
and similar matters?’

With respect to the existence of such an Operaater, the WAPOL advised the
Committee that:

Operational Orders are often employed by Policeeesly during
major investigations. Similarly, for other operatgy verbal
Operational Orders are utilised instead. Howevestbal orders are
based on the same planning principles that areisetl in written
Operational Orders. Verbal Operational Orders wendised for The
Sunday Times raid on 30 April 2088.

The Building

10.3

The offices of The Sunday Timeare located in a large two-storey building in
Northbridge, north of the Perth Central Businessttidit, with access to the building

from Stirling Street, James Street and Pier Stf@eThe building has a basement, a
ground floor and a first floor. The building fragle on Stirling Street is 60m, and it is
100m down the length of James Stregt.
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Doc. 145, Exhibit 3R, submission of CCC, 9 June 2008.

Letter from Dr Karl O'Callaghan, Commissioner dafliee, Western Australia Police, 1 August 2008,
Doc. 187, p3.

Doc. 152, Exhibit 4BBGeneral representation of where Police were prinyaldcated during search of
Sunday Times on 80pril 2008,30 June 2008.

Mr Allan Jane, Detective Sergeant, Major Fraudug®ly Western Australia Policelranscript of
Evidence330 June 2008, p2.
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10.4 The Committee heard evidence that approximatelgt8f are located in the editorial
area on the first floor of the building, and thapeoximately 300 staff in total are
located throughout the buildirfg!

10.5 In evidence to the Committee, WAPOL advised tha #xecution of the search
warrant onThe Sunday Timexfices was conducted in three distinct phases.

Phase 1 of the Search (approximately 2:06pm to 2:pth, 30 April 2008)

10.6 Initially, five WAPOL officers attended the officesf The Sunday Times They
arrived at approximately 2:06pm on 30 April 2008tezing the building via the
Stirling Street ground floor entrant?.

10.7 The five WAPOL officers that first attended the redpsite were:

J Detective Sergeant Jane;

. Detective Senior Constable Mansell;

. a Video Camera Officer (Detective Senior Const&skwster);
. an Exhibits Officer (Detective Sergeant Phillipsid

. a Search Officer (Detective Senior Constable Sdfiel

10.8 These five officers were at the officesTdie Sunday Timdsr the entire duration of
the search®® The Committee notes that Detective Senior Cotestakatt was also in
attendance at, or around, the commencement ofaitth&t

10.9 From 2:06pm to 2:10pm, Detective Sergeant Janeedbe¢ Senior Constable
Mansell conducted a mini-briefing on the searchrargrprocess with the Secretary to
the Editor of The Sunday Times a ground floor meeting room. Shortly after the
mini-briefing commenced, the video camera operafatective Senior Constable
Brewster, joined the meetiftg and the three officers were then escorted to the
Editor's office on the first floor of the building? A WAPOL Major Incident
Briefing Note prepared at 12:00 noon on 30 Aprid2Gtates:

151 Mr Islwyn Davies, Managing Directpfhe Sunday Timg$ranscript of Evidencel,3 June 2008, p4.

152 Doc. 153, Exhibit 4BCGeneral representation of where Police were prinyaldicated during search of

Sunday Times on $0April 2008: Phase 130 June 2008.

153 Ibid.

154 Doc. 71, Exhibit 4Al.
155 Doc. 84, Exhibit 4AV.
156 Doc. 71, Exhibit 4Al.
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Prior to executing this warrant it is proposed tlagtective Sergeant
Jane and Detective Senior Constable Mansell wilhdumt an
informal discussion with the editor of the newspatme obtain the
information in an amicable manner. Assisifgjc] officers will
remain at another location until required. It istéended that the
formal process of executing the warrant will be dacted, in part to
cover the journalist breaking a perceived confiddity with the

source®®’

10.10 Mr Sam Weir, Editor ofThe Sunday Timesvas not in his office at the time that the

three detectives arrived, but was located a fewataslater in the office of Mr Islwyn
Davies, Managing Directof,he Sunday Times

10.11 At 2:12pm the video camera was activated by DatecBienior Constable Brewster,
and Detective Sergeant Jane commenced an intewiivir Weir *®

10.12 At 2:17pm Mr Weir requested that he be able to Th# Sunday Timesawyer. At
2:24pm the other two police officers entered thiéding.*>®

10.13 The lawyer forThe Sunday TimeMr Steven Edwards, arrived and met with Mr Weir
in private between 2:30pm and 2:38pth.The interview recommenced. There was
subsequently another break for a private meetigyden Mr Edwards and Mr Weir
between 2:45pm and 2:51pm. When the police irgarvivith Mr Weir again
recommenced, Mr Weir agreed to identify Mr Lamptsiadesk*®

10.14 Mr Weir's account of the first phase of the raicssfollows:

Mr Weir: | was in a meeting in the managing director’sicg#f and
his secretary, Margaret Anthony, knocked on the @éoal said, “You
need to come out.” | think she might have said, éfghare some
police here”, so | walked through to my office, @his not too far
away. Actually, no; | would have met the policghihk they were
with her or near her.

The CHAIRMAN: Is she involved with reception?

157 Doc. 60, Exhibit 4X.
158 Doc. 71, Exhibit 4Al.
159 Ibid.
160 Ibid.
161 Ibid.
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Mr Weir: It is a rabbit's warren of a building. No; she is a
separate area.

The CHAIRMAN: You were at a meeting with the managing
director. You were advised that there were polinetlee premises. |
am wondering whether or not the police were, at stage, in the
reception area awaiting invitation to enter the lding.

Mr Weir: No; | think they were already upstairs.

The CHAIRMAN: | see. They had moved through reception
upstairs—meaning to the editorial floor?

Mr Weir: No, not to the editorial floor. | do not know;eth may have
gone to the editorial floor, but | was not on thditerial floor. They
were around the managing director’s office.

The CHAIRMAN: What floor is that in your building?

Mr Weir: There are only two floors, so the first floor.

The CHAIRMAN: Where did you first meet the police, so to speak?
Mr Weir: Outside the office of the managing director.

The CHAIRMAN: Yes, and was there a particular police officerowh
introduced himself to you?

Mr Weir: | have forgotten his name for the moment.

The CHAIRMAN: Does Detective Sergeant Allan Jane help?
Mr Weir: That would be him, yes.

The CHAIRMAN: He introduced himself to you?

Mr Weir: Yes.

The CHAIRMAN: What happened then?

Mr Weir: | was taken through to my office. | think he haw other
officers with him. The doors were closed behind mgas the only
one in there. | think—whether it is the right tensliogy— that | was
sort of read my rights and he explained why he thage.

The CHAIRMAN: Just so that we get everything in perspective,
Detective Sergeant Allan Jane met with you—intredukimself to
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you. The other two police officers, do you know tieay were? Was
one of those a woman?

Mr Weir: Yes.

The CHAIRMAN: Was that Detective Elissa Mansell?

Mr Weir: Yes. | am not sure of the other person.

The CHAIRMAN: Was the other person a video operator?

Mr Weir: Yes.

The CHAIRMAN: You then moved to your office or another office?
Mr Weir: My office.

The CHAIRMAN: Is that on the same floor?

Mr Weir: Yes.

The CHAIRMAN: What happened then? Did Mr Jane advise you of
your rights?

Mr Weir: He gave me the search warrant, | think, and He toe the
matter it was pertaining to, and then | think helained that there
was a video person who would be taping it and he sb went
through my rights.

The CHAIRMAN: Okay. Did you ask him whether you could ring
your solicitor—that is, seek to have your solicitiend?

Mr Weir: | did.
The CHAIRMAN: What was his response?

Mr Weir: He wanted to finish explaining everything thatswgoing
on and reading me my rights.

The CHAIRMAN: Did he indicate to you that he did not want you t
believe you could not contact your solicitor, betwanted to let you
know why he was on the premises, and as soon hacheompleted
advising you of why he was on the premises, yold amake your
phone call and get in your solicitor?

Mr Weir: Yes, but he wanted to get all the procedural erajtso to
speak, out of the way first. | think I might haekdthim at that stage,
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“Look, I'm not going to be answering any questiangtil | get a
chance to speak to my solicitor.”

The CHAIRMAN: At this stage, while you were discussing the
preliminaries with Mr Jane, do | understand thae tholice officer
was taping the conversation between yourself anedige Sergeant
Jane?

Mr Weir: | believe so, yes.

The CHAIRMAN: Was there then a pause in the proceedings while
you phoned your solicitor?

Mr Weir: Yes. | think it would have been 15, 20 minutes.
The CHAIRMAN: You made the phone call?
Mr Weir: | asked someone else to make the phone call.

The CHAIRMAN: | see. Are you saying your solicitor attendedryou
premises about 15 minutes later?

Mr Weir: It might even have been 20 minutes.

The CHAIRMAN: At whatever time—15 or 20 minutes later—your
solicitor attended?

Mr Weir: Yes.
The CHAIRMAN: What happened then?

Mr Weir: | think Mr Jane explained, with the lawyer presetihe
same situation—why they were there. | think ourylwmight have
asked for some time aside with me. | think Leo Swm our
associate editor, who deals with a lot of the legatters at the
paper, was also in the room, and we might have dwade time with
our lawyer.

The CHAIRMAN: After you had had some discussions in private
with your lawyer, along with Mr Johnston, what happd then? Did
you advise Detective Sergeant Jane that you intendecooperate
with the police?

84
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Mr Weir: Yes. We agreed that we would show them where the
reporter's—Paul Lampathakis— desk ws.

10.15 Detective Sergeant Jane’s report on the execufitirecsearch warrant states:

Prior to departing the offices of Major Fraud Squiteld a briefing
in relation to the warrant. | delivered a verbalidiing outlining our
intentions, officer conduct, the likelihood of needioverage of the
event, the risks to the Police Service, the risksdividual officers,
and the tactical approach to the warrant.

| briefed staff that in all respects, Police wowaldproach the warrant
subtly in the first instance and then respond toy areed for
escalation. To that end, | attended the officeshef Sunday Times
with 5 police. 3 staff were tasked to remain owsiohd | initially
entered into the Sunday Times with Detective Sefionstable
MANSELL,; (a short time into the process, DetecBeaior Constable
BREWSTER joined us). | met the editor Mr. Sam AW&IR and
explained to him that | was in possession of a amrrl explained the
process to him. He responded by asking for legaicad As a matter
of professional courtesy | extended him the opmatito speak with
a lawyer.

Mr. Steven EDWARDS attended some time later anderseanour
was initially adversarial. | stipulate here thatshilemenaoujsic] and

all actions were lawful, and arguably in the begerest of his client,
but adversarial never the less. Mr. EDWARDS demarioee with

his client and | left the room to provide him ticaurtesy.

Having assessed the situation, and in accordante my briefing to
staff prior to departure from Major Fraud Squad, réquested
additional staff to assist with a professional sdaand to ensure the
integrity of evidence collection was maintained.

Shortly after making that decision | spoke agaithvilr. WEIR and
Mr. EDWARDS. After a period of debate, Mr. EDWARBi&aking
on behalf of Mr. WEIR agreed to show police to Mr.
LAMPATHAKIS’s desk for the purpose of a sedfeh.

10.16 In evidence to the Committee, Detective Sergeare 3tated:

162 Mr Sam Weir, EditarThe Sunday TimgS§ranscript of Evidencel,3 June 2008, pp4-6.
163 Doc. 84, Exhibit 4AV.
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10.17

10.18

At about six minutes past two in the afternoorge flice officers
attended the offices of the Sunday Times. It wagtagtion to go in
with two people to start with. A third joined ugesifwe had walked
through the door, and the third was a video opearatwthat we could
record what was going to happen. | spoke with dssif, the
assistant to the editor and then Mr Sam Weir, tddéoe and |
explained to him that we were in possession of aamt | also
detailed what the warrant identified that we shoskharch for. He
immediately asked for legal counsel. | afforded Hiva courtesy of
making a phone call to get legal counsel. Thendlveas a period of
time, | would estimate between 15 to 20 minutegsiwlie waited for
legal counsel to arrive at the newspaper. The legainsel was a Mr
Edwards. When Mr Edwards arrived, he was quite estu@al. | want
to put that in context. When | say “adversarial’e lwas probably
acting in the very best interests of his client.ddetainly did nothing
unlawful and was, in all respects, proper. Nevddhsg, it was an
adversarial confrontation. He was naturally lookingt for the best
interests of the newspaper. We had some discussimh that
discussion, on and off, would have occurred overuald0 minutes.
During the course of this toing and froing, tryitmydetermine where
Mr Lampatharkis’s desk was and whether we coulcehaocess to it,
| made a critical decision, and that critical deiois was to call for
additional staff. My reasons were very simple: #&sva normal crime
scene. The purpose of the warrant was to obtairrobarating
evidence, and | needed to ensure the securityabfetfidence. | also
have a duty of care once | execute a warrant alaaepfor everyone
inside that place. Because of the adversarial reatand the initial
confrontation, | felt at the time that we would et the cooperation
that | initially sought. As pre-briefed, | had aftmember contact the
officer in charge of major fraud squatf.

Detective Inspector Albrecht’s running sheet stalbes at 2:30pm on 30 April 2008,
he was:

Advised by Det/Snr/Sgt Blackshaw that Det/Sgt Jaag receiving
resistance from the Sunday Times management amcdadltional
staff were required to assist with the search arehs controt®

The Internal Affairs Unit report on the raid states

164

165

Mr Allan Jane, Detective Sergeant, Major Fraudug®fy Western Australia Polic&ranscript of
Evidence9 June 2008, p20.

Doc. 74, Exhibit 4AL.

86



FIRST REPORT CHAPTER 10: The Raid Bhe Sunday Times

Initially five [Major Fraud Squad (MFSYtaff attended at the Sunday
Times. This is in line with MFS standard operatprgcedures. In an
effort to minimise any disruption, only Jane andngill entered into
the business area to inform the Sunday Times mamagteof the
investigation and their intention to execute a sbawvarrant to seize
documents.

The editor of the Sunday Times, Mr Sam Albert \W#ikeir),
guestioned the validity of the search warrant amdjuested legal
advice. As a matter of courtesy and professionalistectives did not
commence the search and waited for solicitor, Mw&h Edwards, to
arrive and privately consult Weir.

When advised of the nature of the inquiry, managemiethe Sunday
Times initially declined to inform detectives thecdtion of
Lampathakis’ workspace and personal or allocateaiperty.

During the course of the search warrant staff a&¢ Bunday Times
continually took photographs, video footage andcpth audio
recording devices into the faces of Detectives|sivtiiey carried out
their duties. Sunday Times staff also initiatedirad live link to the
‘Perth Now’ internet sité®® MFS staff made no issue of this and
progressed the warrant in a methodical and profassi manner.

[Detective Inspector]Albrecht and [Detective Senior Sergeant]
Blackshaw together with other staff from MFS, ateghto assist with
the management of the search. This was at the stgfidane due to
the unhelpful nature of the Sunday Times Staff.

Weir later addressed the Sunday Times staff anchedtwhat lawful
directions could be made to them.

Lampathakis was not present at the search and theagement of
Sunday Times declined to make contact with Lamgegtha

After several attempts to telephone Lampathakis)ddth eventually
made contact with him via his mobile telephone askkd if he could

166 The Committee notes the evidence of Mr Weir thate was, in fact, no live streaming of the raidtitos

Internet. Some video was shot Bge Sunday Timestaff during the raid, which was edited and placed
on thePerth Nowwebsite approximately half an hour after the fgetavas taken: Mr Sam Weir, Editor,
The Sunday Timg$ranscript of Evidencel August 2008, p4.
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attend at his office for interview and cooperatiatith the search.

Lampathakis declined to attend stating he was ao@fvay-°’

10.19 The Internal Affairs Unit report on the raid algates that:

Staff at the Sunday Times were generally unhedpfd| as such, the
execution of the search warrant became a complicatfair.

Extra police to man exits and speak with staff wieoe unrelated to
this matter were required to attend. This ultinhateed a media
spectacle for what should have been a relatively key search of
one staff member’s desk area. With some cooperdhtis process
could have been conducted with minimal police resssi and
negligible disruption to the Sunday Times st¥ff.

10.20 The Committee notes, in contrast to the above tepmat in his evidence Mr Weir

stated that he did not believe that at any stager laay staff member dfhe Sunday
Timesdid not cooperate with the WAPOWwithin what they regarded or what they
were told were their legal rights™® Mr Weir also gave the following evidence:

The CHAIRMAN: You say the police claim that you questioned the
validity of the search warrant. You use the samedsigourself; you
say, “| do not believe | questioned the validitytloé search warrant
unless the police regarded asking what the seamtnant related to

as questioning its validity.” What was in fact thieuation? What sort

of issue did you raise when they showed you thels@arrant?

Mr Weir: Again, the video would bear out the exact wordibgt |
think | simply asked what it related to. | thinkvas surprised about
the story that it related to. | think | expecteddtbe another story. |
note also that Detective Sergeant Jane makes ndianem his
evidence of my disputing the validity of the seawelnrant. | made it
very clear once | was presented with the searchravarthat |
requested to seek legal advice. Whether that ist WiraGregson
regards as questioning the validity of the seardrrant, | am not
sure. | do not think at any stage | said anythikg Il don’t believe
this is a search warrant”, “Prove it's a search want”, or “This
isn’t a valid search warrant.” | did not use any wis to that effect’®

167

168

169

170

Doc. 39, Exhibit 4C, internal WAPOL memorandum,\2&y 2008, pp8-9.

Ibid, p2.

Mr Sam Weir, EditorThe Sunday Time$ranscript of Evidencel August 2008, p2.
Ibid.
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10.21 In the following evidence Mr Weir also expanded mgos decision to request the
attendance ofhe Sunday Timekegal counsel:

The CHAIRMAN: When you say “within your legal rights” there
seems to be some issue in the words that you wegefbeinstance,
that you wanted to seek legal advice. Can | ask wbether the
seeking of legal advice was in fact aimed at thingrthe execution of
the search warrant?

Mr Weir: No. | had never been served with a search warbefore. |
did not know what my rights were, whether | coug,s'No, leave
the building now” or “You have free rein of the hlihg.” Very
simply, | asked when police officers turn up atrysorkplace it is
standard procedure to ask if you are allowed totedve Sergeant
Jane granted it. It was made very clear that it ldqurobably take 10
to 15 minutes for them to get there. It took 1Qlfominutes for a
lawyer to get there. In that time a decision waslenhy the police to
call extra officers.

The CHAIRMAN: Can you point to any reason that you believe
existed that would indicate why the police wouldina escalate the
number on your premises from five to a greater renfb

Mr Weir: Having read the evidence | know why | think Mndavas

getting increasingly nervous. However, at that stagven though
members of the Sunday Times staff knew that pefkee talking in

the office, which has a glass window, so photogsapiere being
taken, | am pretty sure they did not know what emait was in

relation to, so if he was worried about every mendfestaff trying to

destroy evidence so to speak, they did not knowt wWiea matter

pertained to. Again, the video would bear it outt bam not sure |
was ever told, “If your lawyer doesn’t hurry up aget here, we're
going to have to call more people.” | do not thithlat was ever said.
Mr Jane did ask how long before he would be heea.t® 15 minutes
was the time given, and | am pretty sure it washiwitabout 15

minutes that the lawyer arrived. Post that, the@svwsome toing and
froing, which again, as is indicated in Mr Jane’sidence. He
allowed me, my associate and our lawyer, Mr Edwastsne time
together to discuss the matters. However, fromirgpdis evidence, |
think, the extra police had already been calledhat stage.

The CHAIRMAN: When you use the term “toing and froing”, what
do you mean by that?

89



Police Raid on the Sunday Times Select Committee FIRST REPORT

Mr Weir: Our lawyer arrived. We were allowed a few minuies
private with him to explain the situation. | thitken after that that
the police explained the terms of the search wdrrathink we were
allowed a short time afterwards to make a decisiamg after we
made the decision to allow police to search. Bytime we had sort
of made the decision that police could search tegkdand we had
showed them where it was, there were 27 officaeadl there or on
their way.

Mr Jane talks about the adversarial nature andiahitonfrontation,
and the only thing that | can possibly think ofddhe only thing that
is borne in his evidence, is the tension, so talspbetween he and
Mr Edwards[The Sunday Time&wyer], which happened well after
extra officers were on their way/!

10.22 Mr Weir also questioned the need for so many patifficers to be involved in the
raid when there was little opportunity for otheaf6f The Sunday Times become
aware of the purpose of the raid:

[I]t was all reasonably discreet at the start; as ket as it could be.
| was in the managing director’s office. | havecgriearnt that the
police were downstairs. From where | was, | think secretary came
in and said that there were police in the buildiagd they met me as
| walked out of the managing director’s office, msed me to my
office, the doors were closed behind me and Mr Jaoeeeded to
serve the search warrant on me. At that time Ikhiere were two or
three police officers—one being the video recordamg-me in the
office. At that stage no-one—apart from those peaplthe room, |
assume—knew what the search warrant was in relatori doubt
that they had served it on anyone else before sheyed it on me. |
was the only one who knew what it was in relatmm@nd, as | said
before, | was surprised at what it was in relation After | had asked
to seek legal advice and was granted permissionDiegective
Sergeant Jane, | was allowed to open the door toffige and get my
associate editor, or my secretary—I| am not sure Wwhas—to call
Mr Edwards. | do not think that at that stage—tlodiqge came to the
door with me to make sure | did not say anythirag thrshould not be
saying.

i Ibid, pp3-4.
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I do not think at that stage there was any knowded§j what the
search warrant related to. | think by that stage—effice has a large
glass-fronted window—that people sort of realishdt tthere were
three police officers and myself in there; theirtural instincts as
journalists took over, and | think some photogragheere taking
photographs. In that 10 or 15 minutes, | doubt thayone would
have known what the nature of the search warralated to, so there
was no opportunity for anyone to be destroyingesnoving anything,
because they did not know what it related’fo.

10.23 The Committee notes that the delay whilst awaitmgarrival ofThe Sunday Times’
lawyer was the principal reason for the decisioefective Sergeant Jane to call for
additional police officers to assist with the railhe Commissioner of Police noted

that:

The case officer has not recorded on the runnirgeskhe time that
Mr Weir did not show police Mr Lampathakis’ workear, however,
the time is recorded when the desk was identifeethis was deemed
a more significant factor considering the goalghef execution of the
search warrant, that is, excerpt from running sh&b4.51 Interview
recommenced. Legal decision is that Weir will dsaisfar as legally
possible, will identify Lampathakis’ desk”.

When police first met Mr Weir, they produced to hime search
warrant and advised that they intended to searchlUdmpathakis’
work area. Access was forestalled by Mr Weir retijngsthe
attendance of The Sunday Times legal counsel.

Despite being made aware of the area police widlbesearch, Mr
Weir did not disclose where Mr Lampathakis’ worle@arwas and,
due to the lapse of time from the initial contadthvr Weir to the
completion of discussions with the legal counddk gave rise to
concern to Detective Sergeant Jane that police \wereg stalled and
that evidence may be lost and, therefore, additiqmalice were
called to assist’®

Phase 2 of the Search (approximately 2:50pm to 5:pfh, 30 April 2008)

10.24 It was during Phase 2 of the search that up tooli¢gofficers were involved. The 22
additional officers did not, however, all arrive @ice after Detective Sergeant Jane

12 Ibid, p6.
173 Letter from Dr Karl O’Callaghan, Commissioner adliee, Western Australia Police, 1 August 2008,
Doc. 187, p5.
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contacted Detective Senior Sergeant Blackshaw msgekissistance. Detective
Sergeant Jane gave the following evidence:

The officers arrived in staggered lots, but notqgrdained staggered
timings, just timings as officers became availabl&/ithin
approximately 20 to 30 minutes, | had 27 staff widisposal-™

WAPOL officers at ground level of building

10.25

10.26

10.27

10.28

10.29

During Phase 2, which covered the period when nstai§ of The Sunday Timesere
leaving work for the day, a large nhumber of off&c@rere posted to cover exits from
the building.

Between two and six officers were stationed at gheund floor entrance to the
building on Stirling Street at various times oviee tourse of Phase 2, with the most
being required just before 5:00pm when the staffhef building were leaving work
for the day. Officers were required to monitor #r@ry and exit of persons at this
location and respond to an increasing presence thermedid.””

Up to two WAPOL officers monitored people enteringd exiting the building
through the James Street loading bay afea.

For a period during Phase 2, up to two WAPOL oficgatrolled the Pier Street and
James Street external perimeter of the buildingnnarea which was undergoing
constructiort.””

Detective Sergeant Jane emphasised in his evidbat@o searches of persons went

any further than asking to look into bags or arickas being carried into or out of the
178

building:

WAPOL officers on first floor of building

10.30

At 3:02pm Mr Weir addressed the staffdfe Sunday Timemnd advised them of the
execution of the search warraft.

174

175

176

177

178

179

Mr Allan Jane, Detective Sergeant, Major Fraudug®fy Western Australia Polic&ranscript of
Evidence9 June 2008, p21. The Committee notes that there @2eofficers in total used during the raid
(including Detective Sergeant Jane).

Doc. 154, Exhibit 4BDGeneral representation of where Police were primaldlgated during search of
Sunday Times on $0April 2008: Phase 230 June 2008.

Ibid.
Ibid.

Mr Allan Jane, Detective Sergeant, Major Fraudug®fy Western Australia Polic&ranscript of
Evidence9 June 2008, p23.

Doc. 71, Exhibit 4Al.
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10.31

10.32

10.33

10.34

10.35

10.36

10.37

10.38

The principal search area during Phase 2 was ancéttie first floor that covered Mr
Paul Lampathakis’ work desk and surrounding ared@he Sunday Timesgwsroom,
including the office of the Editor 6Fhe Sunday Timé& The original five-member
Search Team was located here during Phase 2. diticadl four WAPOL officers
arrived to expedite the search. Detective Inspegtbrecht and Detective Senior
Sergeant Blackshaw arrived and departed the prerdigeng Phase 2.

A “static” officer was placed at the entrance Tthe Sunday Timesewsroom to
181
a

monitor entry to and exit from the principal seaacha.
Up to two“static” police officers were located at a staircase orfitsefloor of the
building, monitoring entry to and exit from the qipal search are®

Up to three“static” police officers monitored a hallway juncture nelae principal
search are&?

A single “static” officer monitored entry to and exit from a rearrante to the
principal search ared!

Detective Inspector Albrecht’s running sheet ndbed he attended the offices e
Sunday Timesat 3:00pm, and that he was briefed as follows bte@ive Sergeant
Jane:

Advised that Sunday Times management now coopgratidtaff
assigned tasks. Search proceedifig.

On occasion, other WAPOL officers would have ertettee principal search area
seeking direction from Detective Sergeant Jane ete®ive Senior Constable
Mansell %

At 3:22pm, Mr Islwyn Davies, Managing Directdrhe Sunday Timesent an email
to all staff ofThe Sunday Timestating the following:

To All Staff

180
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185

186

Doc. 154, Exhibit 4BDGeneral representation of where Police were primadigated during search of
Sunday Times on 8\pril 2008: Phase 230 June 2008.

Ibid.
Ibid.
Ibid.
Ibid.
Doc. 74, Exhibit 4AL.

Doc. 154, Exhibit 4BDGeneral representation of where Police were primadigated during search of
Sunday Times on 8pril 2008: Phase 230 June 2008.
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10.39

10.40

You may have noticed police are here in some nwsntmerducting a
search in regard to a recent story published in Bwnday Times.
They may ask you on leaving the building if theg still here to
search your bags.

We are co-operating with them and there is absbiute reason for
187

alarm:
At approximately 3:30pm Detective Sergeant Janeestgd Mr Weir to contact Mr
Lampathakis. Mr Weir reportedly declined on theugrds that that was WAPOL'’s
job.®® It appears from the WAPOL Running Sheet of thegtigation that Detective
Senior Constable Mansell contacted Mr Lampathakis his mobile phone at
approximately 3:33prft° Mr Lampathakis reportedly declined to attenchataffices
of The Sunday Timess“he is too far away and doesn’t think he can getréi.**°

Mr Lampathakis gave the following evidence of hitephone conversation with
Detective Senior Constable Mansell:

Mr Lampathakis She told me that the police were at the offibat t
they were going to conduct a search of my deskvemdd | like to
come along and assist with that search.

The CHAIRMAN: And your response to the police at the time?

Mr Lampathakis | told them | was in the middle of an interview,
which | was, and | was not anywhere near the office | would not
be coming in.

The CHAIRMAN: You declined.
Mr Lampathakis: Yes.

The CHAIRMAN: | see. Apart from telling you the police were on
the premises of the Sunday Times, did she explaireason why they
were on the premises of the Sunday Times at tle@tim

When | say “she”, | mean did Detective Mansell akplthe reasons
for the police being on the premises at the Sufdianes at that time?
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Doc. 142, Exhibit 8A.
Doc. 71, Exhibit 4Al.
Doc. 53, Exhibit 4Q.

Doc. 71, Exhibit 4Al.
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10.41

10.42

Mr Lampathakis Because so much has gone on since, | cannoyreall
recall. | would assume she would have.

The CHAIRMAN: Can the committee assume that you were aware
that the police were on the premises of the Sundmes for the
purpose of attempting to seek some documentatiogsjpect to your
story?

Mr Lampathakis That would be a fair assumption.
The CHAIRMAN: You believed that to be the case at the time?
Mr Lampathakis Yes!**

Mr Weir gave evidence that he understands thatvgdafor The Sunday Timespoke
to Mr Lampathakis at sometime during the rafd.

Mr Lampathakis advised the Committee that on 3014008 he had left the offices
of The Sunday Timest 11:00am and returned at approximately 7:088nte further
advised that he was out conducting interviews withe metropolitan area during that
time."**

Phase 3 of the Search (approximately 5:00pm to 6:fhfh)

10.43

10.44

10.45

At the start of Phase 3 the WAPOL officers manritmgexits departed and the search
of Mr Lampathakis’ work space was conclud&d.

The five-member Search Team was joined on the ficglr by some additional

officers who had been freed up from manning bugdimits'*°

The six Computer Crime officers obtained accessitd ampathakis’ computer and
The Sunday Timeserver™®’ The Internal Affairs Unit report of the raid stat

Computer Crime Squad (CCS) investigators also d#drthe Sunday
Times at 17:03 hrs to assist MFS to seize relevdatmation located
on Lampathakis’ computer.
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Mr Paul Lampathakis, Journaligthe Sunday Timg$§ranscript of Evidencel July 2008, pp6-7.
Mr Sam Weir, EditarThe Sunday Timg§ranscript of Evidencel,3 June 2008, pp10-11.

Mr Paul Lampathakis, Journalidthe Sunday Timg$ranscript of Evidence, July 2008, p9.
Ibid, p10.

Doc. 155, Exhibit 4ABEGeneral representation of where Police were primailyated during search of
Sunday Times on 8pril 2008: Phase 330 June 2008.

Ibid.
Ibid.
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Following discussions with Sunday Times IT staitas ascertained
that files are not held on personal computers butaaentral server.
At 17:20 hrs CCS downloaded information from thedsly Times
server with the assistance of Sunday Times IT. Sta# download
was restricted to a particular timeframe and looati to ensure
relevancy and adherence to the grounds of the wal/ta

10.46 A small number of documents, mini audio cassetied a DVD of computer
information were seized as evidence in the t&id.

10.47 The search warrant was officially completed at pri0 All remaining police left the
building?®  Detective Sergeant Jane had no further involvémen the
investigatior’™

10.48 Detective Sergeant Jane has noted that:

At completion of the warrant, | asked all participta if there was any
complaint in relation to the way any person hadrbgeated. | asked
questions routinely asked by Police to determinarif/ threats,

promises or inducements had been made by PoliceoMplaint was

forthcoming. To the best of my knowledge and hehef such

complaint of that nature has been received by RéSffc

10.49 Mr Weir gave the following evidence when askeddfwas satisfied with the manner
in which the police acted during the raid and, dt,nwhether he had lodged a
complaint:

Am | satisfied that it was necessary to have 2¥cedafficers in our

building on that day, no. Am | satisfied, if thegrevrequired, or if

they felt required or were legally bound to haveti2ére, by whatever
means, that they acted professionally while thesewlgere, yes, they
acted professionall§f

10.50 The Committee was advised that there had been mplamts from the staff ofhe
Sunday Timeregarding the actions of the WAPOL during the raid
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Ibid.

. 39, Exhibit 4C, internal WAPOL memorandum,\2dy 2008, p9.
. 53, Exhibit 4Q, WAPOL Investigation Runninigest.

. 71, Exhibit 4Al.

. 84, Exhibit 4AV.

Mr Sam Weir, EditarThe Sunday Timg§ranscript of Evidencel,3 June 2008, p7.
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The CHAIRMAN: Has any member of the Sunday Times staff
complained to you about the manner in which thécpolvent about
their operation?

Mr Weir: Not in any formal way, but | think the unanimousw is
that it was completely over the top, unnecessadyvaais supposed to
be intimidatory.

The CHAIRMAN: | understand from your previous comments what
you are saying now. | am more interested in thepfeavho were
leaving the building who you would not have beele &b see at the
time.

Mr Weir: As | said, there were 300 people on the site.

The CHAIRMAN: No-one has lodged an official compliant with you
about the manner in which they were dealt withH®y police during
that operation?

Mr Weir: No2**

The use of 27 WAPOL Officers in the Raid

10.51 A total of 27 WAPOL officers were on site over thaurse of the raid on the offices

of The Sunday Timebeing:

205

the five person Search Team (Detective Sergeant Jane; tbetegenior
Constable Mansell; a Video Camera Operator; an l#shiOfficer; and a
Search Officer);

the six person Computer Crime team (three officers whosistsl in the

search and monitored exist during Phase 2; anchanthiree officers who
arrived at the commencement of Phase 3 for theegsgppurpose of obtaining
information fromThe Sunday TimeB/Computer Server);

thetwo senior officers who attended during Phase 2 o@bngmercial Crime
District Inspector, Detective Inspector Albrechtdathe Officer in Charge of
the Major Fraud Squad, Detective Senior SergeatiBhaw);

the one Police Cadet attached to the Major Fraud Squad, ptowided
administrative support and had no active searah rol

204 Ibid, p11.

205

Doc. 153, Exhibit 4BCGeneral representation of where Police were prinyaldicated during search of

Sunday Times on 8pril 2008: Phase 130 June 2008.
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10.52 Section 31 of theCriminal Investigation Act 2006ets out the rights of an occupier
The requiremeritghe section may have

. the 13 additional officers from the Major Fraud Squad wiere present
during Phase 2 of the search, and whose dutiesidedl manning exits,
assisting in the search of the building, respondmgnedia requests, and
responding to requests from Detective Sergeant Sangerform tasks as

directed.

during the conduct of a search.

implications as to the number of police officerguieed to attend the search:

31. Occupier’s rights

D) This section applies to and in respect of thieyeof a
place where the entry is to be made under
section 20(3), this Part or Part 12 Division 3.

2) If the occupier of a place is present when st i
proposed to enter the place, an officer must, leefor
any officer enters the place —

(@)
(b)

(€)

(d)

(e)

identify himself or herself to the occupier;

inform the occupier that it is intended to
enter the place;

if the place is to be entered under a search
warrant, give the occupier a copy of the
warrant;

if the place is to be entered under some other
statutory authority, inform the occupier of the
reason, and the statutory authority, for the
entry; and

give the occupier an opportunity to give
informed consent to the place being entered,

unless the officer reasonably suspects that toao s
will endanger any person, including the officer, or

jeopardise the purpose of the proposed entry or the
effectiveness of any search of the place.

3) If subsection (2) is not complied with beforglace
is entered, then as soon as practicable after theep
is entered an officer must —

98
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(4)

()

(6)

(@) identify himself or herself to the occupier;

(b) if the entry was under a search warrant, give
the occupier a copy of the warrant; and

(© if the entry was under some other statutory
authority, inform the occupier of the reason,
and the statutory authority, for the entry.

If the occupier of a place is present in thacgl when
it is being searched, an officer doing the searalsim
not prevent the occupier, or a person nominated by
the occupier, from observing the search, unless —

@) the officer reasonably suspects that the
occupier or person might be endangered if he
or she were to observe the search;

(b) the occupier or person obstructs the search;
or

(9] it is impracticable for the occupier or person
to observe the search.

If a place that is entered by one or more efficis
unoccupied, the officer in charge must leave the
following in a prominent position in the place befo
leaving the place —

(@) a notice stating —
@ the officer’s official details; and
(i) that the place has been entered;

(b) if the entry was under a search warrant, a
copy of the warrant completed in accordance
with section 45(3); and

(©) if the entry was under some other statutory
authority, the reason, and the statutory
authority, for the entry.

The copy of a search warrant given under
subsection (2)(c) or(3)(b) or left under
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subsection (5)(b) must omit the name of the jubicia
officer who issued it.

10.53 The Committee received the following evidence frakssistant Commissioner
Gregson on WAPOL procedures regarding the numbeffizers required to execute
a search warrant:

[P]rior to a search warrant being executed, there idimarily the
senior investigating officer will conduct a risk nzyement exercise
and determine the appropriateness of or the nunabeappropriate
staff. So, if you are going to do a lawyer’s offitee Sunday Times, a
bank, for example, you can usually do with one @ersyou present
the warrant; you get your documents. If you arengdio do a bikies
clubhouse, you will probably take more than two gbeo So, you
make a risk assessment based on what you consmdd e the
appropriate number of people. Now, in this mattetially, five were
dispatched and then you would imagine that thereulavobe
contingencies put in place—and | defer to Mr Janat#Hol had been
the operational commander, | would have had perhapuple of
senior officers who | could have called upon ings got a little
tricky. Perhaps | could have called on some compatiene people
had | required to seize electronic evidence, whibelieve occurred
in this occasion, so it is as much about continggelanning and risk
management. As a general rule of thumb, five isoadgnumber,
which is just a traditional thing—one for each cerrof the house
and one to put the front door

10.54 When queried about the general principle of fivecefs attending a police raid, the
Commissioner of Police advised the Committee that:

Notwithstanding the general principle that fiveicdfs would be
sufficient for a search of a normal building, inghnstance, a risk
assessment was made and, given the anticipateldokeeeoperation
expected, it was determined that five officers dook adequate.
However, as circumstances unfolded, the number fhicecs

considered necessary to effectively undertakedhech (considering
issues such as type and size of the building, almcexpertise and
level of supervision required), and manage accesand from the

206 Mr Wayne Gregson, Assistant Commissign®pecialist Crime Portfolio, Western Australia Palice

Transcript of Evidence June 2008, p19.
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building, the number of officers utilised was eatad
proportionately?’’

10.55 As to the necessity for 27 police officers to beoined in the raid, Detective Sergeant
Jane advised the Committee that:

I have never conducted a warrant in which | reqdi&y staff, and |
have been in the Police Service for 12 years. Hewdvhave run
several operations in which that number of stafé leeen readily
available, or made available, to us for a partiaulaperation or for
an eventuation that has occurréf.

10.56 He added that:

Given the time, place and the circumstances, thedite officers
who we had there was the correct number for the ibdy | say that
if more had been available to me, | might well hatiésed more’®

10.57 Detective Senior Constable Mansell gave the follmaevidence:

The CHAIRMAN: Given that you were the investigating officer and
the fact that there were 27 police involved in ithigl, can you tell us
how it was determined that 27 police were nece&sary

Ms Manselt Just as a background of this, when we executeckea
warrants, we have several things we need to consiohel that is in
relation to the destruction of evidence, the escap®ffenders or
persons of interest, and our security, becauseamedeal with violent
people. This is another search warrant and it wesated as no
different to any other search warrant. Initially,vwvas a much smaller
group, and our initial intentions were to speakhniihe editor and try
and resolve the issue in a more civil way. | am saying that
anything was uncivil, but we tried to resolve it jogt cooperation.
Given the size of the building, the amount of petpht were working
there, the paperwork that was there, we decidetittieae was a need
to secure the building, all its exits, and to stréi@me our work without
causing any undue hardship, if you want, to the leyges at the
Sunday Times. The more people that are there, asterf you can
search.

207 Letter from Dr Karl O’Callaghan, Commissioner dafliee, Western Australia Police, 1 August 2008,

Doc. 187, p3.
208 Mr Allan Jane, Detective Sergeant, Major Fraudu®fy Western Australia Polic&ranscript of

Evidence9 June 2008, p21.
209 Ibid, p23.
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The CHAIRMAN: Ms Mansell, do you think that the operation could
have been carried out with a lesser number of patifficers; and, if
there were a lesser number, would there have bee $mplications
or ramifications as a result of the reduction immloers?

Ms Manselt | think with a reduction in numbers it would hataden

us longer, and people that worked there would Haeen held up a
bit more. | think that the numbers were appropridteis a lot of

people, but | think it was appropriate.

The CHAIRMAN: Okay. In hindsight, how differently would you
approach an issue with similar circumstances shosldch a
circumstance arise?

Ms Manselt If the same thing came up tomorrow, | would de th
same thing again. It has been a bit of a mediausydut, at the end
of the day, it is another search warrant, and tteme thing is
appropriate in a similar situation, so | would dothing different*°

10.58 Detective Inspector Albrecht noted that the siz8toé Sunday Timdsuilding was a
major factor in the number of police officers enygd in the raid:

Just by way of clarification, the execution of sdamwarrants by a
police officer on major commercial premises is lfairare. | have
been involved in a number of raids on commerciaihgses, be they
accounting firms, law firms or general businessnpises. In this
instance, the Sunday Times is a substantial bujldinyou would like
to ask Detective Sergeant Allan Jane how big tlemjses was, you
would get some idea of some of the reasons whygaid have that
many staff. It is like a large warehouse on the osec floor,
containing approximately 40 desks. You would havepeak to him;
he would know more correctly how large.

Then there are the other floors. Again, anotherantpvas the time of
day; it was nearing knock-off time for the staftiame did not want to
inconvenience them. To enable a smooth egresstheiuilding, we
had staff assigned to the various exists so they ttould check the

210 Ms Elissa Mansell, Detective Senior Constablajor Fraud Squad, Western Australia PoliEsgnscript

of Evidencel3 June 2008, pp6-7.
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bags so the people could go home. That is why sty rei@ff were
needed™

10.59 The Commissioner of Police was not prepared tormbgoess the decision of the
officer in charge of the search warrant as to thar@priate number of officers to be
used in the raid:

It is very, very difficult, as Commissioner of Reli to second-guess
what happened. The commander at the scene on thkadato make
all sorts of decisions based upon the perceivededegf resistance,
occupational health and safety, the security oflibiéding, managing
media—a whole range of things. | am not going twed-guess the
decisions of that commander at the scene. | thiidka very difficult
position to be in and | think the commander has enadlecision in
good faith. Maybe if we break down the inquiry ifitde bits, we
might find that there were one or two too many ¢héut | am not in
a position to second-guess them; in fact, | amtimetbest qualified to
second-guess theftf.

10.60 The Committee is of the view that when Detectivepkrtor Albrecht attended the
scene of the raid during Phase 2, he should hasssessed the situation and reduced
the number of WAPOL officers deployed at the scefibe Committee believes that
the decision to deploy 27 police officers at thearion of the search warrant was not
proportionate to the risk.

The Internal Affairs Unit Report on the Raid

10.61 On 19 May 2008 the Commissioner of Police requestednternal review of the
WAPOL investigation that resulted in the raid oa tffices ofThe Sunday Timé&&®

10.62 In his report on the appropriateness of the raeteBtive Senior Sergeant Mickle of
the Internal Affairs Unit noted that:

Three issues that were beyond the control of thaeddges
aggravated and complicated what could and shouldehbeen a
straightforward procedure.

1. The editor of the Sunday Times, Weir questidhedsalidity
of the search warrant and requested legal adviceaAnatter

a1 Mr Arno Albrecht, Detective Inspector, Commerci@rime Division, Western Australia Police,
Transcript of Evidence June 2008, p21.

212 Dr Karl O’Callaghan, Commissioner of Police, WestAustralia PoliceTranscript of Evidence30 June
2008, p4.

213 Doc. 40, Exhibit 4D, internal WAPOL memorandurt, ay 2008, p1.
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of courtesy and professionalism Detectives didcoatmence
the search and waited for the solicitor to arrive.

2. When advised of the nature of the inquiry, manaant at the
Sunday Times declined to inform Detectives ofdhation of
Lampathakis’ workspace and personal area,

3. Contact was made with Lampathakis and he wasesiqd to
attend for interview and cooperate with the search.
Lampathakis declined to attend his offfte.

10.63 Detective Senior Sergeant Mickle concluded that:

MFS acted with impartiality on a legitimate complaafter forming a
reasonable suspicion that an offence may have oceduihere is no
evidence to suggest that any improper conduct dengits to
influence the course of this investigation wereereed from any
Government Minister or persons of authority.

MFS displayed good governance by maintaining rugngheets
recording their actions and critical decisions tlughout the
investigation.

Officers involved in the execution of the searchramd displayed
professional conduct whilst under media scrutiny.

MFS inquiry practices were utilised, consistenthwié standard
investigation into a similar complaint. Detectivemok logical and
methodical steps in this matter investigating alégible avenues.

It is reasonable to anticipate that witnesses sast.ampathakis will
not assist police as it would be to their profesalodetriment to
reveal their source. Nevertheless, this line ofuing has to be
progressed and exhausted.

Ultimately 27 police officers were utilised at tbearch warrant over
a period of 5 hours. If, management of the Sundaned had assisted
police in their lawful duty the number of staff tsed would have
been minimal and completed in a timely manner (appnately 1

hour)2*®

214 Doc. 39, Exhibit 4C, internal WAPOL memorandum,\2gy 2008, p10.
218 Ibid, p11.
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10.64 The Committee notes that the WAPOL Internal Affairsit report fails to address the

issue of proportionality.

Attempts to interview Mr Lampathakis since the Raid

10.65 As noted above, Mr Lampathakis declined a telephlegeaest from Detective Senior

Constable Mansell during the raid ®he Sunday Timdsr Mr Lampathakis to return
to the offices offThe Sunday Timeand participate in an interview.

10.66 An email letter was forwarded to Mr Lampathakis 2ih May 2008 from Detective

Senior Constable Mansell inviting Mr Lampathakis attend at the Major Fraud
Squad office for a voluntary intervie’? The Committee understands that Mr
Lampathakis formally declined in writing to accépé invitation*” Mr Lampathakis

gave the following evidence:

The CHAIRMAN: You said there were twipolice] contacts[with
you], one by Detective Mansell on 30 April. When wasather?

Mr Lampathakis The second one, | think, was perhaps last month,
June or May. | received an email from the polic¢hihk it was the
same officer. It was basically an invitation to geel, | was not
compelled to go and see them.

The CHAIRMAN: An invitation to?
Mr Lampathakis To come in for an interview.

The CHAIRMAN: To give evidence, is that it, to the police ot as
a witness to the police?

Mr Lampathakis That is interesting. It was just to go in and waity
talk about the issue. | think there was some mendb returning
property to me as well, so it was quite a relathieformal email.

The CHAIRMAN: What was your response to the email?

Mr Lampathakis | took legal advice and declinédf.

216

217

218

Doc. 78, Exhibit 4AP.

Mr Wayne Gregson, Assistant Commissioner, Spstid@iriime Portfolio, Western Australia Police,
Transcript of Evidence June 2008, p6.

Mr Paul Lampathakis, Journali3the Sunday Time$ranscript of Evidencel July 2008, p7.
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Status of Investigation

10.67 The Committee understands that as of late 2008 piblece investigation was
continuing?*®

219 Letter from Dr Karl J O’Callaghan APM, Commissiore Police, Western Australia Police, 1 August

2008, Doc. 187, p2.
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111

11.2

11.3

A standard question asked of withesses by the Cteanias:

Can you tell me if any minister, parliamentary stary or Member
of Parliament has spoken to you about this paréicuhatter?

Or, alternately:

Are you aware of any minister, parliamentary seamngtor member of
Parliament attempting to influence the police insgect of this
matter?

The Committee was advised by the witnesses thate tiead been no such
communication or attempt to influen¢8.

Detective Senior Constable Mansell gave the follgnévidence:

Ms Manseltl ... | believe there was some talk that | had been
contacted by—I do not know—I think there is a petioe that we are
acting to resolve this so that police can make a.gahave not been
contacted by anyone. This has just been, for &nits and purposes,
just the same as any other job. Nothing deviousamything has
happened.

The CHAIRMAN: Indeed, Ms Mansell, | think | asked the other
police officers the other day when they were gigaglence whether
or not any minister, parliamentary secretary or nbem of
Parliament had contacted the police—them in paléicubut the
police generally—in respect of the matter, and asedall their
answer was no, and so | ask you the same question.

Ms Manselt Absolutely not.

220

Mr Timothy Marney, Under Treasurdbepartment of Treasury and Finandganscript of Evidence,

9 June 2008, p11; Mr Nicholas Anticich, Directopéddations, Corruption and Crime Commission, and
Mr Trevor Wynn, Manager, Investigations, Corruptiamd Crime Commission, 9 June 2008, p21; Mr
Wayne Gregson, Assistant Commissioner, Specialishe€Rortfolio, Western Australia Police, Mr Arno
Albrecht, Detective Inspector, Commercial Crime Dimis Western Australia Police, and Mr Allan Jane,
Detective Sergeant, Major Fraud Squad, WesternralistPolice, 9 June 2008, p27.
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114

115

11.6

The CHAIRMAN: Has any minister, parliamentary secretary or
member of Parliament contacted you on the matter?

Ms Mansell: No?*

Mr Murphy also advised the Committee that:

| think when the Premier first heard about it, haswoverseas at the
time and he thought, as | did, that the raid on $wnday Times was
an overreaction by the police, but it was an operal matter and
something that was conducted independently of govent???

Mr Wauchope gave the following evidence to the Catbe:

The CHAIRMAN: ... 1 just want to know: did any cabinet minister
or member of Parliament—and that includes parliatagn
secretaries obviously—contact you and discuss ¢la&ing of the
document with you?

Mr Wauchope No.

The CHAIRMAN: From your knowledge—and this may be an unfair
question—do you have any evidence that a cabinetiste,
parliamentary secretary or member of Parliament tected any
person in respect of this matter?

Mr Wauchope Look, | do not know, Mr Chairmai®
Mr Marney gave the following evidence:

The CHAIRMAN: ... Can you tell me if any minister, parliamentary
secretary or member of Parliament has spoken to gout this
particular matter?

Mr Marney: No.

The CHAIRMAN: Can you —

221

222

223

Ms Elissa Mansell, Detective Senior Constablejo¥iBraud Squad, Western Australia Poli€enscript
of Evidencel3 June 2008, p7.

Mr Kieran Murphy, Acting Chief of StaffPremier's Office, Department of the Premier and Gebi
Transcript of Evidencel,3 June 2008, p6.

Mr Malcolm Wauchope, Director Generdbepartment of the Premier and Cabin€tanscript of
Evidence9 June 2008, p15.

108



FIRST REPORT CHAPTER 11: Government Direction or Iagoient
in the Raid ormhe Sunday Times

Mr Marney: Sorry, | can tell you and the answer is “no”; rame has
spoken to mé&’

11.7 The Committee is satisfied that there was no doediven to the WAPOL in relation
to its investigation by any Minister, Parliament&wgcretary or Member of Parliament
or their staff.

11.8 The Committee is also satisfied that there wasirexidbn given to any public officer
in relation to this matter by any Minister, Parlemtary Secretary, Member of
Parliament, or their staff.

Finding 1: The Committee finds that there was no dection given to the Western
Australia Police, in relation to its investigationinto the alleged leak of confidential
Cabinet information to The Sunday Timesby any Minister, Parliamentary Secretary
or Member of Parliament or their staff.

Finding 2: The Committee finds that there was no iection given to any public
officer, in relation to the alleged leak of confidatial Cabinet information to The
Sunday Timesby any Minister, Parliamentary Secretary, Memberof Parliament, or
their staff.

224 Mr Timothy Marney, Under TreasurdDepartment of Treasury and Finandganscript of Evidence,
9 June 2008, p11.
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CHAPTER 12
OBSERVATIONS OF THE COMMITTEE

Prevention of Unauthorised Disclosures of Cabinemiformation

12.1 The Under Treasurer advised the Committee that &= satisfied with the measures
that the DTF had taken in recent years to minirttigerisk of unauthorised disclosures
of information:

| think our security around the handling of the doents was pretty
tight. The fact that ex post we were able to identery quickly that
four people had sighted the document means thatsgstems and
processes were working. | would be more comfortaibleour
technology supported the document security classifin that |
alluded to previously; it is a matter of being feeti in that regard,
but we will certainly implement that. But if thesas any change, that
would probably be the only one—would be to havethatdocument
classification set of protocols in place so thatibuld be beyond
questiorf®®

12.2 The Under Treasurer also noted the difficulties ggody the sheer volume of
documentation dealt with by the ERC:

In terms of meeting management and dealing witlkersad have to
stress the volume of papers dealt with throughettenditure review
committee is quite substantial. In fact, | thinke tmumber of
recommendations that go through to the committeeitesd in our
budget papers. We are talking about four recommtoiisa out of
more than, | think, 1 000, from memory. It workstpy tightly for the
most part. | think it is inevitable that, if someowishes to disclose
confidential information without authority, thatggen will be able to
find a way to do that, so it becomes an issue Itdfireuand behaviour.
| think it is particularly important to recognisddt, in that regard,
without going too far, public servants will follothe lead of their
political masters. | will leave you to join the dabn that. We have
explored, and will be looking to implement, an gl@tc environment
for the management of the expenditure review caeenineetings
that will enable us to monitor who has access toaument, what
time, what version, whether the person printedwihether it was
saved somewhere else, whether it was changed anohsd hat

225 Ibid, p10.
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12.3

12.4

125

electronic management would be in a secure spagmui like, so it
would be accessible only to those who have a logra that
environment and an appropriate password, which vem ¢hen
monitor. That is something that we are exploringl avill talk to the
chair of the expenditure review committee aboutiementing in the
near future®®

Evidence received by the Committee relating toigarsontrol and water marking of
documents indicates many administrative issues irert@ be addressed by the
Government. In particular in relation to early ftkaof documents which are
sometimes widely distributed without control andevearking.

The Committee also notes that DTF staff are sonestinmvolved in informal
consultations prior to and during the formal coteidn process. The Committee
heard evidence that there is little to no contnotl anonitoring of these informal
consultations and as a result it is difficult twexsain the actual number of persons
who may have had access to a particular versiandafcument.

The Committee is concerned with this obvious deficiy in the systems and
processes which do not account for the informabatiations.

Should the CCC have Fully Assessed the Complaint fuge Referral to the WAPOL for
Investigation?

12.6

12.7

12.8

On the evidence of the Commissioner of the CCC atidr CCC officers that

appeared before the Committee, the CCC appareidtlyad apply its usual complaint

assessment procedure in determining what actiotake in relation to the DPC

referral. That usual assessment procedure wasvated due to the fact that the
complaint involved an alleged criminal offence whicad already been referred by
the DPC to the WAPOL for investigation.

The Committee notes that the CCC were aware whey #ssessed the DPC
complaint that numerous, named, people within ttedeSGovernment had access to
the information that was allegedly leaked. Thid f&hould have raised the question as
to whether the elements of s 81 ®he Criminal Code could be established,
particularly as the CCC itself had previously répdron the difficulties posed in
prosecuting under s 81.

In such circumstances, the Committee questions hehethe WAPOL was the
appropriate agency to undertake the investigatod, queries why this issue was not
considered in detail by the CCC.
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12.9

12.10

The Committee notes that the CCC should have sptikéime WAPOL in February
2008 to ascertain the exact status of the WAPOIleshgation. The fact that the
WAPOL investigation had not commenced (and did actually commence until
April 2008) may have been an important factor foe tCCC to consider when
assessing the DPC complaint.

It is also noted, however, that the email sent iy WAPOL to the CCC on 26
February 2008’ stating that the DPC referral was being investigaty the Public
Sector Investigation Team within the Major Fraudi&tjwas not clear as to the extent
of the investigation at that point in time. The W®L should perhaps review the
manner in which advice is provided to the CCC aswiwether a preliminary
assessment is being made or whether an investigattoper is being undertaken. The
Committee is of the view that the form of the WAP@Imail had a significant
influence on the CCC’s assessment of how it woattba the DPC complaint.

Referral of Procedural Investigation by the CCC toDPC but not to the DTF

12.11

The Committee notes that the CCC were aware optssibility that DTF officers

may have been involved in the leaking of Cabinébrmation at the time of their
consideration of the DPC’s complaint. The Contmeitis of the view that the CCC
should have also referred the complaint to DTH} a&d the DPC, for investigation
under s 33 of the Corruption and Crime Commissioh2003.

The Type of Investigation Referred to the DPC

12.12

The Committee notes that the referral letter fromTdny Wood, Assessor, CCC, to
Mr Wauchope dated 27 February 2008 does not spalyfistate that the referral of

the complaint back to the DPC pertains to a ‘pracaidinvestigation only. However,

this fact had previously been communicated to MsalWard of the DPC by Mr

Wood by telephone on 26 February 2008. In thisptebne conversation, Mr Wood
also informed Ms Ward that the DPC'’s investigatidrany procedural matter would

be undertaken after the WAPOL investigation was mlete. This information was

also not communicated in the CCC's referral letethe DPC. The Committee is of
the view that the CCC'’s referral letters shouldregply state the nature and timing of
any investigation required as part of the termsaofeferral. Such specificity is

important given the CCC subsequent responsibilityrdview under s 41 of the

Corruption and Crime Commission Act 2083y investigation and report following a
referral.

227

Doc. 26, Exhibit 3H.

113



Police Raid on the Sunday Times Select Committee FIRST REPORT

Communications between WAPOL and the CCC
Adequacy of telephone communications between WAaR®Lthe CCC

12.13 Mr Anticich expressed the view that the procedissilies highlighted by the raid were
issues for the WAPOL rather than the CCC:

Mr Anticich: ... In terms of their actions and the way it wasaaited,

based on some of the media reporting, one couldesspthe view
that, as | think they anticipated, it did turn irdomedia circus. What
do you do to avoid it? | do not know that it is feularly a problem

of the commission as more so an issue of the pafidehow it is they
approach these types of matters in the future. hobthink that this
turns on the fact that the commission or the maittas referred to the
police rather than the commission. | think it iperipheral issue and
perhaps the only area of potential positive recoma¢gion would be
that if the police have a valid, sincere and propgention to engage
the commission and some of its powers that thevaldtbe perhaps
somewhat more of a process rather than a phoneorathe day or
hours preceding executive action.

The CHAIRMAN: ... in hindsight, how differently would the CCC
approach an issue with similar circumstances shoaldsimilar
situation arise?

Mr Anticich: Again, | think it turns on what | said that if vikave that
approach and those telephone calls on the day.a@dyt if | go back
a bit, in terms of the process and the steps w&—tawthing; we
would deal with it exactly the same. In terms efitiformal approach
or the phone calls on the day, the advice woulavbl, you know, if
you are genuine in what you desire, then takedhiformally for it to
actually be considered, bring it forward, you knat,a higher level
or do something that actually brings it as a consei action to be
considered by the commissiGh.

12.14 The WAPOL, however, maintained the view that thprapch by Detective Inspector
Albrecht to the CCC on the morning of 30 April 200@&s an appropriate formal
approach for assistance:

228 Mr Nicholas Anticich, Director, Operations, Cortigm and Crime Commission of Western Australia,
Transcript of Evidence June 2008, pp19-20.
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Hon ADELE FARINA: Do you believe that Trevor Wynn would have
understood by the tenor of your conversation thawas a formal
approach?

Mr Albrecht: When you have a commissioned officer from one
organisation speaking to the deputy director ofestigations from
the CCC, one would presume—and given it was aboualieged
offence of disclosure of confidential matters fr&arliament—that
one would consider it a formal approach.

Hon ADELE FARINA: Are there any other accepted protocols
between the CCC and the police that would have liedwed to
ensure that it was clearly understood that a forrapproach was
being made?

Mr Gregson Can | make the distinction? At the operationalde
officers from various multi-jurisdictions have dirday liaison, so if
we were working on a job with Customs or somethiregtalk to them
coalface to coalface; we do not write to each otteguesting advice,
because of operational imperatives. At the higlesel there are a
number of operational forums that exist betweenvbsere we could
table matters to canvass at the operational legel, there is an
operational liaison committee between the policd e CCC, and |
also understand there is a formal meeting betwegrtwo respective
commissioners. Obviously, there would be no opeamati matters
raised at that level.

Hon ADELE FARINA: Yes, sure, but for an operational matter such
as this it was quite proper for the approach torbade by way of a
telephone conservation from one senior officerrtotaer?

Mr Gregson:Yes*?®

12.15 The Committee notes that co-operation between t#P®L and the CCC on an
operational level regarding joint investigationsldhe WAPOL accessing the CCC'’s
extraordinary powers is not a common occurrence:

Mr Gregson The CCC have the autonomy to make a decisiomw as t
whom they refefan investigation] They can either keep it themselves
to do the inquiry. My understanding is they can dojoint
investigation with the relevant department or tloay refer it to the
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relevant department for investigation. They do tiatmally in

writing. It was referred to Western Australia P@icThere is no
mechanism for us to go back to them, other thathetoperational
level, and say, “We would like to access some af gatraordinary
powers.” From time to time on investigations we roagsider having
access to coercive hearings or assumed identitesome of their
other extraordinary powers, as we do with the A@Eexample.

Hon GIZ WATSON Is that a common occurrence in operational
matters, that there is an approach to the CCC te ssme of the
powers that —

Mr Gregson No, it is not common for us to approach the CCC
historically.

Hon GIZ WATSON It would have to be a particular —

Mr Gregson | would have to be a specific matter, reviewedharase
basis. If we had a matter where we thought we wagat further
through investigative avenues by utilising somettadir special

powers, we would consider an approach to the CCébtthat:*°

12.16 The Commissioner of Police acknowledged that mormél lines of communication

need to be established between the WAPOL and ti& CC

| think the formation of the Corruption and Crimeor@mission
loosely aligns to the same time | was appointed 1@izsioner of
Police. That process seems to have worked reaspmvedil. | think

we have got to the stage now—this has been highatigm this

particular inquiry—where there probably needs tosbenore formal

way of approaching the Corruption and Crime Cominisso ask for

its support or the use of its powers in situatibkes this. That enables
the matter to be escalated to a higher decisioningalevel in both

organisations. | think, in this instance, as far kam aware, the
highest it went to was the inspector in chargeheffraud squad and
one of the senior operational people in the Cornaptand Crime

Commission. Perhaps—I| am only speculating—if it Hagen

escalated and formal letters had gone out, we mighte had a
different result®!

230

231

Mr Wayne Gregson, Assistant Commissioner, Spati&irime Portfolio, Western Australia Police,
Transcript of Evidence June 2008, p16.

Dr Karl O’Callaghan, Commissioner of Poli¢¥estern Australia Polic&ranscript of Evidence0 June
2008, p2.

116



FIRST REPORT CHAPTER 12: Observations of the Committee

Disbandment of the Public Sector Investigationst Uni

12.17

12.18

12.19

12.20

The Committee notes that the Public Sector Invastgs Unit of the WAPOL was
disbanded in late 2007. The Unit comprised ninlicemfficers as at the date that it
was disbandet?? Four police officers from the disbanded PublicctBe
Investigations Unit were transferred to the Majoaudtl Squad (which had 46 police
officers as at 30 April 2008)?

The Commissioner of Police explained the ratiof@alehat decision:

The public sector investigations unit, before itsvetisbanded, did all
criminal investigations into currently serving pigobfficers. One of
the reasons we disbanded it was that | was ndtebpinion that we
needed a dedicated unit to investigate public sgsidn other words,
if it is a criminal act—stealing or fraud—by a pigbkervant, then
that part of the police force could inquire intq like they do for
anybody else. Most of those are normal police mssnThey go in
there and do the inquiry as they would any otheal#tg or fraud

inquiry. It is just that section 8fbf the Criminal Codé creates all

sorts of difficulties for proof of evidence and abing evidence,
particularly in cases that involve the media, ashage seef’*

The Commissioner of Police advised that, followihg disbanding of the Public
Sector Investigations Unit, there were no changadenin procedures for dealing with
investigations into allegations of unauthorised cldisure of confidential

information?®

The Commissioner of the CCC suggested that the conimation problems between
the WAPOL and the CCC evident in this case may lenisen as a result of the
disbanding of the Public Sector Investigations Whithe WAPOL:

The committee might wish to consider whether or moterms of
management and responses between the two orgamsatthis
particular situation may in some way be a conseqaenf the
abolition of the public sector investigation unithich the police had
until the end of last year.
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The question, | guess, is whether or not it is cdiental that the first
time there has been a problem of this kind as tetwiee commission
and certain police officers in terms of who sholbkd doing what or
whether the commission should do it or whether 8teyuld do it or

how the commission’s powers should be exercisddsitonly arisen
in this way now. That unit was only abolished irv&lober, | think it

was. Prior to then, | think there were somethirkg 1B95, nearly 400,
commission referrals of cases to the police, anchaxee not had this
situation before. That is a lot of cases.

I do not know the answer to the question, whiclwhy | posed it in
the way | did; that it may be something that thengittee might wish
to examine or consider, and it may be, dependingnuphe

committee’s consideration, that the committee migtgke some
recommendation as to whether O’Callaghan gave esieeabout
that, and | certainly understand the imperativewidg the police—a
limited number of people, a limited number of FTE&arly, they
were trying to make the most effective and efficise of the limited
number of positions they had available. They tdok& view that
offences under section 81 of the Criminal Coderaadly just another
form of crime—which clearly is correct—and, therefashould go to
the major fraud squad, which has responsibility fitealing with

them. The commission, at the time this was beibgtdd with police,
was asked whether we had a view. We said, “Welldovét have a
view because it is a matter entirely for policetasow they want to
organise their own internal organisation of opecats.” The only

thing the commission asked for was that if the wmiis to be
abolished, then we would still have a nominatedtactnperson to
whom all of our referrals could be made. That agament was put
in place, and they go to the officer in charge loé tmajor fraud

squad. Therefore, we do not have a concern abaitit HHowever, if it
is not in some way a product perhaps of differearspnnel, | do not
know. | do not know where the people from PSIU wenivho may
have had a better understanding of how these thiwgsk, for

example. | am just speculating here. However,iff itot as a result in
some way of that change, then it is very coincalérit

236 Hon Len Roberts-Smith QC, Commissiogn€orruption and Crime Commission of Western Australia,
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12.21

12.22

12.23

Mr Anticich stressed that the benefits of the salesti Public Sector Investigations
Unit were that that the Unit built up a body of exise in®*’

a) the legislation affecting the public sector and hihvwse various pieces of
legislation interact;

b) the non-legislative code to guide behaviour inghblic sector;
c) the administrative procedures in the public sectod
d) the culture of the public sector.

The Commissioner of Police advised the Committag th

The methodologies employed by Police during ingastins are
determined by the circumstances of each case anohtiestigation is
then conducted in accordance with departmental dtigative
procedures. They are not dependent upon the pgligitit involved,
consequently the decision to disband the Publi¢obdnvestigation
Unit is not being reviewed?®

The Committee notes that the Public Sector Invastig Unit, being a specialised
unit, may have had a greater awareness of thesisand difficulties previously
identified in pursuing prosecutions and securingivattions under s 81 offhe
Criminal Code This may have resulted in a different apprdaeimg adopted by the
WAPOL investigators when dealing with the CCC.

Joint Operations between the WAPOL and CCC

12.24 The Commissioner of Police expressed the view tiate would be benefit in the

CCC providing the WAPOL with more assistance irtaiarinvestigations:

| understand, of course, that the Corruption anih@&r Commission is
constrained by resourcing issues, as are policedddrthe types of
public sector investigations that we do, there segeral hundred of
these a year.

It is actually difficult to engage the CCC in a lot all of them, but
there are some which we think they should be nmwaved ir*>®
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Should the CCC have taken over the WAPOL Investigabn on 30 April 2008?

12.25 In a letter to the Executive Director of the CCGedb2 May 2008, the Commissioner

of Police made the following points in relation tbe Corruption and Crime
Commission Act 2003

Now that | have been made aware of this invesbgatit is my view
that the Commission should reconsider its decidonrefer this
investigation and assume control of it for thedwling reasons:

1. Section 7B(3) seems to contemplate that the Cwiom
ought give serious considerations to whether &ppropriate
that it should investigate allegations of seriousaanduct.

2. In accordance with section 34(2)(a) of the CCE, Ahe
Commission is obliged in its deliberation to haegard to
the fact that most of the public servants who hezkss to the
ERC confidential information occupy senior posi§on

3. Given the political sensitivity of this mattér,would seem
that this is the very sort of investigation for wahithe
Commission should assume responsibility. | wousd alraw
your attention to the fact that already the polioeestigation
is the subject of allegations of ministerial insrdnce. As a
consequence public confidence in the investigatimen at
this early stage, is in question.

4. From a practical perspective it makes sense foe
Commission to assume control of the investigativergthe
Commission will ultimately end up with this invgation,
when it is called upon to investigate the allegadisterial
interference’®

12.26 The Committee was advised by the CCC that it reseigapproximately 3,000

notifications a year from agencies that are obligader theCorruption and Crime
Commission Act 20080 notify the CCC of suspected miscondiitt. Of those
notifications, less than one per cent is investigdty the CCC itseff’> Mr Anticich
stated to the Committee that:
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12.27

12.28

12.29

12.30

Principally, our core function is to continuousiyprove the integrity
of the public service, and much of that reliestoent actually dealing
with misconduct in their own way.

[Notifications] are generally referred out. They go to other agesc
as this one was, and they are undertaken, and ailéity our role
kicks in in reviewing and making sure that they adequately dealt
with 243

If the CCC were to investigate all notificationssdrious misconduct, they would be
investigating about 2,500 of the 3,000 notificatidhat they receive each yéér.

The Committee was advised that, strictly speakimg CCC had 13 investigators as at
1 January 2008 (although up to 49 CCC staff wadlabla to play some role in an
investigationf:*

Of referred matters, where a notification invohass allegation of criminal conduct,
the matter is almost always referred to the WAP@Lirfivestigation. The Committee
was advised that since the CCC started in 2004st referred 395 allegations of
criminal conduct by public officers to the WAPOLr fiavestigatiorf*® The CCC note
that this is the only such case where the WAPOLduadended that the case should
not have been referred to thét.

The Committee sought advice from the CCC as tonthber of allegations of
unauthorised disclosure of confidential informatitmat have been received by the
CCC for each of the years 2006, 2007 and 2008. Cldremittee was advised that the
CCC does not record statistical information ondhegation categoryUnauthorised
Disclosure of Confidential Information”’but does record statistics of the broader
allegation category ofBreach of Confidentiality/Misuse of Information/proper
Disclosure” (which includes, but is not limited to, unautheds disclosures of
information). This category comprises approximaéo of the allegations received
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by the CCC in recent yeat. The CCC provided the following statistics of this
broader category for the years 2006, 2007 andittenalf of 2008**°

2006

12.31 Following the introduction of a new system of rating allegations on 1 July 2006,
there were 96 allegations of“Breach of Confidentiality/Misuse of
Information/Improper Disclosure’received or still in progress for 2006, from the
following agencies:

Agency Number of Allegations

Police 49

Department of Corrective Services 16

Local Government 9

Non-Sector Agency 9

Department of Education and/
Training

Department of Health 4

Department of Planning andl
Infrastructure

Subject Agency Not Within 1

Jurisdiction
Total 96
2007
Agency Number of Allegations
Police 38

Department of Corrective Services 18

248 Letter from Hon L.W. Roberts-Smith RFD QC, CommissigrCorruption and Crime Commission of
Western Australia, 30 July 2008, Doc. No. 181, p2.
249 Ibid, pp1-2.
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Non-Sector Agency 18
Department of Health 12
Local Government 10

Department of Education and3
Training

Subject Agency Not Within 1
Jurisdiction

Total 100

2008 (as at 30 July 2008)

Agency Number of Allegations

Non-Sector Agency 22

Department of Corrective Services 20

Police 11

Department of Education and/

Training

Department of Health 5
Local Government 4
Total 69

12.32 The Committee also obtained the following evideasdo which body conducted the
investigation following receipt of the above allégas by the CCC:

Type of Investigation 2006 2007 2008
Allegations | Allegations | Allegations

Referred to WAPOL 8 2 4
Investigated by the CCC 3 3 1
Referred to other agencies 73 75 50
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12.33

12.34

No action takef® 12 20 14

Total 96 100 69

Evidence from WAPOL suggests that they have redeive referral from the CCC in
each of 2006 and 2007 and two referrals in 20Q&ing to unauthorised disclosure of
confidential informatiorf>* Interestingly, four allegations have been refirte
WAPOL this year for investigation directly from gdigbsector agencies (including the
present case), three of which resulting in the eties of search warrant¥ One
investigation has resulted in three charges beiing 1

Mr Wynn, Manager, Investigations, CCC, advised @wmnmittee that had the CCC
conducted the investigation into Mr Wauchope’s claimp, it would have faced the
same dilemma as the WAPOL of executing a searchiawaiagainstThe Sunday
Times

It is certainly true that, in terms of the executiof a search warrant,
we have available to us an identical power to thiathe police. The
beginning of that phone cdfrom Detective Inspector Albrecht on 30
April 2008] was about avoiding a media circus. Had the Compriss
for argument’s sake, been involved in this and Wwaddecided to go
down the path of executing a search warrant, welévbave achieved
no less and no more than the Western AustraliacBatiould have
done, because our Act does not put any confidégtigbr good
reason, around the execution of search warrants Yery specific in
relation to the use of coercive powers, and ob\ijows search
warrant is not. If it were to come down to exeagitinsearch warrant,
| could not see the Commission offering anythingemar putting

anything more on the table than what the policeawrdicating®>*

12.35 Mr Wynn also noted that it would only be in rarecaimstances that the CCC would

take over an inquiry from another agency:

We were in no doubt that the police had this in chaRor the
commission to then come in on that basis, we woang had to have
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issued a stop notice to them, which is providedifater section 42 of
our act, whereby the commission may direct an appate authority
not to take action. We do not do that very oftédme Tost common
time we would do that is in cases of police miscohevhen we feel
that it is not appropriate for that agency to contthat investigation.
That is what we would have had to have done to gtop
investigatior>

12.36 Mr Anticich expanded on this point at a subsegheating:

[T]here are a number of circumstances in which thensmsion can
take back an investigation it has referred to arerazy. Typical
reasons would be, firstly, if the agency lacks ihgestigative
capacity. This occurs with some small agenciescbutd not be said
about this situation with the police. Secondly, mefermation comes
to light that changes the nature of the investmatiThis occurred
recently when a department investigation of angatmn referred by
the commission had discovered evidence that widdrgesicope of the
original inquiry. In this case the commission toaker the
investigation. However, again, this circumstancesloot appear to
apply to the Sunday Times leak. Thirdly, the ingasbn can only be
advanced by using the commission’s coercive poafees the usual
investigative techniques have been exhausted. Adearcommission
does not believe that this was the case in the &umliines case as no
evidence has been presented that police made iequinto the
identity of the individuals who had access to thecuinents in
question, interviewed those people as to their idgal with the
document and to ascertain the movement of the daaum
electronically through the government email system.

The commission’s referral of an allegation to aneagy for

investigation is a formal process in writing. Themmission would
not take a referred investigation back from an axyeon the basis of
a telephone conversation between officers of tmentission and the
respective agency. A meeting would be arranged dmtvwhe two
agencies and a formal arrangement put in placeh wiite decision
confirmed in writing. In this respect, the telepkarquest by police
for the commission to take back the investigat®ran inadequate
way for the police to address their concefifs.

25 Ibid, p13.
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12.37 The Commissioner of the CCC was clear in his vieat bffences against s 81 e
Criminal Codeshould be investigated by the WAPOL:

It is the commission’s position that the way polioey have
conducted a particular investigation is no reasonrtake changes to
legislation.

Under sections 33 and 34 of the Corruption and @ri@ommission
Act the commission has a range of statutory optmpen to it when
considering how to deal with an allegation. Agdinere is nothing
which comes out of the present situation, in thenrogssion’s
submission, which suggests either of those seatieeds amendment.
The “media circus” or whatever other undesirablensequences may
be thought to have arisen in this situation was smnething which
resulted from any lack of coercive powers not aldé to police
officers. It was simply, as | say, the way theqabfficers conducted
a particular investigation. If the suggestion isthhe commission or
the Corruption and Crime Commission Act should beemded to
direct in some way that all alleged offences agasestion 81 of the
Criminal Code, which is disclosing official secretsust always be
investigated by the commission itself, or evemtmduce a bias to
that end, the commission would strongly opposeTliere are a
number of reasons for that. The first is that itueb mean the
commission would have to divert its limited resegrdo those
investigations even where they could be done usirgjnary
investigative powers or methods equally availaldepblice, thus
diverting those commission resources from casegioh its coercive
and other special powers were actually needed. rglgpit would
distort and interfere with the commission’s own estigative
priorities. Thirdly, such a suggestion, | would ®uh is
fundamentally flawed in principle. If the act watebe amended so
that allegations of criminal offences under sectinof the Criminal
Code had to be investigated by the commission arg loy the
commission because, in effect, police do not wadot them—and |
take that from the material before the committeeeady—then
similar amendments could be argued for when otheregiment
departments or agencies do not want to conductstigations into
other forms of misconduct. Legislation arguablytdoe passed to
remove from police responsibility for investigatiogher offences
which they might not want to investigate becauseaonfl | quote,
“political sensitivity”, which is a term used in @umissioner
O’Callaghan’s letter to the commission or for soatker reason; for
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example, offences relating to prostitution or miyalwhich often
feature in this area. Shoplifting, for instance,ually involving

relatively small amounts or values of goods, mayalgued to be
offences against business and therefore shouleéfbéol business or
to the insurers to investigate and sort out. Ardyathe suggestion
might be that sexual abuse or assaults by teactleosild be left to
the commission or to the Department of Educatiod dmaining

rather than police. That is obviously not an exhmaslist by any
means, but the point | make simply is that oncexaeption of crime
is made in a particular category and it is said igtively that the
police do not have to worry about that—it is naithresponsibility to
investigate—the same principle could be appliedensially.

The commission’s position is that it is actuallyywienportant that the
primary responsibility for investigating crime rema with the police.
That is their core social functichi’

Report on the Investigation into the Departmentrgasury and Finance: Suspected
Misconduct Concerning the Unauthorised Release@ddury Information

12.38

12.39

12.40

The Committee notes that in June 2005 the CCC setkaa report into its
investigations into a 2004 leak of information frahe Department of Treasury and
Finance CCC report).

On 10 September 2004 an article written by Markrbmond was published ifhe
West Australiardetailing information relating to an impending t8t8udget surplus,
three days before its scheduled release by theslire@® The Department of
Treasury and Finance referred a complaint of susgdauisconduct to the CCC.

The CCC report states that the complaint fell witthie jurisdiction of the CCC and
would constitute serious misconduct pursuant to(&)(B)(c) & (d)(iv) of the
Corruption and Crime Commission Act 2083 The CCC report notes that:

The investigation has identified a possible crinhiofience pursuant
to .81 and s.83 of The Criminal Code 18%3.

257

258

259

260

Hon Len Roberts-Smith QC, Commission@orruption and Crime Commission of Western Australia,
Transcript of Evidence30 June 2008, ppl-2.

Corruption and Crime Commission of Western Austr&ligport on the Investigation into the Department
of Treasury and Finance: Suspected Misconduct Caonrgrthe Unauthorised Release of Treasury
Information June 2005, p1.

Ibid.
Ibid, p2.
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12.41 The Committee notes, however, that this matter do¢gppear to have been referred
to the WAPOL for investigation.

12.42 The CCC considered the various criminal and pusdictor disciplinary provisions
dealing with unauthorised disclosures by publiiceffs. The CCC report states:

[T]he Commission has concluded that there is not aaqaate
legislative base for the prosecution of personsolved in the

unauthorised access and disclosure of officialimfation 2%

12.43 Inrelation to s 81 ofThe Criminal Coddehe CCC report states:

Whilst s.81 encompasses employees of DTF, it dudaclude many
others who have access to confidential governmefdarmation.
Employees and members of non-SES organisationsxateded from
these provisions. This means that s.81 does nafr ctate MPs and
local government councillors, local government esgpks, police
officers, university staff and employees of corfieesl bodies such as
port authorities, Western Power and the Water Caoafion.
Consideration needs to be given to amending s.8britng these
within its ambit.

Problems also arise in determining when a duty twtmake a
disclosure might arise, as The Criminal Code doetaddress this
point. It is necessary to define the parameterthisfduty. This might
be achieved by codes of conduct or the inceptioa piiblic sector
oath to clarify the duty not to disclo$8.

12.44 1t is also interesting to note that the CCC repletiils the investigation conducted by
the CCC, including the interviewing of 11 DepartmehTreasury officeré®® There
does not appear to have been any interview condwgta journalist fronThe West
Australiannewspaper. The source of the leak was not disedve

12.45 The Committee is of the view that the publicly eegeed views of the CCC on s 81 of
The Criminal Codgas contained in the CCC report, should have maal€@®C more
aware that such investigations, other than inigelato suspected leaks at the most
serious end of the spectrum, may not be an appttepaillocation of the WAPOL's
resources.

12.46 The Committee also notes that the Commissioner adicd®> was reported byhe
Sunday Timeas addressing the Perth Press Club in the follovéngs:

261 Ibid.
262 Ibid, p3.
263 Ibid.
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“It is my view that the raid should never have ated.

“I'm not blaming the police who executed the seancrrant. They
are unfortunate scapegoats in the whole scenarlg” said at a
luncheon on Thursday.

‘It should never have occurred because, in my npadice have got
better things to do than go after public servantsowhave leaked
cabinet documents.

“Who's the victim? Who the hell is the victim inathparticular
crime?

Mr O’Callaghan said the police and public servahtsl been “slaves
to a process”.

“The public servants felt that they had to repdré tmatter because it
might be misconduct or it might be a criminal offen..” he said.

“The police receive a referral from the Corruptioand Crime
Commission ... and say, ‘We'd better bloody do thawve'll be in

trouble’ 2%

12.47 The Committee notes that, notwithstanding the gtileld comments of the Police
Commissioner, this investigation involved a possibffence undeihe Criminal
Codeand it is the responsibility of the Police to talggropriate action to enforce the
law.

Alternatives for Public Sector ‘Whistleblowers’ - Public Interest Disclosure Act 2003

12.48 With respect to confidential Government informatioging published in the public
interest, the Committee notes that fablic Interest Disclosure Act 20Q8ovides
limited protection for whistleblowers.

12.49 Section 5 of théublic Interest Disclosure Act 2008levantly states:
5. Public interest disclosure

Q) Any person may make an appropriate disclosurgublic
interest information to a proper authority.

264 “Raid a waste: police chief’by Ms Nicole CoxThe Sunday Timg& November 2008, p12.
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()

®)

A person makes an appropriate disclosure oflipubterest
information if, and only if, the person who makéde t
disclosure —

@) believes on reasonable grounds that the infoiona
is true; or

(b) has no reasonable grounds on which to form lebe
about the truth of the information but believes on
reasonable grounds that the information may be.true

A disclosure of public interest information isade to a
proper authority if —

@) where the information relates to an act or asios
that constitutes an offence under a written lawmt+s i
made to a police officer or to the Corruption and
Crime Commission;

(b) where the information relates to a substantial
unauthorised or irregular use of, or substantial
mismanagement of, public resources — it is made to
the Auditor General;

(© where the information relates to a matter of
administration that can be investigated under
section 14 of the Parliamentary Commissioner
Act 1971 —it is made to the Parliamentary
Commissioner or to a person who occupies a position
specified under section 23(1)(a) in relation to the
public authority concerned,

(d) where the information relates to a police adfie— it
is made to the Commissioner of Police or to the
Corruption and Crime Commission;

(e) where the information relates to a judicialiodf —
it is made to the Chief Justice;

() where the information relates to a member dfiaxi
House of Parliament — it is made to the Presiding
Officer of the House of Parliament to which the
member belongs;
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12.50 Of particular note is s 17 of tHeublic Interest Disclosure Act 200&hich provides
that protection is lost under that Act where thespe making an appropriate public
interest disclosure subsequently discloses infaomatontained in a disclosure of

(4)

(9)

(h)

(i)

where the information relates to a public affic
(other than a member of Parliament, a Ministeraf t
Crown, a judicial officer or an officer referred in
Schedule 1 to the Parliamentary Commissioner
Act 1971) — it is made to the Commissioner or the
Parliamentary Commissioner;

where the information relates to a matter fajli
within the sphere of responsibility of a public
authority — it is made to a person who occupies a
position specified under section 23(1)(a) in redati

to that authority; or

where the information relates to a person amatter

of a prescribed class —it is made to a person
declared by the regulations to be a proper authorit
for the purposes of subsection (1) in relation tolhs
information.

Where a public interest disclosure falls witt2nor more
paragraphs of subsection (3), then it is made tpraper
authority if made to any or all of the authoritiesntemplated
by the applicable paragraphs.

public interest information otherwise than undext thct.

12.51 Significantly, the Public Interest Disclosure Act 200Bakes no provision for

providing information to the media. The followirig an overview of that Act's

operation:

A. Overview of the Public Interest Disclosure Act

1. INTRODUCTION

The Public Interest Disclosure Act 2003 facilitatee disclosure of
public interest information, and provides proteatifor those making
such disclosures and those who are the subjedsolodures. The Act
provides a system for the matters disclosed tobestigated and for
appropriate action to be taken.
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The Act does not confer additional powers on pualithorities to
investigate or take action in relation to publicterest disclosures.
Rather, it provides for protection to persons whakm disclosures
that may result in a proper authority exercising @xisting powers to
investigate and take action in relation to the sgbjmatter of the
disclosure. In some circumstances the Act requarpsblic authority
to investigate a matter and to notify the persorkingathe disclosure
of the action taken.

The Act also requires the principal executive effiof each public
authority to prepare and publish internal procedsirelating to their
authority’s obligations under the Act. ...

2. WHAT IS A PUBLIC INTEREST DISCLOSURE?

A public interest disclosure is made when a perdmtloses to a
proper authority information that tends to show tpagresent or
proposed future improper conduct by a public batthie exercise of
public functions.

In order to be a disclosure to which the Act appli@ disclosure must
be:

. made by a discloser who believes on reasonable
grounds that the information is or may be true.

. a disclosure of public interest information.
. made to the appropriate proper authority.

While the Act provides for the protection of allbpa interest
disclosures, not every proper authority will haves tobligation or
power to investigate and take action in relationthe disclosure. In
some cases the discloser or information may neduktoeferred to
another proper authority to enable an effective pmsse to the
disclosure to be made.

3. WHAT IS PROTECTION?

When a person makes an appropriate disclosure ofigpunterest
information to a proper authority, the Act:

. protects the person making the disclosure fromllega
or other action;

132



FIRST REPORT

CHAPTER 12: Observations of the Committee

. provides for the confidentiality of the identity thie
person making the disclosure and a person whoeis th
subject of a disclosure; and

. provides remedies for acts of reprisal and
victimisation that occur substantially because the
person has made a disclosure.

In general terms, for people who make disclosupstection is
provided against detrimental action, which includasjury,
intimidation, harassment, adverse treatment or isgir ...

The Act also provides penalties for disclosing idhentity of those
persons about whom public interest disclosuresmaele, as well as
emphasising the need for those persons to be aedordtural justice
or procedural fairnes$®

12.52 The Committee notes that the person who provided Leimpathakis with the
confidential Cabinet information did not avail thestves of the process provided by
thePublic Interest Disclosure Act 2003

Should Unauthorised Disclosures of Confidential Goernment Information be a
Criminal Offence

12.53 The Commissioner of the CCC gave the following exick:

If the committee sees the need to make a possidenmendation for
future investigations into unauthorised disclosuwe confidential

government information, the commission would sugipesreal issue
is whether or not that should be a criminal offeatall 2%°

12.54 The Commissioner of the CCC expanded upon this wiewritten evidence to the
Committee:

The problems with securing a charge (and subsetyuargonviction)
under section 81 of the Criminal Code were canvéseeprevious
reports of the Commission. In the Report on andtigation into the
Department of Treasury and Finance (June 2005) €dgury
Leaks”) the Commission concluded, at Part 1.4 unter heading
Criminal Liability, that:

265

Public Interest Disclosure Act 200&uidelines on Internal Procedure®©ffice of the Public Sector

Standards Commissioner, First Edition Reprint, 2@®ad.-2.

266

Hon Len Roberts-Smith QC, Commissign€orruption and Crime Commission of Western Australia,

Transcript of Evidence30 June 2008, p2.
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[Its] investigation has identified a possible crimindfeace
pursuant to s.81 and s.83 of ‘The Criminal Code 391
Section 81 of “The Criminal Code” prohibits unautised
disclosure, by a person employed in the publicisenibof
official information which it is their “duty” to kep secret and
carries a penalty of two years imprisonment. TlaeSbudget
information would fall within this criterion. Howey, neither
the “Criminal Code” nor the “Public Sector Manageimie
Act 1994” (PSM Act) is explicit as to when a “dutgkists
which makes prosecutions under this section diffideor
example, public officers give out information ta thublic
and others every day but the limits of “duty” toekeofficial
information secret are not specified. Section 83‘Tie
Criminal Code” prohibits a public officer acting on
knowledge or information obtained by way of thdiice so
as to cause benefit or detriment to any persorit ifere
established that the information was provided toe th
newspaper for profit or other benefit, this sectamuld apply
though there is no evidence that was a motivatiorthis
instance. Should it not be possible to prosecutdeurihe
“Criminal Code”, it may still be possible to purswebreach
of the “PSM Act”.

Similar problems were discussed in the Report oflraquiry into
Unauthorised Access and Disclosure of ConfidentRgrsonal
Information (September 2005) (“Protecting Persoridhta in the
Public Sector”), where the Commission indicatedtha

[T]he Code does not say when thlity not to make a
disclosure” might arise. While policy statements and codes of
conduct play significant roles in defining the pamaters for
good practice in relation to the handling of comifndial
personal information, they are not definitive.dtriot entirely
clear when a public servant has a “duty” to keepcret
certain information. As an example, “Pense v Herfiyg73]
WAR 40 is a useful reference on the difficulty etedmnining
a police officer's duty to keep information sectatterms of
the usage that is made of s. 81, the Director oblieu
Prosecutions has advised by submission that thave been
very few prosecutions pursuant to that section loé t
“Criminal Code”. On the few occasions where thissha
occurred, it has primarily involved unauthorisedsdbsure
by police officers.
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The Commission’s Report also canvassed the legsl&tamework
and identified:

in excess of 100 Acts and regulations in Westerstralia

that placed secrecy restrictions of some form drepton

government departments and public bodies. In alnadist
cases the legislation deals with the subject indbetext of
two broader, often conflicting topics, namely pdyaand
transparency in government.

The report made the following recommendations iatien to the
Criminal Code:

The Commission recommends the amendment of the
“Criminal Code” to consolidate offence provisionsglating

to unauthorised access and disclosure and to create
uniform set of provisions to address the inconsmts of
jurisdictions, definitions and penalties that cumtly exist.

In seeking amendments to the Code the Commissithrerfu
recommends that:

0 Offences of unauthorised access and disclosure
should prohibit dealing in the outcomes of
unauthorised access at every point of the distidut
chain, and include;

) Unauthorised access;

0 Unauthorised use including “browsing”;

0 Unauthorised disclosure;

0 Procuring or bringing about unauthorised

access or disclosure;

0 Attempting to procure or bring about
unauthorised access or disclosure;

o Soliciting or inducing another to make
unauthorised access or disclosure;

0 Offering to make unauthorised access or
disclosure;
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0 Promoting oneself as capable of supplying
information through unauthorised access or
disclosure;

0 Being in possession of confidential

information without benefit of an excuse
(with a reverse onus applying); and

0 Buying selling or otherwise dealing in
confidential information.

0 Persons at second or third hand who gain
access to unauthorised confidential personal
information, knowing or ought to be knowing
that it was made available through
unauthorised access or disclosure.

The elements of an offence against s.81 of theiRainCode (in
relation to a public officer) are that:

i. the person is a public officer;
ii. he or she makes a disclosure of information;

ii. that is information, whether in a record or nndhat comes to
the knowledge of, or into their possession becgser she
is a public officer;

iv. which disclosure is made in circumstances wtibesperson
is under a duty not to make it; and

V. such disclosure is unauthorized.
Each of those elements must be proved beyond rasisodioubt.

As | observed in my evidence to the Committeeach eof those
elements were so proved, a conviction would (ofteast should)
follow.

It will be appreciated that the fundamental probleaised in both
Commission reports mentioned above, was the difficof
establishing the “duty” not to disclose the partiguinformation, and
that its disclosure was “unauthorized”, that is $ay, without lawful
authority.
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There is considerable legal authority concerningdh issues, and to
which regard would need to be had in proposing #euyislative
solution. The following comments hopefully giveesdmief indication
of the nature of them, in relation to the duty giublic officer not to
disclose information.

The Public Sector Management Act 1994 (PMSA) amedRhblic
Sector Management Act (General) Regulations 199fatospecify
what a person may or may not disclose.

However, Administrative Instruction 711 does hategusory force
through PMSA. Administrative Instruction 711 prasdhat:

1. An officer shall not, except in the course loé t
officer’s official duty and with the express persits
of the chief executive officer,

€)) give to any person any in formation relating
to the business of the Public Service or other
Crown business that has been furnished to
the officer or obtained by the officer in the
course of his/her official duty as an officer;
or

(b) disclose the contents of any official papers or
documents that have been supplied to the
officer or seen by the officer in the course of
his/her official duty as an officer or otherwise

Similarly, Regulation 8 of the Public Service Regjohs continues to
have statutory force under s.110 and paragraph fl8ahedule 5 of
the PSMA.

Regulation 8 provides that:
An officer shall not

(b) use for any purpose, other than for the
discharge of official duties as an officer,
information gained by or conveyed to that
officer through employment in the Public
Service.
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In Cortis v R[1979] WAR 31 it was argued successfully thatlthsis
of the duty at that time was found in RegulationodChe Public
Service Regulations. Regulation 40 provided that:

An officer shall not

(@)

(b) disclose the contents of any official papears o
documents that have been supplied to him or
seen by him in the course of his official duty
as an officer or otherwise, except in the
course of his official duty and with the
express permission of the Head of the Sub-
department of the Permanent Head of the
Department of which he is employed.

Regulation 40 was drafted in similar terms to Adstnative
Instruction 711.

Burt CJ rejected the argument that the “duty topkeecret” in s.81
arose from the facts and circumstances under wthiehinformation
came to the knowledge of the public servant, aatl tthe duty only
existed with reference to facts within a documédwat t'were not
known to the world at large”.

It was held that Regulation 40 was the basis ofting to keep secret
for the purposes of s.81. Burt CJ held that theydsgt out in

Regulation 40 was to keep secret all documents Haat been

supplied or seen in the course of official dutyedpective of the
circumstance under which the information came t® khowledge of
the public servant.

The then Chief Justice said that the question @swhether
Regulation 40 was the basis of the duty or whetherduty arose
from the circumstance under which the informatiaswbtained, ie
confidentiality) was of such importance as to “dalt the attention of
the legislature to ..put beyond doubt the position”.

Regulation 40 has since been repealed. The legiglatioes not
appear to have clarified this position.

A number of other cases took a similar view of canaiple legislation
(E.g. News Corporation Ltd v National Companies &wkturities
Commission (1984) 52 ALR 277, 282; Federal Comonissi of
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Taxation v Swiss Aluminium Australia Ltd (1986)/A&6R 159, 163)
but in subsequent cases it was held that informalield by public
officers was prohibited from disclosure only if thevas a separate
obligation of confidentiality in relation to it.

So in_Deakon v AC[P001] ACTSC 8, Higgins I. said (at [87])

87. Whether a duty of confidentiality arises so that76.
Crimes Act can punish its breach will depend ontyipe of in
formation, the circumstances in which it has beeguéred
and the interests of relevant parties in keepingpitfidential.
A consideration of the public interest must alsoréevant.
The duty to keep information confidential may ditao
information of any kind but it must be such anduheg in
such circumstances that such a duty arises. It do¢sarise
merely because the in formation is obtained by #icey in
the course of his or her duties.

On the meaning of “confidential information”, in _&h v Pryce
[1990] NTSC 2, Angel J. said (at [14])

[it] cannot.. .without more, include matters of amion
knowledge or readily accessible information suchnames
and addresses published in the telephone directéoyever
confidential the circumstance of communicationréhezan be
no breach of confidence in revealing to others gbing
which is already common knowledge... Unquestionaliy
Police Department treats information stored in é¢smputer
or accessible through its terminals as confiden@ald so
instructed its staff, including the appellant. Hage in my
view that is not enough. The prosecution must kadence
that the information is other inaccessible and #iere
confidential.

When considering authorities on questions of stayutonstruction,
it is always necessary to have regard to the teahthe statutory
provision and the factual circumstances which ae&dho fall within

or outside it, in the particular case. | note thatDeaconthe question
was whether the Commonwealth could rely upon aipu#rvice
confidentiality provision to prevent a public semvaiving a witness
statement to a lawyer acting for a plaintiff in arponal injury action.
In Snell Angel J was dealing with the release by a potiffecer of

names, addresses and dates of birth obtained frpoliee computer.
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12.55

12.56

12.57

Albeit coming from a “secure” source, all that imfoation was
otherwise publicly available. It was therefore tobnfidential”.

This necessarily brief outline illustrates the pdialbeit trite) that no
matter what the apparent simplicity or comprehemsess of a
specific statutory offencereating provision, the prospect of laying a
charge under it and obtaining a conviction will @ys depend up on
the facts of the case, as established in evid&ice.

The Commissioner of the CCC suggested that s 8Ihef Criminal Codemay be
strengthened by an amendment to give statutorgtetifethe construction adopted of
the former regulation 40 of tHeublic Service Regulatioris/ Burt CJ inCortis v R as
set out abové’®

The Commissioner of Police gave evidence of thélpros faced in investigating an
alleged offence under s 81 Die Criminal Code

One of the things about section 81 is that it istdnically, very

difficult for police to get a good result with thievestigative

techniques they possess. | think the reason thestigators went to
the CCC was that, if the coercive powers and peNaaring powers
were used, it could have been done in a way thatddzave meant a
more reduced commitment of resources to the imgatiin and a less
public investigation than actually occurred at tbed of the process.
This is not an isolated case; there are a numbeotbér cases, and
you have mentioned a couple already, in relatiosdotion 81 of the
Criminal Code that are notoriously difficult for jioe to resolve

within the scope of what they can do. That is ohéhe reasons |

think, in this instance, the investigative officapproached the CCC
and asked them to use their special powers—nottlest coercive

powers, but the ability to have private hearings &f

The Commissioner of Police also gave the followenglence:

Hon ADELE FARINA: Commissioner, | have referred to this report
earlier today; it is the CCC report in relation tan unauthorised
disclosure matter back in 2004. In that report, twnmission stated
that the CCC report on the investigation into thep@rtment of
Treasury and Finance concluded that there was ne@gadte

267

268

269

Letter from Hon L.W. Roberts-Smith RFD QC, CommissigrCorruption and Crime Commission of
Western Australia, 30 July 2008, Doc. 181, pp6-10.

Ibid, p10.

Dr Karl O’Callaghan, Commissioner of Police, WestAustralia PoliceTranscript of Evidence0 June
2008, pl.
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legislative base for the prosecution of personsolved in the

unauthorised access to and disclosure of officifdimation. In view

of that finding, do you think it is questionableatier the commission
ought to be referring such matters to the WA Pdiazenvestigation?

It seems to me that if there is a view that thera lack of legislative
base to bring about a successful prosecution, #teral question that
follows from there is: why expend the resourceseuiadfing the

investigation until the legislative base is sortad?

Dr O’Callaghan: Of course we would argue that in the big schefme o
things, WA Police has got so many, many, many rmaie serious
case files—for argument’s sake, in the sex crimg@-atthat this, to
us, is at the bottom of the heap in terms of piyotif the commission
concluded that therewas not an adequate legisldbase, it would
seem to me that we would even be less interestgelttimg involved

in this until that legislative base was repairéd.

12.58 Whilst s 81 of The Criminal Coderemains in force, the Commissioner of Police
indicates that the CCC should have a role to piaheé investigation of such offences:

Hon ADELE FARINA: Do you think that the commission’s coercive
powers should be used to force journalists to rethesir sources?

Dr O’Callaghan: | think the commission’s coercive powers showd b
used to resolve matters under section 81. | am snagling out
journalists or anybody else, but if anyone is sabje complaint or
investigation under section 81, we could use thoswers in that

case’™

12.59 The Committee sought advice from the Director oblRuProsecution regarding the
difficulties, if any, that his office had faced aonducting prosecutions under s 81 of
The Criminal Code He advised that in recent years he had not bdnahy cases
under s 81, but noted that such prosecutions ysymtbceed summarily in the
Magistrate’s Court and so are not usually managedis office?’> However, he

made the following observation regarding s 81:

The essential elements in any prosecution undeiose81 of the
Criminal Code are that a public servant or govermmeontractor
leaked official information and that the leak wast authorised. The
latter element is difficult to prove.

270 Ibid, pp5-6.
an Ibid, p5.
212 Doc. 188, letter from Mr Robert Cock QC, DirectoRafblic Prosecutions, 4 August 2008, p1.
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Any difficulties in prosecuting an offence undectie® 81 could be
overcome by the public service establishing morearcland
comprehensive guidance regarding what informatioray mbe
provided and what may not, and ensuring that akffstand
contractors are aware of their obligations concemi specific

information?”®

12.60 The Committee considers that the DRCabinet Handbook”should be amended to

make it explicit as to when a duty not to disclasmfidential Cabinet documents,
discussions and decisions, exists.

Recommendation 1: The Committee recommends that ¢hAttorney General conduct a
review of s 81 ofThe Criminal Code

The Monitoring and Review of the WAPOL Investigation by the CCC

12.61

12.62

12.63

12.64

The Committee notes that pursuant to s 41 ofQbeuption and Crime Commission
Act 2003the CCC may review the WAPOL investigation into tiagification referred
to them by the CCC.

The Committee was concerned that some of the sslunis presented by officers of
the CCC during the inquiry may arguably amount topra-judgement of the
WAPOL'’s actions in this matter. This is of concemen that s 41 of th€orruption
and Crime Commission Act 20@B8ovides the CCC with a review function of the
WAPOL handling of the investigation. It is arguatihat, in view of the CCC's
comments, that the CCC should not review the WAROvestigation into this
matter, as it may be seen to have pre-judged thema

The Committee has written to the Joint Standing @dtee on the Corruption and
Crime Commission raising the Committee’s conceeggrding the appropriateness of
the CCC conducting a review of the WAPOL invesiigat

The Committee also notes that, in this instancerethwas no monitoring of the
WAPOL investigation by the CCC under s 40 of t@erruption and Crime
Commission Act 2003

273

Ibid, pp1-2.
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Issues Identified with the Conduct of the Raid
Search warrant

12.65 As to the decision to issue a search warrant, thrarittee considers that, given the
low probability of a successful prosecution in timatter due to:

. the large number of people who had access to tHeugversions of the
document and therefore a large number of suspects;

. the passage of time (two and a half months betwkenreporting of the
alleged offence and the commencement of investigglj

. the probability that, as a journalist, Mr Lampatisakas unlikely to reveal the
source of his information;

. the fact that previous attempts to prosecute sirdikclosures had failed; and

. previous failures to prosecute had been reported negatively and
recommendations from those reports had not beexl act,

it would have been prudent for the WAPOL to havelesed other investigative
options more fully before proceeding with a seawelrant.

The raid
12.66 The Committee notes a number of concerns with dinelact of the raid generally:

. Why was the officer in charge of the search onlfedain to take part in the
investigation on the morning of the raid?

. Why wasn't the raid conducted out of office houisew less staff would have
been in the building?

. Why were 22 additional police officers deployeditopart, secure exits to the
building an hour after the police had arrived te@xe the search warrant and
why did they depart an hour prior to the completwbthe search?

. Why was a second search warrant not executed oresiential address of
Mr Lampathakis at the same time as the raid onoffiees of The Sunday
Time®

. Despite the presence of 27 police officers, whynitathe whole building

searched during the execution of the search wamating that a number of
internal passageways and stairs were also not aredithroughout the raid?
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Why were the 22 additional police officers sent keoat 5:00pm, whilst the
execution of the search warrant did not concludé 6ri0pm?

The Wearing of Firearms During the Raid

12.67 The WAPOL Internal Affairs Unit report on the rasthtes the following regarding the
wearing of ‘accoutrements’ by the officers invohiadhe raid:

[Detective Sergeant]ane discussed wiflDetective Senior Sergeant]
Blackshaw the issue of whether attending officeulsl wear their
accoutrements and consideration was given to netriwg firearms,
It was decided that the search warrant should leated the same as
any other operational warrant. It was noted thabfficers wavered
from standard operating procedure by not wearingeirth
accoutrements and an issue arose where they retjultem they
would be open to criticism.

The officers attended in plain clothes and covedirebe items with
jackets and police identification ve$fs.

12.68 The Committee considers that the wearing of firsaduaring the execution of the
search warrant, although clearly within WAPOL priaes, heightened the perception
that the operation was heavy handed and intimigaidtie Committee considers that
greater consideration should have been given tintpact of the wearing of firearms
in attending a standard search of an office bugdimwhich the likelihood of physical
harm would have been very low.

Findings

12.69 The Committee makes the following findings:

Finding 3: The Committee finds that it would havebeen prudent for the Corruption

and Crime Commission of Western Australia to have latained from the Department of
the Premier and Cabinet a copy of the alleged leakeCabinet document, so that it
would have been in a better position to form an opion as to whether an investigation
should be conducted.

24 Doc. 39, Exhibit 4C, internal WAPOL memorandum,\2gy 2008, p10.
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Finding 4: The Committee finds that the Departmentof the Premier and Cabinet,
inadvertently or otherwise, hampered the Western Aatralia Police investigation by not
informing the Western Australia Police of all relevant information concerning the
unauthorised disclosure including that there were iffe separate versions of the
document containing information that was disclosedand the distribution of each
version.

Finding 5: The Committee finds that the Corruption and Crime Commission of
Western Australia did not assess the complaint redged from the Department of the
Premier and Cabinet with appropriate rigour, and simply passed the responsibility for
the investigation on to the Western Australia Polie despite the Corruption and Crime
Commission’s own previously published misgivings aut the value of investigations of
offences under s 81 of he Criminal Code

Finding 6: The Committee finds that the role of tke Department of Treasury and
Finance and its internal processes for managing ctidential information has not been
adequately addressed. The Committee is of the viethat the Corruption and Crime
Commission of Western Australia should have also ferred the complaint to the
Department of Treasury and Finance, as it did to th Department of the Premier and
Cabinet, for investigation under s 33 of theCorruption and Crime Commission Act 2003

Finding 7: The Committee finds that the Corruption and Crime Commission of
Western Australia expressed to the Western Austradi Police a narrow interpretation
of Part 4 of the Corruption and Crime Commission Act 200@hat is, those sections
dealing with organised crime and the conferral of xceptional powers on police
officers), and did not take into account the type fojoint Corruption and Crime
Commission-Western Australia Police investigationsising the Corruption and Crime
Commission’s general powers as envisaged by s 33f))of that Act.

Finding 8: The Committee finds that the Corruption and Crime Commission of
Western Australia failed to acknowledge that, in met circumstances, a notice to
produce documents under theCorruption and Crime Commission Act 200&an be as
effective as a search warrant due to the availablpenalties for failure to produce the
document.
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Finding 9: Notwithstanding the Committee’s concers with the Corruption and Crime

Commission of Western Australia’s referral of the natter to the Western Australia
Police in this instance, the Committee finds thattiwas proper for the Western
Australia Police to investigate the allegation of &Cabinet leak, given that it was an
offence under s 81 ofThe Criminal Code The Committee believes, however, that
alternative methods of investigation should have l@n employed before resorting to a
search warrant, having regard to resource requiremets and other Western Australia

Police priorities.

Finding 10: The Committee finds that in the execubn of the search warrant on the
offices of The Sunday Timesthe Western Australia Police officers at the scen
demonstrated professionalism, courtesy and restrain

Finding 11: The Committee finds that there was aninappropriate and
disproportionate allocation of resources by the Wedern Australia Police for a
relatively standard search of an office building.

Recommendations

Recommendation 2: The Committee recommends that ¢hDepartment of the Premier
and Cabinet and the Department of Treasury and Finace further review their
procedures and systems for handling confidential dmuments, and in particular with
respect to informal consultation on drafts of confilential documents.

Recommendation 3: The Committee recommends that ¢h Corruption and Crime
Commission of Western Australia refer the alleged idclosure of confidential Cabinet
information to the Department of Treasury and Finarce for investigation pursuant to
s 33(1)(c) of theCorruption and Crime Commission Act 2003

Recommendation 4: The Committee recommends that ¢ Corruption and Crime
Commission of Western Australia ensures that a thaugh assessment in accordance
with the Corruption and Crime Commission’'s formal case categorisation and
assessment procedures is undertaken in relation &very complaint, even where such
complaint is the subject of an investigation commered by another agency.
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CHAPTER 13
‘SHIELD " LAWS FOR JOURNALISTS

13.1

The Committee received submissions from some wsggesrguing in favour of the
introduction of shield laws for journalists. Them@mittee did not investigate this
matter in detail, however, provides the followingckground information for the
benefit of the Parliament.

Background Information on Law reform proposals

13.2

13.3

13.4

Two Australian reports have devoted some detags$earching issues of disclosure in
the media and protection of journalists’ sourcele Tirst document is the Law
Reform Commission of Western Australia’s"®eport, calledProfessional Privilege
for Confidential Communicationsyhich was published in May 1993. The second
document is the Senate Standing Committee on Lagdl Constitutional Affairs
(SSCLCA) report calledff the Recordwhich was tabled in October 1994. These
reports are widely cross referenced in books andchgds on the subject. While the
reports are over twelve years old, they are stiltipent to the issues.

In Australia, journalists are represented by thaisleArts and Entertainment Alliance
(Alliance).

The Alliance is the union and professional orgatiawhich covers
everyone in the media, entertainment, sports amsliadustries. Our
36,000 members include people working in TV, ratiieatre & film,

entertainment venues, recreation grounds, jourtslisactors,

dancers, sportspeople, cartoonists, photographemhestral &

opera performers as well as people working in pubilations,

advertising, book publishing & website productiann fact everyone
who works in the industries that inform or entemt&@ustralians. The
Alliance was created in 1992 through the mergingtld unions
covering actors, journalists and entertainment isity employee§”>

Before that time, journalists were represented hg tAustralian Journalists
Association. Members of the association are bound bode of ethics. People who
have a complaint against a member of the medigoseat the Alliance, can lodge a
complaint with the Alliance about the member.

275

http://www.alliance.org.au/option,com_simplefagk,display/ltemid,27/catid,13/,
(viewed on 19/06/2008).
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13.5

13.6

13.7

13.8

A complaint about a journalist is reviewed by tbdigiary committee of the Alliance.
If a complaint is upheld by the committee, it hasage of penalties that it is able to
impose. These include:

Censure or rebuke the journalist.
Fine the journalist up to $1000 for each offence.
Expel a journalist from membership of the alliafte.

The Alliance’s code of ethics states the followifiBespect for truth and the public’s
right to information are fundamental principles jofirnalism”?’’ The section of the
code that causes the most controversy is sectier.th

3. Aim to attribute information to its source. Wlex source seeks
anonymity, do not agree without first consideringe tsource’s

motives and any alternative attributable source.evéhconfidences
are accepted, respect them in all circumstariées.

However, the Commonwealth Senate Standing Committee Legal and
Constitutional Affairs conducted an inquiry into ied laws for journalists’
confidential sources in the 1994 report calleff the RecordThe inquiry, which
lasted 18 months, examined in detail the rights ahbligations of the media. In
discussion about the code, it mentioned sectiogethout then suggests that the code
has internal inconsistencies. Section one of thdecsays Report and interpret
honestly, striving for accuracy, fairness and discire of all essential facts. Do not
suppress relevant available facts or give distartavidence®”° In the Senate paper:

It could be said that the mere promise of anonyioity source might
conflict with this obligation to strive to disclosdl essential facts or
not to suppress relevant facts. In some cases dhatity of the
informant may be news in itself or at least veryantant to the
cogency of the repoft®

In regards to the problems relating to the codepmting to Padraic McGuiness in
“The Journalist's ‘Shield”

There is here a classical conflict between an ot but
unmentioned in the code, principle of the ‘publidght to know’ and

276

277

278

279

280

http://www.alliance.org.au/media/ethics_breaah,hviewed on 19/06/2008).
www.alliance.org.au/code-of-ethics.html, (viewmd26/05/2008).

ibid.

ibid.

Commonwealth, Senate, Senate Standing Committdeegal and Constitutional Affairs, Report One,
Off the RecordDct 1994, p9.
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13.9

the journalist's duty to respect confidences. lrcem® times this
ethical principle has been selectively interpretedallow journalists
to breach confidences whenever it seems appropiateem.

This illustrates one of the greatest traps of codésethics - they
become statements of hi-falutin principle which @eely considered
in their entirety or discussed in their applicatitmspecific case$’

The WALRC report and the Senate inquiry examinedame detail comparisons
between the protection of confidential informatidn journalism and other
professional organisations. These include policeorinants, legal professional
privilege, doctor-patient confidentiality and ctepenitent relationships. The WALRC
report also looked into the professional relatigmsbf clients and accountants,
researchers, Family Court counsellors, nursesakegirkers, private investigators
and librarians. According to the Senate inquiryligeo informants are closest in
comparison to journalist-source confidentiality.

2007 Amendments to the Evidence Act 1995 (Cth)

13.10

13.11

13.12

Recently, legislative changes have been enactedh@at Commonwealth level
(following similar amendments in New South Walesattgo some way to protect
journalists who refuse to disclose the identityhair sources.

Division 1A of Part 3.10 of thdcvidence Act 199%Cth) deals with journalists’
“professional confidential relationship privilege” Division 1A deals solely with
journalists. The courts retain a wide discretisni@how to deal with a journalist’'s
claim of a protected source in legal proceedings, roust give a direction that
evidence not be adduced in a proceeding where:

a) it is likely that harm would or might be caused @itier directly or indirectly)
to a protected confider if the evidence is addueed;

b) the nature and extent of the harm outweighs theatlity of the evidence
being given.

Importantly, however, under s 126D of the Evidedat 1995 (Cth), Division 1A
does not apply where the communication was madethe furtherance of the
commission of a fraud or an offence or the comimisef an act that renders a person
liable to a civil penalty”

281

Law Reform Commission of Western Australia, Proj@6t Professional Privilege for Confidential
Communicationgylay 1993, p59.

149



Police Raid on the Sunday Times Select Committee FIRST REPORT

A Proposed Uniform Model Bill on Shield Laws cutig being considered by the Standing
Committee of Attorneys-General

13.13 Shield laws were also agreed in July 2007 to bésletgd for in model uniform
legislation by the Standing Committee of Attorn&msneraf®> The Model Bill is
similar to the Commonwealth legislation, but applgotection to all ‘professional
confidential relationships’, not just those of joalists.

13.14 The relevant part of the Model Bill states:
Division 1A Professional confidential relationshiprivilege
126A Definitions
(1) In this Division:

harm includes actual physical bodily harm, financial dos
stress or shock, damage to reputation or emotiooal
psychological harm (such as shame, humiliation feal).

protected confidencaneans a communication made by a
person in confidence to another person (in this ighn
called theconfidant):

(@) in the course of a relationship in which trenfidant
was acting in a professional capacity, and

(b) when the confidant was under an express ofiéthp
obligation not to disclose its contents, whethenot
the obligation arises under law or can be inferred
from the nature of the relationship between the
person and the confidant.

protected confidermeans a person who made a protected
confidence.

protected identity informatiormeans information about, or
enabling a person to ascertain, the identity of peeson who
made a protected confidence.

(2) For the purposes of this Division, a communaaimay be made
in confidence even if it is made in the presence third party if the
third party’s presence is necessary to facilitabenenunication.

282 http://www.presscouncil.org.au/pcsite/fop/shiktthl, (viewed on 26/05/2008).
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126B Exclusion of evidence of protected confidences

(1) The court may direct that evidence not be adduin a
proceeding if the court finds that adducing it wbdisclose:

(@)
(b)

(©)

a protected confidence, or

the contents of a document recording a prefect
confidence, or

protected identity information.

(2) The court may give such a direction:

(@)
(b)

on its own initiative, or

on the application of the protected confider o
confidant concerned (whether or not either is a

party).

(3) The court must give such a direction if itasisfied that:

(@)

(b)

it is likely that harm would or might be cadse
(whether directly or indirectly) to a protected
confider if the evidence is adduced, and

the nature and extent of the harm outweighs th
desirability of the evidence being given.

(4) Without limiting the matters that the court ntake into account
for the purposes of this section, it is to take iatcount the following

matters:
(@)
(b)
(©)

(d)

(€)

the probative value of the evidence in thecpealing,
the importance of the evidence in the proaagdi

the nature and gravity of the relevant offencause
of action or defence and the nature of the subject
matter of the proceeding,

the availability of any other evidence condegnthe
matters to which the protected confidence or
protected identity information relates,

the likely effect of adducing evidence ofgimected
confidence or protected identity information,
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including the likelihood of harm, and the naturedan
extent of harm that would be caused to the protecte
confider,

) the means (including any ancillary orders thaay
be made under section 126E) available to the ciourt
limit the harm or extent of the harm that is likéty
be caused if evidence of the protected confidence o
the protected identity information is disclosed,

(9) if the proceeding is a criminal proceeding—tties
the party seeking to adduce evidence of the predect
confidence or protected identity information is a
defendant or the prosecutor,

(h) whether the substance of the protected condieler
the protected identity information has already been
disclosed by the protected confider or any other
person.

(5) The court must state its reasons for givingefusing to give a
direction under this section.

126C Loss of professional confidential relationshiprivilege:
consent

This Division does not prevent the adducing of ewvig given with
the consent of the protected confider concerned.

126D Loss of professional confidential relationshiprivilege:
misconduct

(1) This Division does not prevent the adducingewidence of a
communication made or the contents of a documesigsed in the
furtherance of the commission of a fraud or an rafée or the
commission of an act that renders a person liabla tivil penalty.

(2) For the purposes of this section, if the comsiais of the fraud,
offence or act is a fact in issue and there aresogmble grounds for
finding that:

@) the fraud, offence or act was committed, and

(b) a communication was made or document prepared
furtherance of the commission of the fraud, offasrce
act,
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the court may find that the communication was sdem@a document
SO prepared.

126E Ancillary orders

Without limiting any action the court may take tmit the possible
harm, or extent of the harm, likely to be causedhaydisclosure of
evidence of a protected confidence or protectedtityeinformation,

the court may:

@) order that all or part of the evidence be hean
camera, and

(b) make such orders relating to the suppressién o
publication of all or part of the evidence giverfdre
the court as, in its opinion, are necessary to @cot
the safety and welfare of the protected confider.

126F Application of Division

(1) This Division does not apply in relation to @aopeeding the
hearing of which began before the commencemehtbivision.

(2) This Division applies in relation to a protedteonfidence within
the meaning of this Division whether made beforeafter the
commencement of this Division.

(3) This Division does not apply in relation to fdajurisdiction to
insert reference to laws (if any) of that jurisdict relating to sexual
assault communications privilege].

(4) The court may give a direction under this Dimisin respect of a
protected confidence or protected identity inforimatwhether or not
the protected confidence or protected identity rimiation is
privileged under another section of this Part or ulb be so
privileged except for a limitation or restrictiormposed by that
section.

13.15 The Committee notes that neither the Commonwealtislation nor the proposed
Model Bill would assist Mr Lampathakis afithe Sunday Times the present case,
where a suspected breach ©he Criminal Codeis involved in the relevant
communication.
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Other Jurisdictions Guidelines for Police Investigas Involving Journalists

13.16 In its submission to the Committe&@he Sunday Timesecommended that the

WAPOL and other investigating authorities in thimt8 should implement a set of
guidelines to take into account the journalistsemf ethics which relate to the
confidentiality of sources:

In giving evidence to the Committee on 9 June 208s%istant
Commissioner Wayne Gregson stated there were “demange of
policies and guidelines that relate to how an efficonducts a
criminal investigation,” that the officer would: fwviously turn to his
training, his experience, various policies that eowhether a matter
ought to be investigated, search warrant procedusesl evidential
capturing procedures.” However, Inspector Gregsaimited there
was no policy or guidelines in place regarding thght of a

journalist to preserve the confidentiality of thewurces.

The Justice Department of the United States hast afsguidelines
which endeavours to strike a balance between thiginterest in
the free dissemination of ideas and information sredpublic interest
in effective law enforcement.

Those guidelines provide (among other things) ta¢n determining
whether to seek a subpoena from members of thamedi

(a) all reasonable attempts should be made to olitae
information from alternative sources before issuing
subpoena to a journalist;

(b) negotiations with the news media to gain the
information sought shall be pursued in all cases in
which such a subpoena is contemplated;

(© if the negotiations fail, the Attorney Generalst
approve the subpoena based on the following
principles:

0] there should be reasonable grounds to
believe, based on information from a non-
media source that a crime has been
committed and that the information sought is
essential and directly relevant to a successful
investigation;
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(i) the government must have unsuccessfully

attempted to obtain the information from an

alternative, non-media source;

(i)  the subpoena should be directed at material
information regarding a limited subject
matter, should cover a reasonably limited
period of time and should avoid requiring
production of a large volume of unpublished

material;

(iv) The investigating authority should give
reasonable and timely notice of the demand

for documents.

New Zealand police also have in place a set ofginds on the issue
of search warrants against the media. ... Police amédia
representatives entered into discussions with & wetrying to agree
a set of procedural guidelines. ...

These guidelines are considered to be general uo8tns issued
pursuant to section 30 of the Police Act 1958, Witimovides that all
members of the Police shall obey and be guided Hhoyset
instructions.”

Whilst the focus of the New Zealand guidelines dgentonfined,
dealing with the recording by news media of filncamlings and
photographs, they share a common theme with thegli@elines,
namely an appreciation by the Government and polidethe
importance of a free press, for example:

Q) The offence must be serious enough to wartenbbtaining
of a search warrant and cannot be otherwise resbivethout

the seizure of any film, photographs, tape or sound

recordings.

(2) The authority of a Police Executive membeihin ¢ase of the
Office of the Commissioner or District Commanderstrioe
obtained before a search warrant is applied ¥6r.

283 Submission from The Sunday Times, 18 July 20G8;.o. 170, pp2-4.
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Current WA Proposals

13.17 On 27 November 2008, the Attorney General, in raspoto a question without

notice, provided the following outline to the Ldgitve Assembly of the State
Government’s position on the introduction of shikelds for journalists:

Mr C.C. PORTER ... At the recent Standing Committee of
Attorneys-General, a motion was moved—which | sapgoand,
indeed, helped draft—that the ministers agreed thanational
evidence working group would provide advice befiie end of the
year on options for journalists’ shield laws. Thests been a matter of
some interest in the press. | know the member dothSPerth has
spoken on it. | can state unequivocally that | peedly am supportive
of such laws. There is some devil in the detailthe$e laws, and it
behoves me in this short speech to give some odéas that all
members of this house will have to think about wihénlegislation
comes before Parliament. What | would like to damiediately after
that national evidence working group has reporteddecember, is
seek permission from my cabinet to start drafthmglegislation.

| will say that at that Standing Committee of Atkieys-General, there
were many Labor Party Attorneys General—in factargfrom me,
they were all Labor Party Attorneys General—andréhevas a
divergence of views as to whether these laws shmeilchade at all;
and, if so, what form they might take. Those viesesned to cut well
and truly across political lines. Having sat angtéined to the various
individual views expressed at that meeting, theerewfour main
issues that | think we as a Parliament, in conjiorctwith the
stakeholders—many of whom are in the gallery todaytneed to
give some thought to. The first is what is the lmethanism to
protect and enhance the public interest. The onhsglictions that
already have shield laws are the commonwealth awedv South
Wales in their replicated evidence acts. Those paside that if the
information has come into the hands of the joustatly way of the
commission of a criminal offence or any other abiat might give
rise to civil liability, the shield is automaticgllost. Some people took
the view at the Standing Committee of Attorneyse@rihat that
rule should stay in any other legislation that éplicated; others took
the view that that should be one of several factbet is to be
considered. That is one of the devils in the defathis legislation.

The second issue is: how do we define a journali$ii® is an issue
that I think our stakeholders —
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Mr P.B. Watsoninterjected.

Mr C.C. PORTER | know the member might have some ideas, but |
am talking about how, in a legal fashion, we woudfine a
journalist. The problem that arises is that withethdvent of the
internet and commentary and blogging, many peopbasider
themselves journalists and write stories basedaumces. It might be
that some will take the view that some people wlog lare not
subject to the same rigorous ethical standards —

Ms A.J.G. MacTiernan As they are at The West Australian!

Mr C.C. PORTER Exactly. | was going to say, “Journalists in
formal news media services”, but we can use The Wesralian as
an example. This is an issue that journalists tredves, particularly
journalists at The West Australian and other orgaad newspapers in
this jurisdiction, might be interested in. If thetection is extended to
everyone who blogs, it in many ways diminishes gstegus of
individuals who are employed in formal news semiiddere is now a
very strong lobby arguing to extend that protectiorbloggers. It is
very interesting that a Labor Party Attorney Gera@ok the view
that an undesirable element of such a law was thedyven forbid, a
journalist might write a story without having a soe. He took the
view that that might more readily occur with peopleo journalise in
an informal way on the internet, and that people defamation
proceedings might be forced into a situation whgriley would want
to know who the source was, pursuant to the idethefdefence of
truth, but could not be forced to compel the souearel that one may
not exist. Some quite complicated issues arise.

Mr R.F. Johnsoninterjected.

Mr C.C. PORTER | am glad that the minister likes it. Finally, we
need to consider our own whistleblower legislatiBnotection exists
for whistleblowers who give information on publec®r matters. In
some instances, the extent of that protectionbwir upon the extent
of the shield laws. We all have difficult issuesdnosider. | imagine
that these issues will be bringing into play diéier views on both
sides of the house and different members of eady pall have
different views about these things. | am commitbeithe laws. | have
my own views about how they might be constructedll wait until
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the evidence appears from working group report®@tember and |
will go to cabinet shortly after that!

Committee Comment

13.18 Recent community debate in Australia indicates @avigrg acceptance for both the

concept of shield laws and the proposition thatetsould not be a blanket rule either
of disclosure in all cases, nor of confidentiaiityall cases. Various models recognise
and attempt to balance competing interests:

a)

b)

The interests of the source.

A whistleblower may face loss of his/her careendficial loss and notoriety),
emotional distress, harassment, victimisation aaoh @hysical reprisals.

The interests of the journalist.

A journalist may face penalties such as fines grisonment for refusing to
reveal a source in legal proceedings. Alternajivieh source is revealed, the
journalist may face damage to his/her reputati@ncsons from his/her
profession and difficulty in getting information fature. For national media
in particular, there is an interest in uniform laaesoss Australia. The process
of assessing whether or not a source should bealexvecan be time-
consuming, stressful, and put the journalist todbst of legal representation.

The interests of the public.

These can conflict with each other. Access to idential information can

promote transparency and accountability. But belegrived of knowledge of
the source of information deprives the public dbal to assess the reliability
of the information; there is an interest in trutfhere is an interest in effective
law enforcement so that innocent people are novicted, perpetrators (at
least of “substantial” crimes) are convicted andpde who have been
wronged get redress. The process of assessingpevhmat not a source should
be revealed can be time-consuming for law enforegéragencies, impact on
effective law enforcement, and the taxpayer pay®doh the law enforcement
agency and the court.

13.19 The Committee recognises the need to balance #x foe transparency against the
need for confidentiality in Cabinet processes.

284

Hon C.C. Porter MLA, Attorney General, Western Aalsa, Legislative AssemblyParliamentary
Debates (HansardR7 November 2008, p644.
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13.20 The Committee supports the Attorney General pugsuithrough the Standing
Committee of Attorneys-General, model nationald&gion introducing shield laws.

13.21 The Committee encourages the Government to contligefollowing matters in the
drafting of any relevant State legislation:

. that any shield laws proposed for WA should provigeless protection than
the Model Uniform Evidence Bill; and

. that consideration be given to recommendations h# taw Reform
Commission of WA’'s 1993 report and the Australiarawl. Reform
Commission’s 2005 proposal.

Recommendation 5: The Committee recommends that ¢hAttorney General continue
to pursue the introduction of shield laws for jourralists.
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CHAPTER 14
REPORT OF A REFUSAL TO ANSWER THE COMMITTEE 'S
QUESTIONS - SECTION 7 OF THE PARLIAMENTARY PRIVILEGES
ACT 1891

14.1 Section 7 of théarliamentary Privileges Act 18%tates:

7. Objection to answer questions or produce docutseto be
reported to the House

If any person ordered to attend or produce any papeok, record,
or other document to either House, or to any Conemibf either
House, shall object to answer any question that beaput to him, or
to produce any such paper, book, record, or othezudnent on the
ground that the same is of a private nature andsdoet affect the
subject of inquiry, the President, or Speaker, drai@man of the
Committee, as the case may be, shall report suftisak with the
reason thereof, to the House, who shall thereupsouse the
answering of such question, or the production athspaper, book,
record, or other document, or order the answeringpooduction
thereof, as the circumstances of the case maynequi

14.2 Section 8 of th€arliamentary Privileges Act 189¢levantly states:
8. Houses empowered to punish summarily for certaontempts

Each House of the said Parliament is hereby empedvey punish in
a summary manner as for contempt by fine accortiinipe Standing
Orders of either House, and in the event of sudke fiot being
immediately paid, by imprisonment in the custodysoéwn officer in
such place within the Colony as the House may tdinatl such fine
shall have been paid, or until the end of the tbristing session or
any portion thereof, any of the offences hereimataumerated
whether committed by a member of the House or pyotrer person

Disobedience to any order of either House or of any
Committee duly authorised in that behalf to attesdto
produce papers, books, records, or other documéraire
the House or such Committee, unless excused byaihee in
manner aforesaid.
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Refusing to be examined before, or to answer anfulaand
relevant question put by the House or any such Qtieen
unless excused by the House in manner aforesaid.

14.3 The Committee also notes the provisions of s 58(2Jhe Criminal Codgewhich

14.4

14.5

14.6

14.7

states:
59. Witnesses refusing to attend or give evidenefie Parliament

Any person who —

2) Being present before either House of Parliamenbefore a
committee of either House, or before a joint cort@aitof
both Houses, authorised to summon witnesses, eefise
answer any lawful and relevant question;

is guilty of a simple offence, and is liable to repnment for 2 years
and a fine of $24 000.

At a hearing on 7 July 2008, the Committee askasbtipns of Mr Paul Lampathakis,
Journalist,The Sunday Timeselating to the source of the leaked Cabinetriagion.

The Committee had previously heard evidence thatVWAPOL investigators had
formed the view that Mr Lampathakis would not vdhnly disclose the source of the
leaked Cabinet information. The WAPOL investigatitad proceeded on this basis
and, as a result, the execution of a search waoramhe Sunday Timdsuilding was
determined by the investigators to be the best meanocating evidence that may
identify the source of the leak.

Based on this evidence, the Committee was of tbe ¥hat it was necessary to test
the WAPOL’s assumption regarding Mr Lampathakisllingness to reveal his
source.

At the hearing Mr Lampathakis made the followingmeoents in his opening
statement:

| want to be as helpful as possible—hence my poeseaday.
However, | will decline to answer any questionstthazay either
directly or indirectly identify the source or soes of the story in
question. | will decline for two reasons. Firstlydo not see those
questions being relevant to the committee’s termseterence to
inquire into the circumstances surrounding the raid the Sunday
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Times on 30 April 2008. Secondly, | will decline @oswer such
guestions because | am bound by a code of ethiceaiatain the
confidentiality of the identity of the source oustes of information
relied on for the stor{?®

14.8 The following exchange took place at a later stzéghe hearing:

The CHAIRMAN: ... The committee asks if you are aware of the
identity of the person or persons who provided ywith the
confidential information that you used in your 1@bFuary article
published in the Sunday Times at page 3, undehdiagling “Bid to
‘buy’ Labor win”. Can you indicate if you are award that identity

of that person or persons?

Mr Lampathakis Can | just take one moment?
The CHAIRMAN: Yes, Mr Lampathakis.
[Conferring with counsel.]

Mr Lampathakis | was aware of the identity of the source or
sourceg®

14.9 The Committee then proceeded to ask the followimgstion:

The CHAIRMAN: ... [C]an you advise the committee of the identity
of that person or persons?

Mr Lampathakis As | have said before, for the reasons that Iehav
given in my statement, | decline to answer thastios.

The CHAIRMAN: Will you just expand again, so that the committee
is aware, the reason that you are refusing to amdtve question, so
that we are very clear in our minds—and you areacla your
mind—about the grounds that you are refusing tavan?

Mr Lampathakis As | said, the two previous points: | do not thih
fits within the terms of reference of the circumsts surrounding the
raid; and, secondly, there is the journalists’ coafeethics, whereby
you maintain the confidentiality of the source.

285 Mr Paul Lampathakis, JournaliSthe Sunday Time$ranscript of Evidencey, July 2008, p2.

286 Ibid, p10.
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The CHAIRMAN: Mr Lampathakis, just in respect to the issue
relating to the terms of reference, can you indécgour reasoning
why the question does not fall within the termgedérence of the
committee?

Mr Lampathakis Sure. | will just take one moment
The CHAIRMAN: Yes, yes.
[Conferring with counsel.]

Mr Lampathakis My understanding was that the terms of reference
of this particular committee would be to, | guesstablish whether
there was a misuse of power in terms of this raldng place. | do
not believe that questions pertaining to sourceairces are relevant
to those terms of reference.

The CHAIRMAN: Mr Lampathakis, you have refused to answer a
question of the committee, so that requires meat@ lthe committee
go into private session so we can deliberate os mmatter—we will
obviously come back to you. If you would be goaalgh, with Ms
Galati, just to step outside, and if the other memalof the media and
interested persons would step outside, too, websillvith you within

a short time. Thank you.

Proceedings suspended from 2.44 to 2.49 pm

The CHAIRMAN: Thank you, Mr Lampathakis. Mr Lampathakis, the
committee has carefully considered this matter had formed the
view that the information sought by the questiorrelevant to its
terms of reference. | am going to ask you the dpesigain, but in so
doing, ask if you wish to go into private sessionrespect to
answering the question?

Mr Lampathakis: No.

The CHAIRMAN: | therefore ask the question again: can you aglvis
the committee of the identity of the person or @esswho provided
you with the information?

Mr Lampathakis Yes, as | have said, for the same reasons | have
given in the statement, | decline to answer thastjon, Chairman.

The CHAIRMAN: Mr Lampathakis, | am required by our procedures
to advise you that if you refuse to answer the tjpmsthat the
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committee may report this refusal to the LegistatBouncil, and that
the Legislative Council may order you to answerdhestion. Under
section 7 of the Parliamentary Privileges Act 188%ailure to obey
an order of the house is a contempt punishable Bigea and, in the
absence of payment, jail. The failure to answerastjon is also a
simple offence under section 59(2) of the Crim@abe, which, if
proven, carries a penalty of two years’ imprisoninand a fine of
$24 000. Accordingly, | put the question to youiagwill you advise
the committee of the identity of the person or gesswho provided
you with the information that was the subject ofiry@0 February
article?

Mr Lampathakis Once again, unfortunately | have to decline to
answer that question.

The CHAIRMAN: You will understand that this committee may
report that matter to the Legislative Courf&fl.

14.10 The Committee reports to the Legislative Counaddl tefusal by Mr Lampathakis to
answer a relevant question put to him by the Cotemit

14.11 In considering the effect of the witness’s failloeanswer the questions put to him,
the Committee has regard to the maxim tiparliamentary privilege should be used
as a shield rather than a sword”

14.12 The Committee also notes the approach of the Pooeeahd Privileges Committee in
its recent reports that, in line with current Udit&ingdom House of Commons
practice, it is recommended that the House exeritsepenal jurisdiction“as
sparingly as possible and only when satisfied tatlo so is essential in order to
provide reasonable protection for the House, itsniers or its officers from such
improper obstruction or attempt at or threat of tstion causing or likely to cause,
substantial interference with the performance eirthespective functions®®

14.13 The Committee has determined that the failure efiitness to answer the questions
put to him did not obstruct or impede or cause sutigl interference with the
functioning of the Committee. In fact, Mr Lampaditisg responses to the Committee’s
guestioning confirmed for the Committee that the ROA_ investigators’ assumption
about Mr Lampathakis’ unwillingness to divulge b@urce to them had been correct.

281 Ibid, pp10-11.

288 Western Australia, Legislative Council, Procedansl Privileges Committee, Report Referral of a
Matter of Privilege from the Select Committee ofvigge on a Matter Arising in the Standing
Committee on Estimates and Financial Operati@nBecember 2007, p2.
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14.14 The Committee notes that the House of Commons ipeadh relation to cases of
conduct which offends the authority or dignity dletHouse, is to take no further

action if the matter is considered trivfal.

Recommendation 6: The Committee recommends thatpiaccordance with s 7 of the
Parliamentary Privileges Act 1891he Legislative Council excuse the answering ohe
question asked of Mr Paul Lampathakis by the Commike as set out in paragraph 14.9

of this report.

)

7
Lores
4 - oy /
c i,é /@;-—z’lﬁ o LU L\{;
/ /
/

Hon George Cash MLC

Chairman

Date: 9 April 2009

289 Ibid.
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Select Committee into the Police Raid on the Sundayimes
CHRONOLOGY

DRAMATIS PERSONAE
THE SUNDAY TIMES STAFF

Mr Islwyn (Ish) Davies, Managing DirectoiThe Sunday TiméPavies)

Mr Sam Albert Weir, EditorThe Sunday Timasewspaper\Weir)

Mr Paul Lampathakis - Report@rhe Sunday Timegerson who wrote original 10 February artiglampathakis)
DEPARTMENT OF THE PREMIER AND CABINET

Mr Malcolm Wauchope, Director General - Departmafrthe Premier and Cabin@/auchope)

Ms Lisa Ward, A/Principal Policy Officer, Office tifie Director General, Department of the Premier @abinetWard)
Ms Petrice Judge, Executive Director - Office ofdator General. Handled matter while Ms Ward wasane.(Judge)
Mr John Duffy, Media Adviser to Hon Margaret QUWi_A (Duffy)

DEPARTMENT OF TREASURY AND FINANCE
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Mr Timothy Marney, Under Treasurer, Department idakury and Finand®larney)

CORRUPTION AND CRIME COMMISSION

The Hon Len Roberts-Smith RFD, QC, Commissionery@aion and Crime Commission of Western AustréRaberts-Smith)
Mr Mike Silverstone, Executive Director, Corruptiand Crime Commission of Western Austrgtlverstone)
Mr Nicholas Anticich, Director Operations, Corrugiiand Crime Commission of Western Austréfiaticich)
Mr Trevor Wynn, Manager Investigations, Corruptard Crime Commission of Western Austrglidynn)

Mr Tony Wood, Reviewer/Assessor, Corruption andr@riCommission of Western Austra(\/ood)

Mr Paul White, Corruption and Crime Commission oéstérn Australigwhite)

WESTERN AUSTRALIAN POLICE

Dr Karl O’Callaghan, APM, Commissioner of Policeg®tern Australian Poliogg@’'Callaghan)

Mr Murray Lampard, Deputy Police Commissioner, VéestAustralian PolicéLampard)

Mr Wayne Gregson, Assistant Commissioner, Speti@ligne Portfolio, Western Australian Poli@@regson)
Mr R C Randall, Detective Superintendent, Commé@iane Division, Western Australian Poli¢Bandall)
Mr Arno Albrecht, Detective Inspector, Commercialmie, Western Australian Poli¢élbrecht)

Mr Dom Blackshaw, Detective Senior Sergeant, MBjaud Squad, Western Australian PoliBé&ckshaw)
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Mr Allan Jane, Detective Sergeant, Major Fraud SgMéestern Australian Poliddane)

Ms Elissa Mansell, Detective Senior Constable, MEfaud Squad, Western Australian Polieansell)
MEMBERS OF PARLIAMENT

Acting Treasurer, Hon John Kobelksobelke)

Hon George Cash MLC, Committee Chairnf@ash)

Hon Giz Watson MLC, Committee Memb@kWatson)

Hon Adele Farina MLC, Committee Memb@&rarina)

GOVERNMENT MEDIA OFFICE

Mr Peter Easom, Manager, Communication Policy agpdRing, Government Media Office. He prepatteei original Cabinet submissiofiEasom)
Mr Paul Giles, A/IManager, Strategic Communicatigdsyernment Media OfficéGiles)

OTHER PEOPLE MENTIONED

Mr Kieran Murphy, Communications Director, Officétbe Premie{Murphy)

Mr Guy Houston, Premier's Media Advis@gtouston)

Mr Stuart McLagan, Media Adviser, Office of the Hobelke MLA (McLagan)

Mr Gibson. Named mentioned in error in originatdeto the CCC from the DPC about this mait&ibson)
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LEGISLATIVE COUNCIL SELECT COMMITTEE INTO THE POLICE RAID ON THE SUNDAY TIMES

CHRONOLOGY
DATE TIME EVENT DOCUMENT /SOURCE/ Doc. No.
COMMENT
2003 Premier’s Circular 2003/14 states: Minute from Wauchope to 2A

“Public Sector officers who receive copies of Cabidocuments, includingMarney, 12 Feb 2008.
Cabinet submissions and decision sheets, or who otlnerwise made
aware of information contained in such documents,raquired to observe
the confidentiality of that information. Cabinebaiments and the
information contained in them must not be reveatedept for such

e

purposes as are authorised by the relevant Ministed chief executiv
officer.”

June 2005 Report on the Investigation into the DepartmenTi@asury and Finance: Report
Suspected Misconduct Concerning the Unauthoriséshse of Treasury
Information CCC report.

October 2007 Cabinet Handbook states at p10: Minute from Wauchope to 2A
“The confidentiality of Cabinet documents, discassi and decisions is @Marney, 12 Feb 2008.
long established principle and has been regardedessential for the
maintenance of Cabinet collective responsibility.”
15 May 2007 Cabinet Sub Committee on Communicataetides that the Office of theMarney (DTF) letter to 3E
Premier, and the Government Media Office, will draf consolidated Roberts-Smith (CCC), 21/02/0

[e0)
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CHRONOLOGY
DATE TIME EVENT DOCUMENT/SOURCE/ Doc. No.
COMMENT
request for funding for submission to the ExpenditReview Committee
(ERC).
20 November, Cabinet Sub-Committee on Communication’s (CSCQGting. Letter from Marney to Select | Doc. 125
2007 Committee, 12/06/08.
04 December Cabinet Sub-Committee on Communication’s (CSCCkting.  The| Minute from Wauchope to 2A
2007 submission prepared by Peter Easom, Manager, Coioatiam Policy and Marney, 12 Feb 2008.
Reporting, Government Media Office, was considered.
10 December| 2.23pm| Emails from Peter Easom to a number of officers #mel Treasurer Email Docs 107
2007 and attaching ERC submission. and 108
4:43pm
17 December Cabinet considers the document prepared by Petsork as it was anMinute from Wauchope to 2A
2007 attachment to the minutes of th©dcember meeting of CSCC. Marney, 12 Feb 2008.
Staff of the Agency Resources Section of the Depamt of Treasury andLetter from Marney to Select | Doc. 125
Finance first become aware of the ERC submission. Committee, 12/06/08.
January 2008 Mr Paul Giles from the Government isl€ffice queried the status of thélarney (DTF) letter to 2B
ERC submission with the Secretary of the ERC, and advised that theRoberts-Smith (CCC),
submission had not been received and was not listecbnsideration at a21/02/08.
specific ERC meeting - it was simply listed as atstanding issue.
22 January Paul Giles hand delivers draft ERC submissioh®BERC Secretary. TheMarney (DTF) letter to 2B
2008 ERC Secretary advises that the ERC had not recdivedsubmission Roberts-Smith (CCC),
previously, and if it is to be progressed, thennéeds ministeria|l 21/02/08.
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2008

states, in part:

“The CSC C seeks ERC funding of proposed strategluertising
campaigns for 2007-08, 2008-09 & 2009-10 manageHdimvits Whole-of-
Government communications strategy.

It should be noted that the Police Recruitment 208,/Burglar Beware
Eyes on the Street, Lock and Leave, Open DoorsVdimdlows, Stolef
Goods, Amphetamines, Waste Management and Bed®ddle strategic
campaigns are already funded from within operatiofumds, while thg
Department of Education and Training’'s ‘Apprenticgs and

N

CHRONOLOGY
DATE TIME EVENT DOCUMENT/SOURCE/ Doc. No.
COMMENT

endorsement. The ERC Secretary retained a copheadraft submissiory,

but advised Paul Giles to arrange for the Treastwesign the final

submission.
25 January | 4:44pm| Email from Paul Giles, Government Media €¥fi to Maria Lee| Email Doc. 138
2008 Department of the Premier and Cabinet, attachitgngsion to ERC (for

12 February 2008 ERC meeting), seeking Treaswerlisal approval.
Approx. 29 The Treasurer’s Office advised the ERC Secretat/the ERC submissignMarney (DTF) letter to 2B
January 2008 was being revised by the Government Media Office. Roberts-Smith (CCC),

21/02/08.

Late January Treasurer signs ERC submission prior to going @své. SubmissionMinute from Wauchope to 2A

Marney, 12 Feb 2008.
Doc 126
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CHRONOLOGY

DATE TIME EVENT DOCUMENT /SOURCE/ Doc. No.
COMMENT

|5

Traineeships’ strategic campaign has already ree@iERC approval an
funding to 2010.

Urgent consideration should be giving to progregsERC consideration
for unfunded strategic campaigns ...
The cost of the campaigns is $5.25 million for mainder of 2007-08,
$10.75 million in 2008-2009 and $7.1m in 2009-200®tal $23.1
million).

Recommendation

That Cabinet recommends the Expenditure Review @taem(ERC)
approves funding of proposed strategic campaigmsttie remainder of
2007-08 and financial years 2008-2009 and 2009-2@%Gsubmitted.” Letter from Wauchope to SelegtDoc. 136
Committee, 18/6/08
The Select Committee was advised by DPC that:
“The draft ERC submission is regarded as a Cabdwmtument as it was
part of a Cabinet minute that was considered byi@stt Email from Lisa Ward to DSC | Doc. 140
Elissa Mansell, 9/4/08
A number of versions of the draft ERC submissiomeagrculated. Only
some had a watermark statirf@pepartment of the Premier and Cabingt
NOT TO BE COPIED".
Marney Transcript of Evidence,
Evidence of Tim Marney, Under Treasurer: 9 June 2008, p2.
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COMMENT

“...the secretariat of the expenditure review conmerittesides within my

department. It is normal that all expenditure revieommittee

submissions, when in final form, be provided todeartment for

forwarding to the expenditure review committee clvhig a subcommittee

of cabinet.”
Friday 8 2:00pm| Leak of Cabinet document discovered when Pampathakis fromrhe | Minute from Wauchope to 2A
February Sunday Timesemails Stuart McLagan (Media Adviser), requestifdarney, 12 Feb 2008.
2008 information from Acting Treasurer Hon Kobelke MLA.

Email from Lampathakis to A

Mr Lampathakis asked: McLagan.

“This is an inquiry for the Treasurer.

I know that the Government’s Cabinet Sub-commite€Communication

has urgently asked the expenditure review commiitte®5.25 million for

the first half of this year and another $10.75 frdaoly 2008 til June next

year, for strategic campaigns.

Has this been approved.

What will it be specifically used for?”
8 February | 3:02pm| Request for information fofhe Sunday Timesas forwarded to HoustonMinute from Wauchope to 2A
2008 cont. (Premier’'s Media Adviser). Marney, 12 Feb 2008.

Email from McLagan to A
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DATE

TIME

EVENT

DOCUMENT /SOURCE/
COMMENT

Doc. No.

3:29pm

Email from Paul Lampathakis to Stuart McLagan:
“Hi Stuart

Just to give you a more complete picture of this:
The Opposition says of the info that | asked abitwaif, WA taxpayers arg
being asked to fork out $16 million for advertisittghelp get the State
Government re-elected.
They're saying while the health system flounderssops overflow and
schools lack teachers, the Govt's Cabinet Sub-ctieeni on
Communication “urgently” wants $5.25 million for ehfirst half of this
year and another $10.75 from July 2008 till Junetngear for “strategic
campaigns”.

Other normal campaigns, such as Burglar Beware Byeds on the Street
are already funded till 2010.”

Email

Houston refers the matter to Murphy (Premier's ebior of
Communications). He is a member of the Cabinet Goimmittee on
Communications.

Minute from Wauchope to
Marney, 12 Feb 2008.

2A

Premier's Chief of Staff advises Tim Marney, Und&reasurer of
suspected leak.

Letter from Marney to Robertst

Smith, 21 Feb 2008.

2B
Doc. 125

Kieran Murphy makes preliminary inquiries by spegkto Easom and
Giles at Government Media Office (GMO).

Minute from Wauchope to
Marney, 12 Feb 2008.

2A
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DATE TIME EVENT DOCUMENT /SOURCE/ Doc. No.
COMMENT

Murphy advises Mal Wauchope, Director General, &gpent of the Minute from Wauchope to | 2A

Premier and Cabinet. Marney, 12 Feb 2008.
Wauchope instructs Lisa Ward, A/Principal Policffi€2r, Office of the| DPC chronology Doc. 12
DG, DPC, to prepare documentation to report théenat F
Sunday 10 Paul Lampathakis reports on “Bid to ‘buy’ Laborniin the Sunday The Sunday Timepage 3.
February Times.
2008 Article states in part:

“TAXPAYERS are being asked to fork out a whoppihg illion for
advertising to help get the Carpenter Governmerdlegted.

Treasurer Eric Ripper, as chairman of the Cabinebcmmittee on
communication, has “urgently” asked the expendituegiew committeg,
which he chairs, for $5.25 million for the first lhaf this year and a
further $10.75 million until July next year.

Government sources said the money was to be spentstoategic
advertising campaigns”.

But the sources said other major campaigns, suchnéisdrug and police
recruitment ads, were already funded, so this viearly extra cash to help
“buy” the Government victory in the state election.

Tuesday 12 Suspected leak is reported to the Corruption amdeéCCommission (CCC)) DPC Submissions. G, H, 1,
February and Major Fraud Squad, Western Australian PoliceheyDPC. Before that J1, 3A
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CHRONOLOGY

DATE TIME EVENT DOCUMENT /SOURCE/ Doc. No.
COMMENT

2008 referral, the matter was discussed with taeeSSolicitor's Office.

Letter from Wauchope to Officer in Charge, Majoalid Squad (Publi
Sector Investigations Unit now a part of this SqQuad advice of Statg
Solicitor’s Office:
“l am writing to report to a matter that may cortstie an offence unde
section 81 (disclosure of official secrets) of @réminal Code.
The matter involves the disclosed of confidentidbrimation that wag
prepared for submission to Expenditure Review Cdteeni(ERC), 3
Cabinet standing committee, to the media or toi tharty who released
it to the media. It is not yet known who actualigclosed the ER(
submission.

| have also referred the matter to the Corruptiorda&Crime Commission.”
Persons exposed to the ERC submission are listédis likely that a
number of other officers from DPC and the Departtr@nTreasury and
Finance may have had access to the submissiohdvises that Kierar
Murphy undertook a preliminary investigation, spegko both Easom and
Giles “I await your advice as to whether the matter altbbe dealt with
internally by DPC and DTF or by your organisation.”

w— O

=

7

2A
Minute from Mal Wauchope, DG DPC, to Tim Marney,dgn Treasuref K
titled “Suspected Leak of ERC Submission”:
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Doc. No.

“I am writing to advise that | suspect that thereaynhave been a
unauthorised disclosure of an Expenditure Reviewm@itee (ERC
submission.

The following aspects of the submissions appearduki article:

. $5.25 million is requested for the first half ofsttyear,
$10.75 million for 2008/09 and $7.1 million for ZQ0;

. money was to be spent on “strategic” advertis
campaigns;
. that major campaigns suclas] anti-drug and police

recruitment ads were already funded;
. request for $7.1 million; and
. that the request should be considered “urgently”;

The leak was discovered on Friday, 8 February 20@8en The Sunda
Times approached Mr Stuart McLagan, Media Advig¥fice of the Hor
Kobelke MLA.”

<
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CHRONOLOGY

DATE TIME EVENT DOCUMENT /SOURCE/ Doc. No.
COMMENT

The Minute identifies the following possible suggec

“At present, | am aware that the Hon Eric Ripper MLTreasurer and th¢
following DPC officers have had access to the sabion:

%

Mr Michael Megaw, Chief of Staff, Office of Hon jpgp MLA
Ms Maria Lee, Principal Policy Adviser, Treasury

Mr Trevor Robb, Media Adviser, Office of the Hopg&ir MLA
Ms Chris Bolt, Executive Officer, Office of the Heipper MLA

Mr Kieran Murphy, Director of Communications, O#icof the Hon
Carpenter MLA

Mr Peter Easom, Manager, Communications Policy dRdporting,
Government Media Office

Mr Paul Giles, A/Manager, Strategic Communicatio@syernment Media
Office

It is likely that a number of other officers fronfPD and the Department of
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Doc. No.

Treasury and Finance may have had access to theission.”

The Minute states that the matter has been refdodde CCC and th
Western Australia Police.

Letter from Wauchope to CCC Commissionéram writing to report to
you a matter of suspected misconduct pursuant ttiose 28 of the
Corruption and Crime Commission Act 2003 ... invavihe release of

Cabinet document.”

D

13 February
2008

The Treasurer's Office provides the Agency Resesireection of the
Department of Treasury and Finance with a reviseft f the ERC
submission.

D
v

Marney (DTF) letter to
Roberts-Smith (CCC),
21/02/08.

2B

21 February
2008

Letter from Marney to Mr Len Roberts-Smith, Comsitiser of the CCC
advising of the extent of exposure by the Departma@nTreasury ang
Finance to the leaked ERC submission. He noted hiea had nof
personally seen the submissions, however the Agétesources (AR
business unit within the Department of Treasury &ithnce had bee
exposed to the information contained in the suhionss the form of a
draft version prepared for the Treasurer to sigfesember 2007.

Letter

2B
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Doc. No.

22 February
2008

Letter from Kearns Gangin, Detective Sergeant,oM&raud Squad, WA
Police, to Mal Wauchope, DPC. The letter states:

“The Major Fraud Squad has conducted an assesswfetiiie information
provided and determined that further investigatismequired. Police will
investigate a potential breach of Section 81 of eminal Code
pertaining to disclosure of official secrets.”

\ Letter

26 February
2008

Letter to Trevor Wynn (CCC) from Tony Wood (CCCuimver/Assessor
advising details of notification from DPC and resfiireg that the next TC(
meeting consider whether the CCC should investigate

N

D

Internal Memorandum CCC.

3D

13:50

Wood (CCC) returns call to Ward (DPC). Sheiset him that she ha
received notification that Police are investigatisgue. Ward also inquirg
whether Police will investigate all issues. Woodis€es that Police woul
investigate criminal matter not procedural mattend once this wa
complete, it would be a matter for DPC to invegtg#éhe procedurd
matter.

A CCC Case notes.
S

)
5
I

3B
Doc. 12

27 February
2008

Letter to Blackshaw (WAPOL) advising him that ti@CC has bee
notified that the matter is already under invesiiga by Police. If the
matter is not under investigation by Police, thesm €CC refer this matte
to Police under CCC Act 2003, section 33(1)(c) an(B).

n CCC letter to WAPOL, Re:
Disclosure of Official
rrinformation.

3l
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Also, Police are to report back to CCC at conclusad investigation
pursuant to s40(1) of CCC Act.

Letter to Wauchope, DPC, from Tony Wood, CCC,istathat:
“The Commission has identified the following isgnieinvestigation:
1. details contained in a confidential submissiant the Treasurer to the
Expenditure Review Committee was “leaked” by amomkn officer to the
Sunday Times Newspaper.”

Under ss 33(1)(c) and 37(3) of the CCC Act, the GieCided to refer th

D

matter back to DPC for investigatiofit is understood that this matter has

been reported to the Western Australia Police forestigation of any
criminal offence that may have occurred”.

CCC letter to DPC Re: Releas
of Confidential Information.

e3J

28 March
2008

CCC (Tony Wood, Reviewer/Assessor) writes to Timarivey. Advises
that the leak has been forwarded to WA Police fmestigation and the
Department of Premier and Cabinet for any discgwiinconsiderations
Advises that Marney's letter of 21/02/08 has beerwérdedto Police.
Letter states:

“The Commission considered referring this matteclho#o DTF for further
investigation in accordance with sections 33(1dod 37(3) of the Act
However there appears to be limited exposure toBRE submission by
DTF employees therefore the Commission does nemndnto invoke this

CCC letter to Marney Re:
Release of Expenditure Revie
Committee (ERC) confidential
information.

3K
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option at this point in time.”
8 April 2008 Elissa Mansell, WAPOL, phones Lisad/eDPC, and asks for details oDPC chronology Doc. 12
the leaked document, distribution lists and mattetating to searching
staff emails.
9 April 2008 | 11:12 Lisa Ward provides further information todsk Mansell, including a copyDPC chronology Doc. 12
of the ERC submission. Email Doc. 110
11:48 Lisa Ward emails Elissa Mansell: Email Doc. 111

:The Cabinet submission was provided to the fohgwoffices on 13 and
14 Dec 2007 for comment:

- Premier’s Office

- Minister Ravlich’s Office

- Minister Roberts’ Office

- Minister McHale’s Office

- The Under Treasurer's Office

- The Director General's Office, DPC
- The Policy Division, DPC

It was labelled “MINISTER ONLY”.
The submission was then provided to all Ministesgart of the Cabinet
agenda file late on Friday after 14 December 20Chpies of the file wer
delivered by Cabinet Services Branch staff to Mémgin some unusual

1)
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places that day (due to the festive season, egstaurant).
It therefore seems that there were a great numltbgpensons who had
access to the document.”
23 April Police request DPC to search email records of yDuff search for any Request Email Search John | S
2008 emails sent between him and Lampathakis betweemrrbleer 2007 and Duffy.
February 2008. DPC chronology Doc. 12
No email contact discovered. Minute to Wauchope Docs 112
and 113
30 April Albrecht (WAPOL) discusses with Randall (WAPOL) oab the| Conversation summary. Att:10
2008 appropriateness of WAPOL conducting the inquiry pared to CCC
Albrecht then telephones White (CCC) to discussit®Vinforms Albrecht
that he will discuss situation with his superiors.
White (CCC) telephones Albrecht (WAPOL) and adsisthat CCC| Case notes. 3F
reviewed the matter and consider that WAPOL shoalttinue the inquiry] Conversation summary. Att:10 of
Albrecht wishes to discuss the matter further. Whitominates CCC Police
Deputy Director of Investigations Trevor Wynn as tiontact. File.
10.10 | Albrecht (WAPOL) calls Wynn (CCC) to discut® matter further in Summary of conversation with Att:10 of
relation to holding the request for a warrant afuirat operation. (WAPOL CCC Officers by DI Albrecht. | Police
& CCC). File.

Wynn informs Albrecht that joint operations can yofle undertaken i
relation to organised crime. For the CCC to takioacin this instance

0
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they would have to conduct the inquiry themselves.
The CCC believed that their coercive powers shaully be used in the
most serious of matters. The current complaint rébt constitute such g
circumstance.
According to Wynn, he said to Albrecht: Summary of conversation by | 3G
“l indicated to Albrecht that for the Commissiondall in a journalist for | Wynn with Albrecht
the predominant purpose of revealing a source, wbiccourse goes
against the very fabric of the journalists’ codecohduct, while we
wouldn’t completely rule it out, the circumstaneesuld have to be very
serious and grave, as there were a number of flowftects such as
whistleblowers loosing confidence in confidentyalitith journalists etc.”
Albrecht informs Wynn that he believes that theQCltad made a political Summary of conversation with| Att:10 of
decision not to get involved. Wynn objects to ttosnment. CCC Officers by DI Albrecht. | Police
File.

Murphy receives a phone call from Police one Hmfore the raid, asking
for suggestions on who leaked cabinet documentsntdems Police that
he has no names that he could suggest.
Wauchope advised of raid by John Arthur, Directéovernment Media DPC chronology Doc. 12
Office.

Wednesday | PM Officers from the WA Police Major Fraud Squaddrthe offices ofThe| ABC News (online), 8:20pm.
30 April Sunday Timesewspaper. 30 April 2008.
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2 May 2008 Wauchope advises Premier of details of raid ord@yimes in a minute:| Minute to Premier: Execution | C

“The Western Australia Police have advised thattiafly about 5| of search warrant athe Sunday
detectives from the Major Fraud Squad went to tfiiees of The SundayTimes
Times to execute a search warrant, but when theegmpnanagement
refused to cooperate, more officers were sentseshs

The Department had no prior knowledge of the execudf a search
warrant on The Sunday Times.”
Premier advised that the following persons had sxde the Cabinet
document:

e Cabinet Services Branch (DPC)

e Government Media Office (DPC)

* Ministerial Offices

* The Director General, DPC's Office

* The Under Treasurer’s office

e Other DTF officers.

Police Commissioner O’Callaghan writes to Mr MEiverstone (CCC): | Police Commissioner, Release 3L
“Now that | have been made aware of this investiggtit is my view that of Expenditure Review Doc. 33
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the Commission should reconsider its decision ferréhis investigation Committee (ERC) Confidentia
and assumecontrol of it for the following reasons: Information

1. Section 7B(3) seems to contemplate that the Comomisgight
give serious considerations to whether it is appiae that it
should investigate allegations of serious miscohduc

2. In accordance with section 34(2)(a) of the CCC Atite
Commission is obliged in its deliberation to haegard to the fact
that most of the public servants who had accesshéo ERC
confidential information occupy senior positions.

3. Given the political sensitivity of this matterwibuld seem that this
is the very sort of investigation for which the Quission should
assume responsibility. | would also draw your ditanto the fact
that already the police investigation is the subjgfcallegations of
ministerial interference. As a consequence pulditfidence in the
investigation, even at this early stage, is in goes

4. From a practical perspective it makes sense forGbenmission tg
assume control of the investigation given the Casion will
ultimately end up with this investigation, whefsitalled upon tag
investigate the alleged ministerial interference.”
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1:53pm| Lisa Ward advises Elissa Mansell by email of theults of an email searghDPC chronology Doc. 12
conducted by the DPC’s IT Branch, as requested ByQL. Email Doc. 110
04 May 2008 The Sunday Timereports that Police Commissioner Karl O’Callaghan
believes that the CCC should have handled the ripgais told by the
Assistant Police Commissioner Gregson.
5 May 2008 In absence of Lisa Ward, Ms PetricegdudExecutive Director, Office gf DPC chronology Doc. 12
DG, DPC, provides further information to Elissa Malh on DPC emai
searches.
Wednesday 7 Mansell requests mobile phone details for stalDRC. This information Emails and Telephone calls. | W &V
May 2008 is provided by Petrice Judge. DPC chronology Doc. 12
Doc 111
Mansell subsequently advises that phone numbers@renecessary farFilenote Doc. 112
Media Officers that communicate with journalistgpast of their duties.
08 May 2008 Motion moved in Legislative Counciatta select committee be formed|tblansard
look into the police raid.
14 May 2008 Motion into select committee passed. angdrd
15 May 2008 Notice given to the House that the rodgtee will be made up of HonHansard

George Cash, Hon Giz Watson and Hon Adele Farina.
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Thursday 29 Meeting between O’Callaghan and Roberts-Smith @xdch organisation CCC letter to Police 3M
May 2008 is responsible for the investigation.
04 June 2008 Commissioner of CCC writes to Comipnss of Police. In it he statesCCC letter to Police 3M
that:

“WAPS has primary jurisdiction and responsibilityr fthe investigation of
all criminal offences in the state of Western Aalgir The police role is to
respond to crimes and deal with allegations or claimps of criminal
conduct.

The Commission in fact conducts its own investigaiin 1% of the
complaints made to it.

e According to our records, since 1 July 2006 the @usgion has
referred 396 matters to WAPS for ‘appropriate auityd
investigation. These cover a variety of agencied altegations
and have included 14 allegations of ‘corrupt contdand 14 of
‘serious criminal conduct.” The corrupt conducteghtions have
included quite serious allegations in which polibave laid
criminal charges and others involving allegationgamst senior
officers.

e« To date, police have never to our knowledge sotghtefer a
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matter back to the Commission for investigation.”

Monday 9 Hearing at Legislative Council Committee Office. Transcript of Evidence from
June 2008 Session One - Mr Malcolm Wauchope & Ms Lisa Ward. hearings.

Session Two - Mr Timothy Marney.

Session Three - Mr Nicolas Anticich & Mr Trevor Wyn

Session Four - Mr Wayne Gregson, Mr Arno Albrechi¥i&Allan Jane.
Friday 13 Hearing at Legislative Council Committee Office. Transcript of Evidence from
June 2008 Session One - Ms Elissa Mansell & Mr Arno Albrecht. hearings.

Session Two - Mr Islwyn Davies.

Session Three - Mr Sam Albert Weir.
Monday 30 Hearing at Legislative Council Committee Office. Transcript of Evidence from
June 2008. Session One - Mr Timothy Marney. hearings.

Session Two - Mr Nicolas Anticich & Mr Trevor Wynn.

Session Three - Dr Karl O’'Callaghan, Mr Murray Largh Mr Arno

Albrecht, Mr Allan Jane & Ms Elissa Mansell.

Session Four - Dr Karl O’'Callaghan.

Session Five - Hon Len Roberts-Smith QC.
Monday 7 14:00 Hearing at Legislative Council Committee CHfi Transcript of Evidence from
July 2008 Session One - Mr Paul Lampathakis. hearings.
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Monday 4 14:30 Hearing at Legislative Council Committee CHfi Transcript of Evidence from
August 2008 Session One - Mr Sam Weir. hearings.
Sunday 2 Report inThe Sunday TimesRaid a waste of time: Top Cop
November Police Commissioner says that the raid shoakler have occurréd
2008
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