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EXECUTIVE SUMMARY
1

The Transport Legislation Amendment (Identity Matching Services) Bill 2021 (Bill) seeks to
give effect to Western Australia’s commitments made under the Intergovernmental
Agreement on Identity Matching Services (IGA) signed by the Commonwealth and all states
and territories on 5 October 2017.

2

The Bill proposes to authorise the Government to disclose photographs and identifying
information to a National Driver Licence Facial Recognition Solution (NDLFRS) for identity
matching. Amendments are proposed to the Road Traffic (Administration) Act 2008, Road
Traffic (Authorisation to Drive) Act 2008 and Western Australian Photo Card Act 2014 to allow
this to happen.

3

The NDLFRS will be operated and managed by the Commonwealth government. The
Commonwealth legislation seeking to govern the implementation of the NDLFRS has not yet
been enacted. The Commonwealth legislation could contain clauses that impact the Bill.

4

The Bill has addressed some of the Committee’s recommendations in report 127 on the
lapsed Transport Legislation Amendment (Identity Matching Services) Bill 2020.

5

The Committee has identified that the Bill impacts upon the Parliamentary sovereignty and
law making powers of the Parliament of Western Australia to the extent that it:
•

contains an open-ended regulation making power for Government to prescribe, by
regulation, the people, or classes of people, to whom identifying information may be
disclosed

•

refers to the IGA to define the scope of ‘authorised purpose’, which could be altered
without Parliamentary scrutiny

•

contains an annual reporting clause but not a review clause to review the effectiveness of
the legislation

•

contains a limitation in the annual reporting clause.

6

The Committee has proposed recommendations to address these sovereignty issues.

7

The Committee draws these clauses to the Legislative Council’s attention for consideration
during debate on the Bill.

Findings and recommendations
Findings and recommendations are grouped as they appear in the text at the page number
indicated:

FINDING 1

Page 8

The open-ended regulation making power in the definition of ‘prescribed person’ in clause 12,
proposed section 11(C)(1) of the Transport Legislation Amendment (Identity Matching Services)
Bill 2021 erodes the Western Australian Parliament’s sovereignty and law-making powers.
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RECOMMENDATION 1

Page 8

The Government amend clause 12, proposed section11(C)(1) of the Transport Legislation
Amendment (Identity Matching Services) Bill 2021 to limit the people or classes of people to
whom identifying information can be disclosed.

FINDING 2

Page 12

The reference to clause 1.2 of the intergovernmental agreement in the definition of ‘authorised
purpose’ in clause 12, proposed section 11(C)(1)(c) and clause 19, proposed section 14(1)(c) of the
Transport Legislation Amendment (Identity Matching Services) Bill 2021 erodes the Western
Australian Parliament’s sovereignty and law-making powers.

FINDING 3

Page 12

The definition of intergovernmental agreement in clause 12, proposed section 11B(1) of the Road
Traffic (Authorisation to Drive) Act 2008 and clause 18, proposed section 12(1) of the Western
Australian Photo Card Act 2014 erodes the Western Australian Parliament’s sovereignty and lawmaking powers.
RECOMMENDATION 2

Page 12

The Government amend clause 12, proposed section 11(C)(1)(c) and clause 19, proposed section
14(1)(c) of the Transport Legislation Amendment (Identity Matching Services) Bill 2021 to prescribe
the seven purposes listed in clause 1.2 of the intergovernmental agreement.
RECOMMENDATION 3

Page 12

If Recommendation 2 is not agreed, the Government amend clause 12, proposed section 11B(1)
and clause 18, proposed section 12(1) of the Transport Legislation Amendment (Identity Matching
Services) Bill 2021 to give effect to the following:
intergovernmental agreement means the Intergovernmental Agreement on Identity
Matching Services between the Commonwealth, the States, the Australia Capital Territory
and the Northern Territory made on 5 October 2017, as in force on 5 October 2017.

FINDING 4

Page 15

The operation and effectiveness of the proposed Transport Legislation Amendment (Identity
Matching Services) Bill 2021 should be reviewed as soon as practicable after the end of 5 years of
operation, and every 5 years thereafter, and reported to Parliament.

ii
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RECOMMENDATION 4

Page 16

The Transport Legislation Amendment (Identity Matching Services) Bill 2021 be amended to insert
provisions into the Road Traffic (Authorisation to Drive) Act 2008 and the Western Australian Photo
Card Act 2014 such as the following:
(i) The Minister must review the operation and effectiveness of the amendments made to
this Act by the Transport Legislation Amendment (Identity Matching Services) Act 2021,
and prepare a report based on the review, as soon as practicable after the 5th
anniversary of the day on which the Transport Legislation Amendment (Identity
Matching Services) Act 2021 section 2 comes into operation.
(ii) The Minister must cause the report to be laid before each House of Parliament as
soon as practicable after it is prepared, but not later than 12 months after the 5th
anniversary.

FINDING 5

Page 17

The limitation of the reporting requirements contained in clause 12, proposed section 11J(2)(b)
and clause 24, proposed section 17B(2)(b) of the Transport Legislation Amendment (Identity
Matching Services) Bill 2021 impacts the Western Australian Parliament’s sovereignty and lawmaking powers.
RECOMMENDATION 5

Page 17

The Government amend clause 12, proposed section 11J(2)(b) and clause 24, proposed section
17B(2)(b) of the Transport Legislation Amendment (Identity Matching Services) Bill 2021 to delete
the words ‘that is likely to result in serious harm to a person to whom the information relates’.
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1

Introduction

1.1

On 23 June 2021 the Transport Legislation Amendment (Identity Matching Services) Bill 2021
(Bill) was introduced into the Legislative Council. 1

1.2

The Bill was referred to the Standing Committee on Uniform Legislation and Statutes Review
(Committee) under Standing Order 126(1). The Committee was required to report by
10 August 2021, being the first Legislative Council sitting day following the expiry of the 45
day reporting period.

1.3

The Bill implements Western Australia’s commitments made under the Intergovernmental
Agreement on Identity Matching Services (IGA) signed by the Commonwealth and all states
and territories on 5 October 2017.

1.4

The Bill has not been developed by reference to a model bill.

1.5

The Bill proposes to amend the:
•

Road Traffic (Administration) Act 2008

•

Road Traffic (Authorisation to Drive) Act 2008

•

Western Australian Photo Card Act 2014.

to allow the disclosure of photographs and signatures from Western Australian driver’s
licences, permits and photo cards to the National Driver Licence Facial Recognition Solution
(NDLFRS) so they can be accessed via the Face Matching Services. 2
1.6

The NDLFRS is defined in the IGA as “the information technology system by which facial
images used on driver licences and other state and territory government issued documents
can be accessed via the Face Matching Services”. 3

2

Inquiry procedure

2.1

The Committee posted the inquiry on its website, the Uniform Legislation Committee
homepage. The general public was immediately notified of the referral via social media. 4

2.2

Under its terms of reference, the Committee is confined to investigating whether the Bill has
an impact on the parliamentary sovereignty and law-making powers of the Parliament of
Western Australia. The Committee is not able to consider any other matter, including the
policy of the Bill.

2.3

Given the Committee’s terms of reference, the Committee did not seek further submissions.

3

Supporting documents

3.1

The Committee received copies of the Bill, the second reading speech and the Explanatory
Memorandum (EM) when the Bill was introduced into the Legislative Council.

1

2

3
4

The Bill was introduced by Hon Sue Ellery MLC, Leader of the House, representing Hon Rita Saffioti MLA, Minister
for Transport.
Transport Legislation Amendment (Identity Matching Services) Bill 2021, Explanatory Memorandum, Legislative
Council, p 1.
Intergovernmental Agreement on Identity Matching Services, cl 3.1, p 9.

Legislative Council, 23 June 2021, retrieved from https://twitter.com/WALegCouncil/status/1273257440356626432

1

3.2

Standing Order 126(5) states:
The Member in charge of a Bill referred to the Committee shall ensure that all
documentation required by the Committee is provided to the Committee within
3 working days after referral …

3.3

The Minister forwarded the information required under Ministerial Memorandum
MM2007/01 5 to the Committee on 23 June 2021, the same day as the referral.

4

Background

Intergovernmental agreement
4.1

On 5 October 2017, the Commonwealth and all states and territories entered into an IGA,
designed to promote the sharing and matching of identity information in Australia through
the use of Identity Matching Services.

4.2

Each jurisdiction has agreed to pass legislation to enable the States and Territories to collect
identity information to share between jurisdictions for certain purposes such as prevention of
identity crime and law enforcement.

4.3

The Commonwealth will be implementing an ‘Interoperability Hub’ enabling data sharing
between participants. 6 The hub facilitates ‘the secure and auditable transmission of facial
images and associated information between agencies or entities participating in the face
matching services’. 7

4.4

Each State and Territory will collect images and identity information from documents
including drivers’ licences and passports. The images and information will be uploaded to
the NDLFRS. The NDLFRS is a technical platform of secure databases which will enable the
disclosure of identifying information displayed on driver’s licences, learner’s permits and
photo cards from all participating jurisdictions to agencies or organisations participating in
the face matching services. 8

4.5

The objective of the IGA is:
to facilitate the secure, automated and accountable exchange of identity
information, with robust privacy safeguards, in order to prevent identity crime and
promote law enforcement, national security, road safety, community safety and
service delivery outcomes. 9

5

6

7

8
9

2

Ministerial Office Memorandum MM 2007/01 requires the provision of information to the Committee such as: a
copy of the relevant intergovernmental agreement or a copy of the communiqué from the Ministerial Council
meeting at which it was agreed to introduce the legislation, a statement as to any timetable for the
implementation of the legislation, the advantages and disadvantages to the State as a participant in the relevant
scheme or agreement, any relevant constitutional issues, an explanation as to whether and by what mechanism
the State can opt out of the scheme and the mechanisms by which the bill, once enacted, can be amended.

The technical system that provides a mechanism for the secure and auditable transmission of facial images and
associated information between participating agencies or entities: see Intergovernmental Agreement on Identity
Matching Services cl 3.1, p 8 and cl 6.6, p 16.
Transport Legislation Amendment (Identity Matching Services) Bill 2021, Explanatory Memorandum, Legislative
Council, p 1.
ibid.

Intergovernmental Agreement on Identity Matching Services cl 1.1, p 4.

4.6

Part 4 of the IGA sets out the identity matching services that the Commonwealth intends to
implement. Those services include a document verification service, face verification service,
face identification service, one person one licence service, face recognition service and
identity data sharing service and facial recognition analysis utility service.

4.7

Part 5 of the IGA specifies that there will be private sector access to a document verification
service (DVS) commercial service and face verification service (FVS) commercial service. 10

4.8

The IGA also specifies that access to the NDLFRS will be underpinned by legally binding
identity-matching services documents called participation agreements hosted by the
Commonwealth agency responsible for managing and operating the NDLFRS. The previous
Committee commented:
The IGA reflects an agreement that each state and territory will create or amend
their own legislation to achieve the IGA’s data sharing objectives. This enables the
Western Australian Parliament (Parliament) to make, and amend, its own
legislation as it sees fit. The IGA also contains a mechanism for the State to
withdraw from the IGA and any agreements made under it.
However, the ‘participation agreement’ and ‘hosting agreement’ which will
underpin the operation of, and participation in, the data sharing services may not
be subject to Parliamentary oversight. 11

Committee comment
4.9

The Committee is concerned that the participation agreements are not tabled in Parliament
and will not be subject to Parliamentary oversight.

Commonwealth legislation
4.10

The Commonwealth will operate and manage the NDLFRS. 12

4.11

The Commonwealth has so far introduced three Bills to legislate the agreement made in the
IGA. The Commonwealth’s Identity-matching Services Bill 2018 (Commonwealth 2018 Bill)
was scrutinised by the Parliamentary Joint Committee on Intelligence and Security (PJCIS)
and the Parliamentary Joint Committee on Human Rights (PJCHR).

4.12

The Commonwealth 2018 Bill, along with the referral to the PJCIS, lapsed upon the
prorogation of the 45th Parliament on 11 April 2019 for a federal general election.

4.13

The PJCHR reported concerns in relation to proportionality [on the limitations on the right to
privacy] that underlie each of the [Identity Matching] Services. 13

4.14

The Commonwealth introduced the Identity-matching Services Bill 2019 (Commonwealth
2019 Bill) on 31 July 2019 in a new Parliament. 14 The Commonwealth also introduced the
Australian Passports Amendment (Identity-matching Services) Bill 2019 on 31 July 2019
(Commonwealth Passports 2019 Bill).

10
11

12
13

14

Intergovernmental Agreement on Identity Matching Services cl 5.1, 5.2, 5.3, 5.4, pp 14-15.

Western Australia, Legislative Council, Standing Committee on Uniform Legislation and Statutes Review,
report 127, Transport Legislation Amendment (Identity Matching Services) Bill 2020, August 2020, p 4.
Intergovernmental Agreement on Identity Matching Services cl 6.14, p 16.

Commonwealth, Parliamentary Joint Committee on Human Rights, Report 3 of 2018, tabled 27 March 2018,
paragraph 1.140, p 44.
In the House of Representatives by Hon David Coleman MP, Minister for Immigration, Citizenship, Migrant
Services and Multicultural Affairs.

3

4.15

The PJCIS described the Commonwealth 2019 Bill as follows:
Broadly, the IMS Bill [Identity-matching Services Bill 2019] seeks to establish a
range of services to identify, recognise or verify a facial image. In addition, it
proposes systems for the collation, access, use, sharing and disclosure of this type
of data. 15
…the Bill authorises the Department to develop, operate and maintain two
centralised facilities for the provision of identity-matching services:
(a) an ‘interoperability hub’, intended to operate as a router through which
participating government agencies and non-government entities can request
and transmit information as part of an identity-matching service, and
(b) the National Driver Licence Facial Recognition Solution (referred to in the Bill
as the NDLFRS), a federated database of information contained in government
identity documents such as driver licences. 16

4.16

The Commonwealth Passports 2019 Bill is described by the PJCIS:
The Passports Amendment Bill authorises the Department of Foreign Affairs and
Trade to disclose information in order to participate in identity-matching services
and provides for computerised decision-making.

4.17

The Commonwealth 2019 Bill and the Commonwealth Passports 2019 Bill were referred to
the PJCIS and PJCHR again for report.

4.18

The PJCIS and PJCHR had significant privacy concerns about the Commonwealth 2019 Bill:
The committee reiterates its views as set out in its previous reports on the
following bills. These bills have been reintroduced in relevantly substantially similar
terms to those previously commented on. 17
In relation to the IMS Bill in particular, the Committee notes that much of the
‘architecture’ of the identity-matching services is left to Access and Participation
Agreements or the practices of data holding agencies. This lack of detail in the IMS
Bill has prompted many of the concerns raised by submitters to the Committee’s
inquiry. Chief among these concerns was privacy. 18

4.19

15

16
17

18

19

4

The PJCIS commented that ‘few privacy safeguards are currently set out in the IMS Bill’. 19

Commonwealth, Parliamentary Joint Committee on Intelligence and Security, Advisory report on the Identitymatching Services Bill 2019 and the Australian Passports Amendment (Identity-matching Services) Bill 2019,
Committee Report, p 4.
ibid.

Commonwealth, Parliamentary Joint Committee on Human Rights, Report 4 of 2019, tabled 10 October 2019,
paragraph 1.20, p 10.

Commonwealth, Parliamentary Joint Committee on Intelligence and Security, Advisory report on the Identitymatching Services Bill 2019 and the Australian Passports Amendment (Identity-matching Services) Bill 2019,
Committee Report, p 19.
ibid., p 77.

4.20

The PJCIS had several concerns about the lack of privacy safeguards in the Commonwealth
2019 Bill. Interestingly, the PJCIS commented:
While the Committee accepts that it is necessary to develop Participation
Agreements and Access Policies, the Committee considers that the IMS Bill itself
should set out a requirement that the Participation Agreements and Access
Policies prescribe (among other things) the roles, rights and minimum obligations
of agencies and organisations in relation to their use of identity-matching services.
Necessarily, the terms of any Participation Agreement or Access Policy would have
to be consistent with the roles, rights and minimum obligations prescribed by the
Bill.
Accordingly, the Committee expects that, to ensure transparency, the underlying
broad principles of these agreements should be set out in the Bill. 20

4.21

In report 127, the Committee noted that the PJCIS commented on Western Australia’s lack of
privacy legislation:
South Australia and Western Australia do not have existing privacy legislation.
However, given concerns expressed by some submitters in respect of the
adequacy of privacy protections in the [Commonwealth 2019 Bill], the [IS]
Committee considers that all users of the identity-matching services should be
subject to a law or legally enforceable agreement that protects personal
information in accordance with the Australian Privacy Principles – even if that
means that some state and territory jurisdictions may have to enact new privacy
legislation in order to satisfy such a requirement. 21

4.22

As of the date of this report, no further bill has been introduced into the Commonwealth
Parliament.

Committee comment
4.23

The Committee is concerned that the Commonwealth Bill has not yet passed and there is
some uncertainty about what amendments may be made to it. The Commonwealth Bill could
contain clauses that impact the Bill.

4.24

The Committee draws this to the attention of the Council in its debate on the Bill.

Prior WA Bill
4.25

The Transport Legislation Amendment (Identity Matching Services) Bill 2020 (2020 Bill) was
referred to the Committee on 17 June 2020 with a reporting date of 11 August 2020.

4.26

Report 127 was tabled on 11 August 2020 and contained five recommendations to amend
the 2020 Bill. 22 The 2020 Bill lapsed upon prorogation on 7 December 2020.

20

21

22

Commonwealth, Parliamentary Joint Committee on Intelligence and Security, Advisory report on the Identitymatching Services Bill 2019 and the Australian Passports Amendment (Identity Matching Services) Bill 2019,
Committee Report, p 77.
Western Australia, Legislative Council, Standing Committee on Uniform Legislation and Statutes Review,
report 127, Transport Legislation Amendment (Identity Matching Services) Bill 2020, August 2020, p 6.
ibid., p ii-iii.

5

5

Transport Legislation Amendment (Identity Matching
Services) Bill 2021

Structure, effect and purpose of the Bill
5.1

5.2

5.3

The Minister has advised that the Bill is based on the 2020 Bill except for:
•

changes made in response to recommendations in Report 127

•

proposed section 11C(1)(d) of the Road Traffic (Authorisation to Drive) Act 2014 [and also
in proposed section 14(1)(d)(i) of the Western Australian Photo Card Act 2014] that allows
testing of systems that connect to the NDLFRS. 23

The Bill comprises 4 Parts and 26 clauses.
•

Part 1 contains preliminary clauses such as the commencement clause.

•

Part 2 amends the Road Traffic (Administration) Act 2008.

•

Part 3 amends the Road Traffic (Authorisation to Drive) Act 2008.

•

Part 4 amends the Western Australian Photo Card Act 2014.

The Bill enables the following:
•

disclosure of photographs and signatures from Western Australian driver’s licences,
learners’ permits and photo cards to the NDLFRS for identity matching

•

disclosure of photographs, signatures and other information about a person to the
NDLFRS by an automated system

•

disclosure of identifying information to other WA Government agencies

•

disclosure of a customer’s identifying information with the customer’s consent

•

use of provided photographs and signatures for producing one document that is used to
produce another document

•

retention of historical photographs and signatures

•

testing of computer systems that connect to the NDLFRS using identifying information.

Clauses impinging on Parliamentary sovereignty
Clause 12, proposed sections 11C(1) and (2)
‘Prescribed persons’
5.4

Proposed section 11(C)(1) states:
11C. Disclosure of identifying information to prescribed person
(1) In this section —
prescribed person means a person prescribed, or of a class prescribed, by the
regulations for the purposes of this section.

23

6

Hon Rita Saffioti MLA, Minister for Transport, letter, 25 June 2021, p 2.

5.5

Proposed section 11C(2) states:
(2) The CEO may disclose identifying information to a prescribed person if the CEO
considers that the information is required by the person for an authorised
purpose.

5.6

The Committee’s recommendation in report 127 about ‘prescribed person’ has not been
addressed.

No justification in explanatory materials
5.7

Proposed section 11C(1) contains an open ended regulation making power. The EM does not
provide justification for this omission.

5.8

The second reading speech failed to identify or justify why the open-ended regulation
making power remains in relation to the definition of ‘prescribed person’.

5.9

The erosion of Parliamentary sovereignty remains in relation to the definition of ‘prescribed
person’ in proposed section 11C(1).

Minister’s position
5.10

The Committee asked the Minister why the definition of ‘prescribed person’ has not been
amended. The Minister responded:
The recommendation to also limit the people or classes of people (or prescribed
person) to whom identifying information may be disclosed was analysed and
considered not necessary because of the proposed amendment to the definition
of authorised purpose.
The existing provisions in section 14 of the Road Traffic (Administration) Act 2008
provide that the CEO may disclose information to a prescribed person for an
authorised purpose. Both criteria must be met to enable information to be
disclosed.
With the amendment to “authorised purpose” to limit regulations for the
disclosure of identifying information to the purposes of the intergovernmental
agreement, it was considered that this limitation addressed the intent of the
Committee’s Recommendation 2 and would satisfy the related Committee Finding
3 that the original regulation making power eroded the WA Parliament’s
sovereignty and law-making powers. 24
The ability to prescribe a person or class of person in the regulations provides
flexibility for machinery of government changes. It is noted the disclosure of
identifying information will only ever be provided to a prescribed person for an
authorised purpose. 25

Committee comment
5.11

24
25

Who can be a ‘prescribed person’ has not been defined in the Bill. However, the definition of
‘authorised purpose’ narrows the type of people or classes of people to whom identifying
information can be disclosed.

Hon Rita Saffioti MLA, Minister for Transport, letter, 22 July 2021, p 2.
ibid., p 3.

7

5.12

The Committee notes the Minister’s position in relation to this clause but considers that an
open-ended regulation making power erodes Parliamentary sovereignty. The power could be
used to extend the range of persons or entities authorised to have access to identifying
information beyond the original and principal purposes for which the information may be
disclosed. 26

5.13

The Committee agrees with the comments made by the former Committee in report 127.
There is no clear boundary as to what purpose may be prescribed by regulations to be an
‘authorised purpose’ and this is compounded by:
•

the long title of the Bill 27

•

the current lack of Commonwealth legislation, central to the scheme

•

the lack of an objects clause in the Bill

•

reference in the IGA and EM to the prospect of private sector access to the NDLFRS

•

the lack of information available to the Committee providing clear limits as to what
might occur in the future

•

the parallel participation, hosting and, possibly, other agreements that the Parliament
will not have the opportunity to scrutinise. 28

FINDING 1
The open-ended regulation making power in the definition of ‘prescribed person’ in clause 12,
proposed section 11(C)(1) of the Transport Legislation Amendment (Identity Matching Services)
Bill 2021 erodes the Western Australian Parliament’s sovereignty and law-making powers.
RECOMMENDATION 1
The Government amend clause 12, proposed section11(C)(1) of the Transport Legislation
Amendment (Identity Matching Services) Bill 2021 to limit the people or classes of people to
whom identifying information can be disclosed.
Clause 12 – Part 2 Division 3A replaced
‘Authorised purpose’
5.14

26

27

28

29
30

8

Clause 12 inserts proposed section 11C(1) into the Road Traffic (Authorisation to Drive) Act
2008. The CEO may disclose identifying information (photographs and signatures) to a
prescribed person for an authorised purpose. 29 In the 2020 Bill, a ‘prescribed person’ and an
‘authorised purpose’ were prescribed by regulations. 30

Western Australia, Legislative Council, Standing Committee on Uniform Legislation and Statutes Review,
report 127, Transport Legislation Amendment (Identity Matching Services) Bill 2020, August 2020, p 12.

An Act to amend the Road Traffic (Administration) Act 2008, the Road Traffic (Authorisation to Drive) Act 2008 and
the Western Australian Photo Card Act 2014 to give effect to an intergovernmental agreement on identity
matching services, and for related purposes.
Western Australia, Legislative Council, Standing Committee on Uniform Legislation and Statutes Review,
report 127, Transport Legislation Amendment (Identity Matching Services) Bill 2020, August 2020, p 12.
Transport Legislation Amendment (Identity Matching Services) Bill 2021 cl 11C(2).

Transport Legislation Amendment (Identity Matching Services) Bill 2020 cl 11C(1).

5.15

The Committee found that in the 2020 Bill, proposed section 11C(1) contained an openended regulation making power which should be contained in the Act and not regulations,
because of the possible consequences:
The Committee is concerned about the open-ended regulation-making powers
and notes they could potentially be used to extend the range of persons or entities
authorised to have access to identifying information beyond the original and
principal purpose of the legislation. For example, the Bill does not prohibit
identifying information being provided to private entities for commercial
purposes. 31

5.16

Proposed section 11C(1) partly provides:
11C. Disclosure of identifying information to prescribed person
(1) In this section —
authorised purpose means —
(a) the purpose of performing functions under a written law or a law of
the Commonwealth, another State or a Territory; or
(b) a purpose related to the administration or enforcement of a
written law or a law of the Commonwealth, another State or a
Territory; or
(c) a purpose, prescribed by the regulations for the purposes of this
definition, that is related to a purpose set out in clause 1.2 of the
intergovernmental agreement; or
(d) the purpose of developing and testing computer systems that
connect to the National Driver Licence Facial Recognition Solution (as
defined in clause 3.1 of the intergovernmental agreement);

5.17

Proposed section 11C(1)(c) and (d) narrows the scope of what is an ‘authorised purpose’
under regulations. Clause 1.2 of the IGA contains the purposes for which the parties agree to
promote the sharing and matching of identity information. 32 The purposes are:
(a)

Preventing identity crime — the prevention, detection, investigation or
prosecution of identity crime.

(b)

General law enforcement — the prevention, detection, investigation or
prosecution of an offence under Commonwealth, state and/or territory
laws.

(c)

National security — conducting investigations or gathering intelligence
for purposes relating to Australia’s defence, security, international
relations or law enforcement interests.
Note: Section 8 of the National Security Information (Criminal and Civil Proceedings) Act
2004 (Cth) defines ‘national security’ as Australia’s defence, security, international
relations or law enforcement interests’.

31

32

Western Australia, Legislative Council, Standing Committee on Uniform Legislation and Statutes Review,
report 127, Transport Legislation Amendment (Identity Matching Services) Bill 2020, August 2020, p 12.
Intergovernmental Agreement on Identity Matching Services, 5 October 2017, p 4.

9

(d)

Protective security — activities to promote the security of Agency assets,
facilities or personnel, including but not limited to:
i.

the protection and management of legally assumed identities, and

ii. security or criminal background checking.
(e)

Community safety — activities to identify individuals who are at risk of, or
who have experienced, physical harm, including but not limited to:
i.

investigating individuals that are reported as missing

ii. identifying individuals who are reported as dead, or unidentified
human remains
iii. identifying individuals when addressing significant risks to public
health or safety, or
iv. identifying individuals in relation to disaster events or major events.
(f)

Road safety — the conduct of activities to improve road safety, including
detection of unlicensed and disqualified drivers and individuals who hold
multiple licences; and

(g)

Identity verification — the verification of an individual’s identity, where this
is done with the consent of the individual or as authorised or required by
law, for example in the delivery of government services or for private
sector organisations to meet regulatory identity verification
requirements. 33

5.18

The Committee noted that the text of clause 1.2 was not included in the Bill. A person
reading the Bill would need to search the IGA to determine the scope of an ‘authorised
purpose’.

5.19

The definition of ‘intergovernmental agreement’ is in the Bill at proposed section 11B(1) of
the Road Traffic (Authorisation to Drive) Act 2008 and proposed section 12(1) of the Western
Australian Photo Card Act 2014. Proposed section 11B(1) reads as:
intergovernmental agreement means the Intergovernmental Agreement on
Identity Matching Services between the Commonwealth, the States, the Australian
Capital Territory and the Northern Territory made on 5 October 2017, as in force
from time to time.

Minister’s position
5.20

The Committee asked the Minister why a reference to clause 1.2 of the IGA was included in
the Bill instead of the text of clause 1.2.

5.21

The Minister responded:
Referring to clause 1.2 of the intergovernmental agreement, rather than
incorporating its text into the Bill, was considered a practical way to capture the
intended policy. The text of clause 1.2 is lengthy and would have needed to be set
out in both the Road Traffic (Authorisation to Drive) Act 2008 and the Western
Australian Photo Card Act 2014. Rather than incorporating the text of clause 1.2
into two Acts, a short incorporation by reference was considered more
appropriate.

33
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Intergovernmental Agreement on Identity Matching Services, 5 October 2017, pp 4–5.

Another consideration was the way that clause 1.2 is worded and that it would
have been necessary to make minor amendments to fit the style of Western
Australian legislation. Each amendment, regardless of how minor, raises questions
as to whether some change to the meaning was intended.
In addition, by incorporating the purposes by reference to clause 1.2, it is clear the
intent is to reflect the intergovernmental agreement to which WA is a party. If the
text of clause 1.2 is set out in full in the two Acts, it would not be immediately clear
where those purposes had come from. 34

Clause 12, proposed section 11C(1)(d)
5.22

Proposed section 11C(1)(d) allows the CEO to disclose information to prescribed persons for
the purpose of developing and testing computer systems that connect to the NDLFRS.

5.23

The Minister explained that proposed section 11C(1)(d) is necessary:
Consideration of the Committee’s Recommendation 2 [in report 127 regarding the
2020 Bill] identified that an Act-level power to disclose for the purposes of
computer testing would be necessary. The Commonwealth legislation is being
developed in parallel. It has not yet passed, and its timing is uncertain. In the
interim, it is desirable to continue to develop computer systems so that WA is
ready to connect to the Solution with minimal delay after the passage of the Bill.
The development and testing of interfaces between computer systems can
typically take one year or more so it is necessary to develop these in parallel with
legislative changes. To properly test the Solution computer systems, it will be
necessary to disclose real WA customer identifying information for purposes such
as determining photograph biometric quality as well as ensuring the system
connection works as it should. 35

5.24

An identical provision is found in clause 19(1) of the Bill. Proposed section 14(1) of the
Western Australian Photo Card Act 2014 mirrors the amendments made to proposed section
11C(1)(c) and (d) of the Road Traffic (Authorisation to Drive) Act 2008.

Committee comment
5.25

The Bill defines the regulation-making power so as to limit the purposes for which
information can be disclosed. The Bill has narrowed the definition of what can be an
‘authorised purpose’ in proposed sections 11C(1)(c) and (d) and 14(1)(c) and (d).

5.26

The Committee notes the Minister’s position at paragraph 5.21. However, the definition of
‘intergovernmental agreement’ in the Bill refers to the IGA ‘as in force from time to time’.
This means that the IGA could be subjected to future amendments. If clause 1.2 of the IGA
was amended, then the purposes for which identifying information can be disclosed could
change without Parliament’s scrutiny.

5.27

The Committee considers it is preferable that the seven purposes listed in clause 1.2 of the
IGA be included in the Bill. This provides clarity and prevents any amendment to the
prescribed purposes without Parliamentary scrutiny.

34
35

Hon Rita Saffioti MLA, Minister for Transport, letter, 22 July 2021, p 1.
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FINDING 2
The reference to clause 1.2 of the intergovernmental agreement in the definition of ‘authorised
purpose’ in clause 12, proposed section 11(C)(1)(c) and clause 19, proposed section 14(1)(c) of the
Transport Legislation Amendment (Identity Matching Services) Bill 2021 erodes the Western
Australian Parliament’s sovereignty and law-making powers.

FINDING 3
The definition of intergovernmental agreement in clause 12, proposed section 11B(1) of the Road
Traffic (Authorisation to Drive) Act 2008 and clause 18, proposed section 12(1) of the Western
Australian Photo Card Act 2014 erodes the Western Australian Parliament’s sovereignty and lawmaking powers.
RECOMMENDATION 2
The Government amend clause 12, proposed section 11(C)(1)(c) and clause 19, proposed section
14(1)(c) of the Transport Legislation Amendment (Identity Matching Services) Bill 2021 to prescribe
the seven purposes listed in clause 1.2 of the intergovernmental agreement.
RECOMMENDATION 3
If Recommendation 2 is not agreed, the Government amend clause 12, proposed section 11B(1)
and clause 18, proposed section 12(1) of the Transport Legislation Amendment (Identity Matching
Services) Bill 2021 to give effect to the following:
intergovernmental agreement means the Intergovernmental Agreement on Identity
Matching Services between the Commonwealth, the States, the Australia Capital Territory
and the Northern Territory made on 5 October 2017, as in force on 5 October 2017.
Clause 12, proposed section 11J and clause 24, proposed section 17B
5.28

The Bill contains two new clauses which insert a requirement for the Minister to produce an
annual report in relation to identifying information. Clause 12 inserts proposed section 11J
into the Road Traffic (Authorisation to Drive) Act 2008. Clause 24 inserts proposed section
17B into the Western Australian Photo Card Act 2014.

5.29

Proposed sections 11J and 17B are essentially the same:
11J. Annual report in relation to identifying information
(1) In this section —
Department means the department of the Public Service principally assisting in
the administration of this Act;
Entity has the meaning given in clause 3.1 of the intergovernmental agreement;
Face Matching Services has the meaning given in clause 3.1 of the
intergovernmental agreement.

12

(2) Within 3 months after the end of the financial year, the CEO must give to the
Minister a report containing the following information for that financial year —
(a) the name of each Entity with which the Department had an arrangement
that allowed for identifying information to be shared with the Entity through
the Face Matching Services;
(b) details of any loss of, or unauthorised access to or disclosure of, identifying
information that is likely to result in serious harm to a person to whom the
information relates;
(c) any other information that the Minister requests the CEO to include in
relation to identifying information.
(3) The report may form part of the annual report submitted to the Minister under
the Financial Management Act 2006 section 63(2)(a).
(4) If the report does not form part of that annual report, the Minister must cause a
copy of the report to be laid before each House of Parliament within 14 sitting
days of the House after the Minister receives it.

5.30

The Committee raised a concern about the lack of a review provision of the legislative
proposal in the 2020 Bill and made recommendations about the insertion of a review
clause. 36

5.31

Thornton defines a review clause as:
a clause ‘[t]he purpose of [which] is to oblige the responsible Minister or some
other identified authority or person to review the operation of legislation after a
specified period and to report to Parliament with appropriate recommendations.’ 37

5.32

Previous committee reports have emphasised the importance of periodic review clauses:
Given that the Bill gives effect to a national cross-recognition scheme it is arguable
there should be legislative provision for a periodic statutory review of how the
provisions in the Bill are operating, including whether they have been effective in
carrying out the purpose of the Bill. 38
The Committee has previously commented on the lack of a review clause in
uniform legislation and notes that clauses to provide for periodic review are
standard drafting practice. Review clauses are an important mechanism for
Parliamentary accountability and oversight of legislation. 39

5.33

In relation to the 2020 Bill, the Committee recommended:
•

36

37
38

39

the Minister for Transport shall carry out a review of the operation and effectiveness of
the Act as soon as practicable after the expiry of 3 years from its commencement, and
every 3 years thereafter

Western Australia, Legislative Council, Standing Committee on Uniform Legislation and Statutes Review,
report 127, Transport Legislation Amendment (Identity Matching Services) Bill 2020, August 2020, p 18.
GC Thornton, Legislative Drafting, (4th Edition, 1996) Butterworths, London, p 216.

Western Australia, Legislative Council, Standing Committee on Uniform Legislation and Statutes Review,
report 107, Domestic Violence Orders (National Recognition) Bill 2017, October 2017, p 13.

Western Australia, Legislative Council, Standing Committee on Uniform Legislation and Statutes Review, report 96,
Co-operatives Amendment Bill 2015, 25 February 2016, p 17.
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•

the following matters should be examined:
o
o
o
o

5.34

the effectiveness of the Act in achieving its purposes
whether the Act has resulted in any unintended or undesirable consequences
the effect of the Act on individuals’ rights
privacy safeguards and the effectiveness of those safeguards

o

identifying Government and private sector users of the National Driver Licence Facial
Recognition Solution

o

any complaints and concerns about the Act and the scheme’s operation

o

such other matters as appear to the Minister for Transport to be relevant. 40

Proposed sections 11J and 17B prescribe an annual reporting requirement. However, the
information the CEO is required to disclose to the Minister is narrower in scope than the
matters listed for examination above at paragraph 5.33.

Minister’s position
5.35

The Committee asked the Minister why a review clause was not implemented. The Minister
stated:
A review clause was not implemented as WA will already participate in a review of
the overall operation of the Identity Matching Services as outlined in Part 13 of the
intergovernmental agreement, which this Bill gives effect to.
It is noted that the review in clause 13.3 of the intergovernmental agreement has
been postponed. Clause 13.3 requires that the operation of the Identity Matching
Services be reviewed three years from the commencement of the agreement, to
assess matters including, the effectiveness in progressing the objective of the
agreement, the effectiveness of governance arrangements and privacy safeguards
in protecting the personal information of individuals.
As Identity Matching Services have not yet been fully operational in the timeframe
envisaged for the review, the Department of Home Affairs considered it was not
yet feasible to adequately assess the matters outlined at clause 13.3 and that
review has been postposed as agreed on 3 December 2020 by the National
Identity Security Coordination Group (NISCG). The NISCG is defined under the
intergovernmental agreement and is responsible to the Ministerial Council for
Police and Emergency Management for the management of Identity Matching
Services.
A review will be more effective once the Commonwealth Identity-matching
Services Bill is in place and the National Driver Licence Facial Recognition Solution
is closer to full operating capability and use of the Face Matching Services extends
beyond the current trial phases. The timing of the review will be reassessed in
December 2021. 41

40
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5.36

The Minister also provided information on why an annual reporting requirement was chosen
rather than a review clause:
Annual reporting would commence within a year of WA customer data being
accessed via the Solution, whereas a legislative review would not occur for a
period of three years.
In addition to the proposed annual reporting on WA customer data, it is noted
that there will be detailed annual reporting responsibilities for the Department of
Home Affairs and Australian Information Commissioner. 42

Committee comment
5.37

The Committee remains concerned that proposed section 11J(2)(b) (and 17B(2)(b)) does not
provide for a full review of the effectiveness of the Road Traffic (Authorisation to Drive) Act
2008 and the Western Australian Photo Card Act 2014 given the following:
•

the Commonwealth legislation has not been enacted and the Committee has not been
able to review what provisions will be in the Commonwealth Act

•

the Bill contains provisions allowing the disclosure of private identifying information
between State agencies, the Commonwealth and some private entities 43

•

the NDLFRS and data sharing systems run by the Commonwealth have not commenced.

5.38

In 2020, the former Committee recommended a legislative provision for a three year
statutory review because of similar concerns. 44

5.39

The Committee considers that a periodic review clause would be beneficial in addition to an
annual reporting requirement. It would ensure that the effectiveness of the legislative
proposal is examined. The Committee is of the view that a five year review clause in addition
to the annual reporting requirement would provide thorough information to Parliament. This
ensures that Parliament retains its ability to address any issues with the legislation.

FINDING 4
The operation and effectiveness of the proposed Transport Legislation Amendment (Identity
Matching Services) Bill 2021 should be reviewed as soon as practicable after the end of 5 years of
operation, and every 5 years thereafter, and reported to Parliament.

42
43

44

ibid., p 3.

Transport Legislation Amendment (Identity Matching Services) Bill 2021, Explanatory Memorandum, Legislative
Council, pp 4-5.
Western Australia, Legislative Council, Standing Committee on Uniform Legislation and Statutes Review,
report 127, Transport Legislation Amendment (Identity Matching Services) Bill 2020, August 2020, p 17.
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RECOMMENDATION 4
The Transport Legislation Amendment (Identity Matching Services) Bill 2021 be amended to insert
provisions into the Road Traffic (Authorisation to Drive) Act 2008 and the Western Australian Photo
Card Act 2014 such as the following:
(i) The Minister must review the operation and effectiveness of the amendments made to
this Act by the Transport Legislation Amendment (Identity Matching Services) Act 2021,
and prepare a report based on the review, as soon as practicable after the 5th
anniversary of the day on which the Transport Legislation Amendment (Identity
Matching Services) Act 2021 section 2 comes into operation.
(ii) The Minister must cause the report to be laid before each House of Parliament as
soon as practicable after it is prepared, but not later than 12 months after the 5th
anniversary.

Any loss of, or unauthorised access to or disclosure of, identifying information that is likely to result in
serious harm
5.40

The Committee notes that proposed section 11J(2)(b) (and 17B(2)(b)) provides that ‘the CEO
must inform the Minister of any loss of, or unauthorised access to or disclosure of,
identifying information that is likely to result in serious harm to a person to whom the
information relates.’

5.41

The obligation on the CEO to report to the Minister does not seem to apply where a loss of
information does not result in or is not likely to result in serious harm.

5.42

The Committee asked the Minister:

5.43

•

how ‘serious harm’ will be determined

•

whether proposed section 11J(2)(b) (and 17B(2)(b)) will require the CEO to disclose loss
of information when it does not result in serious harm.

The Minister stated:
The concept of serious harm has been modelled on the notifiable data breach
(NDB) scheme established under the Commonwealth Privacy Act 1988, in line with
clause 9.18 of the intergovernmental agreement which provides, “Any
unauthorised disclosure of identity information via the interoperability Hub or the
National Driver Licence Facial Recognition Solution may also, depending on the
circumstances of the disclosure, require notification in accordance with the
Notifiable Data Breach Scheme established under the Commonwealth Privacy Act
1988 (Cth).”
The determination of whether a data breach has caused or is likely to result in
serious harm will mirror that required under the NDB scheme. This will entail
deciding whether, from the perspective of a reasonable person, the data breach
would be likely to result in serious harm to an individual whose personal
information was part of the data breach. 45

45
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Hon Rita Saffioti MLA, Minister for Transport, letter, 22 July 2021, p 4.

5.44

In response to the question about whether proposed 11J(2)(b) (and 17B(2)(b)) will require the
CEO to disclose loss of information when it does not result in serious harm, the Minister
stated:
Yes, the reporting of data breaches is intended to capture those data breaches
that are likely to result in serious harm to an individual.
The Department of Transport utilises strong risk and access controls, including the
use of data analytics to identify unauthorised access of information. Access to
identifying information is limited to staff who require access to images for the
purpose of quality assuring images before they are printed on driver’s licence
cards or senior compliance officers investigating identify fraud matters.
Photographs and signatures constituting identifying information are not stored
within the driver’s licence register and therefore operational and frontline staff do
not have access to identifying information. This minimises the likelihood that this
information can be accessed by an unauthorised person. 46

Committee comment
5.45

The Committee considers that all details of any loss of, or unauthorised access to or
disclosure of, identifying information should be included in the report referred to in
proposed sections 11J(2)(b) and 17B(2)(b). This should not be limited to breaches where it is
likely to result in serious harm to a person to whom the information relates.

5.46

For the review clause to be most effective, the Committee has the view that all data breaches
should be reported and available for Parliament to review. Parliament can then assess
whether the amendments to the Road Traffic (Authorisation to Drive) Act 2008 and the
Western Australian Photo Card Act 2014 made by the Bill are working as Parliament intends.
This preserves Parliament’s sovereignty and law making powers.

FINDING 5
The limitation of the reporting requirements contained in clause 12, proposed section 11J(2)(b)
and clause 24, proposed section 17B(2)(b) of the Transport Legislation Amendment (Identity
Matching Services) Bill 2021 impacts the Western Australian Parliament’s sovereignty and lawmaking powers.
RECOMMENDATION 5
The Government amend clause 12, proposed section 11J(2)(b) and clause 24, proposed section
17B(2)(b) of the Transport Legislation Amendment (Identity Matching Services) Bill 2021 to delete
the words ‘that is likely to result in serious harm to a person to whom the information relates’.

46

ibid., p 6.
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Clauses amended in response to the recommendations in report 127
Clause 2 – Commencement
5.47

In the 2020 Bill, clause 2(b) provided that the Act except for Part 1 would come into
operation on a day fixed by proclamation. 47 The Committee found that this impacted upon
Parliamentary sovereignty.

5.48

Clause 2(b) of the Bill provides that the Act except for Part 1, comes into operation the day
after Royal Assent.

Committee comment
5.49

The Committee notes that the Government has followed recommendation 1 in report 127. 48

Clause 12, proposed section 11I and clause 24, proposed section 17A
5.50

Proposed section 11I states:
11I. No subpoena or orders for disclosure of identifying information
Identifying information is not to be compelled to be produced or disclosed in
civil proceedings by subpoena or otherwise, except in proceedings under the
following Acts —
(a) the Criminal Organisations Control Act 2012;
(b) the Criminal Property Confiscation Act 2000;
(c) the High Risk Serious Offenders Act 2020.

5.51

Proposed section 11I will be inserted into the Road Traffic (Authorisation to Drive) Act 2008.
Proposed section 17A is the same as proposed section 11I. Proposed section 17A will be
inserted into the Western Australian Photo Card Act 2014.

5.52

In the 2020 Bill, these proposed sections provided that “subject to regulations, identifying
information is not to be compelled to be produced or disclosed in civil proceedings by
subpoena or otherwise”. In report 127 the Committee recommended that:

47

48
49
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•

it be specified which Acts are exceptions to the prohibition that identifying information is
not to be compelled to be produced or disclosed in civil proceedings by subpoena or
otherwise

•

if a regulation making power is necessary, the 2020 Bill provide clear limits to the
regulation-making power. 49

Western Australia, Legislative Council, Standing Committee on Uniform Legislation and Statutes Review,
report 127, Transport Legislation Amendment (Identity Matching Services) Bill 2020, August 2020, p 8.
ibid., p 9.

ibid., p 16.

Committee comment
5.53

Proposed sections 11I and 17A address the Parliamentary sovereignty concerns the
Committee raised by prescribing the Acts under which identifying information can be
compelled to be produced or disclosed in civil proceedings.

Hon Donna Faragher MLC
Chair
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GLOSSARY
Term

Definition

Bill

Transport Legislation Amendment (Identity Matching Services) Bill 2021

CEO

Chief Executive Officer of the Department of Transport

Committee

Standing Committee on Uniform Legislation and Statutes Review

Commonwealth 2018
Bill

Identity-matching Services Bill 2018 (Cth)

Commonwealth 2019
Bill

Identity-matching Services Bill 2019 (Cth)

Commonwealth
Passports 2019 Bill

Australian Passports Amendment (Identity-matching Services) Bill 2019

Document Verification
Service

A secure, national, online system that enables entities to verify
biographical information on identity documents against corresponding
records held by document issuing entities

Face Matching Services

A collective term for the Identity Matching Services that involve facial
biometric matching, namely the Face Verification Service, Face
Identification Service, Facial Recognition Analysis Utility Service and
One Person One Licence Service.

Face Identification
Service

The service that enables a facial image to be compared against
multiple images held on a database of government records to establish
an individual’s identity

Facial Recognition
Analysis Utility Service

The service that enables state and territories road agencies to conduct
biometric matching using their own data holdings within the NDLFRS

Face Verification
Service

The service that enables a facial image associated with an individual to
be compared against a facial image held on a specific government
record associated with that same individual to confirm that individual’s
identity

Identity Data Sharing
Service

The service that enables the sharing of identity information between
participating agencies, on an incremental or other regular basis, to help
maintain the accuracy and integrity of identity-based records. This
service does not involve facial biometric or other data matching

Identity Matching
Services

An ‘umbrella’ term for all services, as contemplated by the IGA, that will
enable data sharing between participants, including the Document
Verification System, the Face Verification System, the Face
Identification Service, the One Person One Licence Service, the Face
Recognition Analysis Utility Service and the Identity Data Matching
Service.

IGA

Intergovernmental Agreement on Identity Matching Services signed by
the Commonwealth and all states and territories on 5 October 2017
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Glossary

Term

Definition

Interoperability Hub

The technical system that provides a mechanism for the secure and
auditable transmission of facial images and associated information
between agencies or entities participating in the Face Matching
Services

Minister

Hon Rita Saffioti MLA, Minister for Transport

One Person One
Licence Service

The service that enables a facial image to be compared, on a
constrained one-to-many basis, to other images in the NDLFR Solution
to identity whether a licence holder or applicant holds multiple licences
in the same or a different identity across participating jurisdictions

PJCHR

Commonwealth Parliamentary Joint Committee on Human Rights

PJCIS

Commonwealth Parliamentary Joint Committee on Intelligence and
Security

NDLFRS

National Driver Licence Facial Recognition Solution. The NDLFRS is the
information technology system by which facial images used on driver’s
licences and other state and territory government issued documents
can be accessed via the Face Matching Services

2020 Bill

Transport Legislation Amendment (Identity Matching Services) Bill 2020

Glossary
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