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PUBLIC ACCOUNTS COMMITTEE REPORT N0.15 OF 2016, DOING ICT BETTER 

Following on from the Public Accounts Committee hearing of 9 August 2017 regarding the 
Public Accounts Committee Report No. 15 of 2016, Doing ICT Better, please find attached 
as requested: 

- a table providing a status update against each of the Report's recommendations 
(Attachment 1 ); and 

- further information regarding cloud, including information on cloud security (Attachment 
2). 

If you would like further clarification on this matter, please contact Ms Marion Burchell, 
Executive Director, Policy and Governance, on 

Giles Nunis 
Chief Executive and Government Chief Information Officer 

05 September 2017 

Att. 
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Attachment 2 

PUBLIC ACCOUNTS COMMITTEE REPORT No. 15 DOING /CT BETTER 

Status against each report recommendation 

The recommendation remains a decision for the current Government. The Minister for Innovation confirm that the 
Government of Western Australia Office of 
the Government Chief Information Officer 
(WAGCIO) will continue operating beyond 
the 2017-18 financial year. 

The Minister for Innovation and ICT has requested the WAGCIO to develop a business case for future 
funding to be considered as part of the 2017-18 Mid-Year Review process. 



The WA GC/O consider the organisational 
structure in place within its counterpart office 
in New Zealand when determining future 
staffing requirements. At a minimum, the 
Committee strongly encourages the 
establishment of a Government Stakeholder 
Management team to ensure that all 
Ministers and agencies are continually kept 
abreast of the WAGG/O's important reform 
agenda. 
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Organisational structure: 

The WAGCIO has an organisational structure which is based on current level of approved resources. 

The New Zealand Office has a broader remit to the WAGCIO, hence its staffing is reflective of this. 

The model adopted by New Zealand (approx. 80 personnel), and other jurisdictions (DTA approx. 71 ), will 
be considered when determining the longer-term resourcing of the WAGCIO. 

Current base FTE is 19.2. With projects (i.e. GovNext, myWA, GSB) this increases to 36. 

The ongoing nature (funding, role and organisational structure) remains a decision for the current 
Government. 

Establishment Government Stakeholder Committee: 

Stakeholder engagement and communications planning is a high priority for the WAGCIO. The Minister 
and WAGCIO are committed to ensuring all stakeholders are engaged and consulted during the 
development of policies and initiatives. The following mechanisms have been implemented: 

biannual reports to Cabinet; 

- the Directors General ICT Council, the CIO Advisory Committee, and the Business Impact Group; 

- Director General, CIO and industry forums; 

- a CIO Portal, within which ICT executives across the government ICT sector can communicate; and 

- regular CIO workshops. 



As part of its planned baseline measurement 
exercise, the WAGCIO obtain an accurate 
figure for the current annual /CT expenditure 
across the Western Australian public sector. 

The WAGC/O should also obtain accurate 
figures for /CT expenditure at an individual 
agency level, so that it can identify and work 
with the agencies having the most difficulty 
controlling their costs. 
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This recommendation is well advanced. The WAGCIO has commenced a baseline measurement exercise 
in accordance with the State ICT Strategy: Digital WA. Data will be collected at an individual agency level, 
including the cost of service delivery and technology. 

Baseline measurement will be undertaken as an annualised process, to provide continued insights for 
agencies and the WAGCIO in pursuing targeted reform , and identifying agencies in need of additional 
assistance. 

Initial results will be submitted to the Directors General ICT Council in October 2017. 

Directors General will receive an individual report on their agencies KPls with de-identified comparisons 
against other agencies, so they can see where they are performing well or poorly in comparison to the rest 
of the sector. 

The WAGCIO will undertake further analysis and consultation with agencies to understand the results of 
the 2017 benchmarking exercise and determine mechanisms for improvements as required. 



The WAGC/O introduce additional KP/s in 
Digital WA that focus on the quality of 
services offered as a result of investment in 
/CT. 

Such KP/s might be based around the 
transactional capacity of the sector as a 
whole. They could be derived by collecting 
data from all relevant agencies on the 
volume of transactions performed through 
digital channels, the speed with which these 
transactions are completed, and the level of 
customer satisfaction with the services 
offered. 
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A review of Digital WA is underway. 

Two existing KP ls in Digital WA focus on the quality of service offered as a result of investment in ICT, on 
services offered over digital channels, as follows: 

• KPI 2 reports the percentage of government digital services that meet or exceed agreed and published 
service levels, with a 2020 target of 90 per cent. 

Under the KPI, 'service levels' refers to the speed, reliability and availability of individual digital services. 
These are typically documented as service level agreements (SLAs), and are used to measure the 
quality of a service; and 

• KPI 4 reports the percentage of financial and information service transactions with the public that are 
done through digital channels, with a 2020 target of 75 per cent. 

This KPI focuses on the volume of transactions performed through digital channels, and the data 
collection process includes clear definitions of transaction and digital channel. 

There is currently no KPI relating to customer satisfaction at either the 
whole-of-government level, or at the individual agency service level. The introduction of a KPI relating to 
customer satisfaction with digital services is being examined as part of the review of the Digital WA strategy. 



The Government establish a Cabinet sub
committee for JCT investment based on the 
concept of the New Zealand Government 
Investment Ministers Group. The purpose of 
this sub-committee should be to allow senior 
Ministers to meet, both with and 
independently of the WAGC/O, to improve 
their awareness of the potential and 
challenges that JCT presents to their 
portfolios. 

The WA GC/O ensure that the Directors 
General JCT Council takes a proactive 
approach to improving investment outcomes 
across the sector by formalising a process 
that ensures all agencies think more 
strategically in their approach to JCT. 

This process could require all agencies to 
demonstrate to the Council that their 
strategic planning documents consider the 
means by which JCT solutions might be used 
to achieve or enhance intended business 
outcomes. 
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The Minister receives regular updates on the status of the ICT reform. The Minister regularly updates 
Cabinet regarding the progress of ICT reform, operation and activities of the WAGCIO. The WAGCIO 
provides a biannual report to Cabinet and the Expenditure Review Committee (ERC), as well as publishes 
an annual report for Parliament. 

The Directors General ICT Council was formed to provide leadership and direction on whole-of-government 
ICT reform, make decisions on both short and long-term reform initiatives, and oversee the discretionary 
components of the IRRF. 

Formal processes such as benchmarking and reporting to Cabinet currently exist or are being implemented 
in order to improve agencies' approach to strategic ICT planning. 

The WAGCIO is already assisting a number of government agencies in the development of future ICT 
planning and transformation projects to derive better ICT and business outcomes. 



The WAGC/O and the Department of 
Finance conduct their proposed first annual 
agency benchmarking survey as a matter of 
urgency. This survey should include an audit 
of governance processes to determine the 
extent to which senior leadership in each 
agency is directly involved in the oversight of 
/CT investment. 

The WA GCIO and the Department of 
Finance use the results of the first 
benchmarking survey to help Directors 
General or CEOs devise tailored programs to 
improve internal processes where required, 
and to inform Ministers of the current 
standard of governance around /CT 
investment within their respective agencies. 
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A detailed benchmarking exercise has been developed and the results currently being compiled. The 
Digital WA KPls include measurements of agency governance, and these will be reviewed in the 2017-18 
financial year. This review will be based on standards and guidelines around agency ICT governance and 
delivery controls. 

This includes a KPI for agency chief executives to report on the quality of their ICT governance to inform 
good decisions. 

Initial results will be submitted to the Directors General ICT Council in September 2017. 

The WAGCIO will undertake further analysis and consultation with agencies to better understand the 
results and determine mechanisms for further improvements as required. 

A detailed benchmarking exercise has been developed (referred above). Each agency's Director General 
or Chief Executive will receive an individual report on their KPls that provides de-identified comparisons 
against other agencies, to enable them to determine where they are performing well or poorly in comparison 
to the rest of the sector (similar to NAPLAN). 

Similarly, it may be used to inform Ministers of the current standard of governance around ICT investment. 

These results will also be analysed further to identify opportunities for improvement at individual agency or 
whole-of-government level. 
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The Department of Finance introduce a I Responsibility of the Department of Finance. 
modified Gateway policy that, as its default 
position, requires agencies to undertake a 
review at the first (Strategic Assessment) 
and third (Readiness for Market) gates for 
any /CT investment proposal worth more 
than $10 million. 

Scope should exist for exemptions from this 
process, subject to authorisation from an 
independent authority such as the WAGC/O, 
the Directors General /CT Council, or the 
Department of Finance. 

The WAGC/O make clear to public sector 
agencies the circumstances under which it 
will intervene to stabilise costs and optimise 
the outcomes from /CT investments. 

The WAGCIO currently has no mandate to intervene in agencies ICT expenditure and projects. 

The WAGCIO aims to drive change in agency behaviour by providing enabling frameworks, such as Digital 
WA and its supporting policy suite. 

Premier's Circular 2016/03: Mandatory Implementation of Whole-of-Government Information and 
Communications Technology (ICT) Strategy and Associated Policies strengthens the impetus for agencies 
to adopt these. 

WAGCIO intervention will be taken as requested, or as necessary when the evidence base supports such 
action. 

The WAGCIO is already assisting a number of government agencies in planning and delivering 
agency specific projects to optimise cost and business outcomes. These have been at the instance 
of a Minister, Director General or CIO. 



The Department of Treasury incorporate into 
its Strategic Asset Management Framework 
process a formal requirement for the 
WAGC/O to: 

• review and sign-off on agency /CT 
strategic plans; and 

• provide independent advice through 
Ministers to the Cabinet on /CT 
investment proposals valued at over $1 
million. 

The Department of Finance determine a 
process by which staff from its Government 
Procurement unit can be used to help the 
WAGC/O review strategic /CT plans and 
investment proposals submitted by agencies 
for comment. 
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Responsibility of Treasury. 

Treasury seeks the advice of WAGCIO on ICT investment proposals where appropriate. 

Responsibility of Department of Finance . 

The WAGCIO is a member of the Gateway Review Committee, managed by Department of Finance. 

The WAGCIO has worked with the Department of Finance on the re-negotiation of CUAs and EA licensing . 



The WA GCIO ensure that a properly 
resourced body, be it the proposed 
GovNext-ICT Service Broker or something 
similar, is established promptly to ensure all 
commercial arrangements relating to the 
GovNext-ICT Program are properly 
managed. 

When establishing this body the WA GCIO 
should consider the structure and functions 
of the New Zealand Government Chief 
Information Officer's Commercial Strategy 
and Delivery Team. 
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The GovNext Service Broker (GSB) has been established and is operational. All GovNext-ICT commercial 
arrangements are managed by the GSB. 

The GSB is responsible for vendor management, service brokerage and transition support for agencies, 
and will ensure continued value for money, diversity, innovation and competition across the term of the 
contract. 

The WAGCIO has consulted with representatives of the New Zealand Government Chief Information 
Officer in researching proposed approaches for the establishment and ongoing management of GovNext
ICT. 

Delivery to date includes: 

GovNext-ICT Contracts signed - January 2017; 

Launch of GovNext-ICT - February 2017; 

Finalisation of service catalogues and designation of GovNext-ICT as a mandatory CUA-April 2017; and 

Acceptance of contractors' operational readiness plans. 

GovNext-ICT services are now ready for consumption and agencies have placed first orders. The GSB is 
now: 

- verifying operational readiness and services available of more services; 

- validating the GovNext business case against the first orders and quotes; 

- working with agencies on optimising their transition planning to GovNext-ICT; and 

- completing resourcing, which has been delayed and hampered by the current lack of funding for the 
GSB beyond 2018. 

Funding for the GSB beyond 2018 will be considered as part of the 2017-18 Mid-year Review process, with 
the recommendation remaining a decision for the current Government. 



The WAGC/O amend the Western 
Australian Government Cloud Policy to 
include a statement that requires agencies to 
adopt a "cloud-first" approach when 
contemplating future JCT investments. 
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The WAGCIO developed the whole-of-government Cloud Policy appropriate to the Western Australian 
public sector following extensive research and consultation. 

A "cloud first" approach without the correct reform approach or comparative assessment with current 
business costs may have the opposite effect and drive costs higher. 

The WAGCIO also provides direct support to agencies in planning and sourcing cloud infrastructure 
services through GovNext-ICT (see response to Recommendation 6), and through its engagement and 
implementation stream, which "as a service" is one of the four pillars. 

Moving to cloud requires specific skills and capabilities to identify business needs (i.e. use only what is 
required, when) for which the WA public sector needs to build. Key factors include: 

A focus on a risk based and benefits based approach; 

Agencies need to think about how it fits into their business to derive benefits and outcomes; 

Requires a move from an owner/operator approach to a consumption based model; 

It is not about the infrastructure, it is about determining the core benefit in potentially moving that part of 
the business function to the cloud; and 

Transitioning requires planning and implementation. 
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Anecdotally, jurisdictions that moved to a "cloud first" policy resulted in higher costs, due to inappropriate 
application and implementation. Published information from other jurisdictions indicates that: 

There was a focus on savings and not managing cloud (different skill set required); 

No defined or measured benefits to the agencies; 

Setting a "cloud first" direction without any support in place to assist agencies, including building capacity 
and capability in managing cloud services resulted in poor outcomes; 

There is a need to take a strategic approach to assess where cloud can add the most value; 

There is a need to address the people, process or technology change required for objectives to be realized; 
and 

Unrealistic timeframes were set for delivery with no consideration to resource and cost implications. 

The OGCIO is addressing this through: 

A Whole of government cloud policy; 

Development of supporting material to assist agencies including: 

• Guidance support material (eg decision framework, risk assessment); 

• Cloud procurement; 

• Risk management (eg data sovergnity and off-shoring); and 

• Build workforce and capabilities through the engagement and implementation work stream. 

Provision cloud infrastructure through GovNext-ICT (noting this doesn't stop agencies using public cloud 
where appropriate); and 

Monitoring and reporting of"uptake and benefits through KPls. 



The WAGCIO conduct an investigation into 
the viability of an omni-channel one-stop 
shop approach to service delivery, similar to 
that in operation through Service NSW 

The WAGCIO examine the benefits of 
mandating the Digital Services Portal for all 
agencies leaving an option to apply for an 
exemption. 
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Improving government digital service delivery is a key priority and focus for the Digital WA Strategy and the 
WAGCIO. 

The WAGCIO has designed and developed the myWA Digital Services Platform, to deliver information and 
services to Western Australians when, where and how they want. The myWA Program was endorsed by 
Cabinet in October 2016, with the prototype Alpha portal (alpha.wa.gov.au) launched in December 2016. 

The mandate of the myWA Program is currently limited to service delivery over digital channels only. The 
Program has been renamed Service WA (Digital) to acknowledge the potential for a larger omni-channel 
scope of work. 

The WAGCIO has met with the Services Priority Review panel, providing advice on how the ServiceWA 
(Digital) Program could fit in a broader omni-channel initiative. 

The Digital WA Strategy Roadmap includes a whole-of-government digital services portal. 

The Directors General ICT Council endorsed in June 2017 an exemption process for website development 
projects costing over $100,000 that do not align with the Digital Services Portal approach. 

Agencies have begun liaising with the WAGCIO to review proposed website initiatives, and alignment with 
the Digital Services Portal approach. 

Process documentation has been developed and is on the WAGCIO website. All agencies have been 
notified of the exemption process. 



The WA GCIO maintain open lines of 
communication with the Australian 
Government Digital Transformation Office 
regarding developments with the myGov 
infrastructure and the potential for its 
application in Western Australia. 

The WAGCIO and Landgate clarify if the 
Western Australian Whole-of-Government 
Open Data Policy is encouraging an 'open by 
default' approach and if the focus of the 
Policy is on 'raw data'. 
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The WAGCIO has regular meetings with the DTO (now DTA). The WAGCIO works closely with the 
Australian Cyber Security Centre on matters of national interest. 

The WAGCIO also works closely with the Departments of the Premier and Cabinet, Commerce and 
Finance on the National Business Simplification Council, wh ich has a focus on delivering services to people 
on digital platforms. 

One of the five principles of the Western Australian Whole-of-Government Open Data Policy is "Open by 
Default." Agencies are encouraged to adopt a position of data openness, with the prerogative in favour of 
data release, unless there is a clear need to restrict or preclude access for reasons of privacy, 
confidentiality, security or other relevant considerations. 

The focus of the Policy is on raw data (data not yet subjected to analysis or interpretation). However, the 
Policy can also apply to other types of information such as data that has been processed to provide greater 
value. 

The WAGCIO has continued to champion the use of shared data across the public sector, and with other 
sectors through activities that including presentations, support for hackathons and industry events and 
representation on key data groups. When the report was released, there were 300 datasets from 
24 agencies available on the portal. Now there are approx .. 900 datasets from 63 agencies. 
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Attachment 2 
PUBLIC ACCOUNTS COMMITTEE 

Questions Taken on Notice 9 August 2917 - Cloud Services 

Security Concerns with Government ICT systems hosted on Cloud Platforms and 
how the WAGCIO will help to address these concerns? 

The concept of "cloud services" in the technology industry has been around for a number 
of decades1. The extent to which cloud services have been readily available and at lower 
cost has been a more recent invention driven by companies such as Amazon Web 
Services (AWS)and Microsoft Azure since the late 1990s. 

Due to increasing cost, lack of robust modern security measures, lack offlexibility to scale 
with the business, inability to respond quickly to business needs and poor management 
over the way in which organisations uses its technological infrastructure, such as 
computer storage and processing, the global movement towards the use of shared cloud 
services has been rapid. Forbes Magazine predicted that using cloud services continues 
to grow at the rate of almost 20 per cent per annum globally. 2 AWS cloud service 
business has grown by more than 40 per cent year-on-year demonstrating that the use 
of cloud is more than a trend, but a necessary strategy to accommodate growth in 
business requirements while lowering costs structures for the business. 

In the Western Australian Government, the "build, own and operate" mentality has been 
the normal mode of operation for many decades. Government agencies seek to invest 
in infrastructure on site that includes the cost of the servers, licensing, accommodation, 
electricity and human support, just to name but a few costs. This is duplicated thousands 
of times over across the public sector, which has resulted in the purchase of an over 
capacity and underutilised infrastructure at massive cost to the State. 

Public cloud service offerings by companies such as AWS and Microsoft Azure provide 
government with access to highly secure, automated processes, resilient and scalable 
capability. This Office has been informed the cost of setting up such a data centre that 
includes more than 50,000 servers, modern cyber security tools and techniques, lower 
power and water cooling costs would require more than $100 million to establish. The 
Government would never be in a position to make such an investment or have the 
capability to manage such as environment to a global "99.4 per cent uptime" operation 
and include modern security standards. 

So what are the differences between the public cloud, private cloud or hybrid cloud? 
Public cloud can be used by any entity or person to use compute storage and processing 
via a "user pay" model at no commercial risk by the user ie do not have to invest in building 
the infrastructure. The private cloud works the same way except that capacity offered is 
restricted to be used only by that entity or person putting in place security that prevents 
unauthorised users from accessing it. A higher premium is paid for this purpose. A hybrid 
cloud is the mix of both a public cloud offering and a private cloud offering that has 
different financial and security benefits. 

It is proposed that the Western Australian Government uses all three types of cloud 
offerings that suits their requirements. For example, public government websites should 
be held in a public cloud environment as all the information is publically available. The 
loss of any data from a public website, should that arise, is limited to what is available on 
that site. It is expected that more sensitive and personal information be held using a 
private cloud arrangement, so that the government agency has direct control over access 

1 http://mashable.com/2012/10/26/cloud-history/#yGPNCChmJGqF 
2 https:/ /www.forbes.com/sites/louiscolumbus/2017 /04/29/rou ndup-of-cloud-com puti ng-forecasts-

2017 /#7 ce9983f31 e8 
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to the information contained in the cloud, that has very strong security controls in place. 
AWS provide cloud services to the CIA, USA which is close to what the industry would 
call a "Hybrid" solution where a cloud infrastructure has been built on site in the CIA 
building. 3 

To assist with addressing security concerns, the WAGCIO has established a policy 
enabling framework that requires agencies to adopt a risk-based approach when 
considering cloud services, and have a clear understanding of the impact of unforeseen 
public disclosure or loss of data. The ICT Disaster Recovery for Business Continuity, 
Digital Security and Cloud policies set the direction and requirements for agencies in 
building the public sector readiness to consume cloud services. Drafting of a Data 
Classification Policy is well advanced which, when launched, provides agencies with 
comprehensive guidance to transform to a consumption based service model for their 
ICT requirements. 

Further, the WAGCIO has established GovNext-ICT in enabling agencies to transform to 
a consumption based model for their ICT infrastructure requirements. GovNext-ICT helps 
agencies migrate to the cloud. The security arrangements under GovNext-ICT is similar 
to other cloud service providers and specifically includes: 

• no physical access by customer personnel; 

• automated monitoring, reporting and escalation of production incidents; 

• network segregation; and 

• isolation for customer workloads. 

This is a standard of security higher than the arrangements currently in place in most 
agencies. Cyber Security Incident Response remains a government responsibility, but 
will be easier to perform with standardised and centralised structures in place. Not only 
does GovNext-ICT provide a high standard of security, agencies are also able to meet 
their infrastructure requirements at a lower price . Based on seven orders placed under 
GovNext-ICT, agencies have achieved average savings of 21 per cent over current costs, 
which could amount to a cumulated savings of $62 million over five years. 

Conclusion 

Cloud services can scale up and down as required to meet short-term demands on ICT 
resources that are not possible under traditional models. This not only introduces better 
capability, better technological structure, but offers the services at a lower cost to 
government. Security is addressed by new policies already published by the WAGCIO, 
along with new procurement options such as GovNext-ICT to allow for the use of cloud 
services in a secure environment. 

Movement towards the use of cloud services is not a fashionable outcome of government 
or industry but a necessary step towards better and cost efficient utilisation of computer 
storage and processing power offered by commercial operators. The commercial 
operator's business is about storing and accessing data within a secure environment 
otherwise no entity would use such a facility. 

Finally, cloud offers better disaster recovery and capability at a lower cost to government 
without the risk of over investment as it is offered on a consumption arrangement. The 
financial risk is therefore with the provider and not the consumer of services. 

3 https ://www. theatla ntic. com/tech no logy/arch ive/2014/07 /th e-deta i ls-about-the-cias-deal-with
amazon/37 4632/ 


