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PROTECTION OF INFORMATION (ENTRY REGISTRATION 
INFORMATION RELATING TO COVID-19 AND OTHER INFECTIOUS 

DISEASES) BILL 2021 

 

EXPLANATORY MEMORANDUM 

 

Overview of the Bill 

The Protection of Information (Entry Registration Information Relating to COVID-19 
and Other Infectious Diseases) Bill 2021 (the Bill) provides a statutory framework for 
regulating the use and disclosure, storage and destruction of entry registration 
information provided for the purpose of contact tracing in relation to an infectious 
disease emergency. 

The Bill introduces specific protection for entry registration information in recognition 
of the importance of this information for an effective public health response to a public 
health emergency and the critical importance of maintaining trust in measures 
imposed and mandated by government to combat the risks posed by community 
transmission of an infectious disease. 

The Bill limits the use and disclosure of entry registration information to contact tracing 
and purposes related to contact tracing, reflecting that public health is the paramount 
consideration.  Specifically the Bill prohibits the use and disclosure of entry registration 
information supplied by individuals upon their attendance at a place, for any purpose 
other than: 

 conducting contact tracing; 

 purposes related to contact tracing (such as, but not limited to, the support, 
efficacy, integrity and security of contact tracing); 

 deriving de-identified statistical or summary information; or 

 investigating or prosecuting an offence related to an obligation to provide or 
record information for the purpose of contact tracing, an offence under this Bill; 
an offence related to compliance with an obligation related to the recording, use 
or disclosure of contact tracing information, or for an offence of giving false or 
misleading information when complying with obligations to provide or record 
information for the purpose of contact tracing. 

The Bill includes provisions for a storage period for entry registration records, an 
obligation for secure storage of entry registration records, and an obligation to destroy 
records after the storage period expires, by taking all reasonable steps to ensure that 
the entry registration information contained in the record cannot be retrieved. 

 

1 Short Title 

Clause 1 provides that the Bill, once enacted, will be known as the Protection of 
Information (Entry Registration Information Relating to COVID-19 and Other Infectious 
Diseases) Act 2021.   
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2 Commencement 

Clause 2 provides that clauses 1 and 2 will come into operation on Royal Assent, and 
the rest of the Act will come into operation on the day after Royal Assent. 

 

3 Terms used 

Clause 3 provides and defines the necessary terms for the purpose of the Bill.  

Key terms used in the Bill are as follows: 

 
The term authorised officer has the meaning given in the Public Health Act 2016 
section 4(1). This includes, but is not limited to, persons who are authorised by virtue 
of a designation under section 24 of that Act, the Chief Health Officer and authorised 
officers who are also exercising powers as emergency officers.  
 
CEO is defined to mean the chief executive officer of the department of the Public 
Service principally assisting in the administration of this Act.  
 
Chief Health Officer has the meaning given in the Public Health Act 2016 section 
4(1), being a person designated by the Minister for Health as the Chief Health Officer 
under section 11 of that Act. 
 
The commencement day means the day on which clause 6 of the Bill comes into 
operation. Commencement day has been defined by reference to clause 6 as this is 
the first truly “operative” provision in the Bill, imposing obligations on various parties 
and restricting the use and disclosure of entry registration information.  
 
The term contact tracing, in relation to an infectious disease emergency, means 
the process of identifying, notifying, communicating with, managing and directing 
individuals who may be, or may have been, a source of infection; or may have been 
in contact, directly or indirectly, with, or in the proximity of, an individual who may be, 
or may have been, a source of infection, or the parents, guardians or carers of, or 
other persons who have responsibility for the care of, such individuals. 
 
Department’s website means a website maintained by or on behalf of the department 
of the Public Service principally assisting in the administration of this Act.  
 
The term entry registration information means relevant information about the 
presence of persons at a place, obtained, on the occasion of their entry to the place, 
for the purposes of contact tracing in relation to an infectious disease emergency 
by the use of the mobile application known as “SafeWA”, or some other contact tracing 
register or system, whether or not obtained under the Emergency Management Act 
2005 or the Public Health Act 2016.  
 
This means, for example, that the relevant information provided by individuals upon 
their attendance or entry at a place because they are required to provide this under a 
direction issued by the State Emergency Coordinator for the purposes of contact 
tracing is entry registration information. Likewise, where individuals are not obliged 
to provide relevant information (and voluntarily provide relevant information upon entry 
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or attendance), this will also be entry registration information. Voluntary provision 
of relevant information for contact tracing purposes would occur, for example, where 
a business or private venue has a policy of requesting relevant information for 
contact tracing. 
 
Entry registration information does not include information obtained in the ordinary 
course of carrying on a business or undertaking if the information would have been 
obtained even if not for the purposes of contact tracing. This means that where a 
business or a workplace possesses records of attendance (for example, airline 
manifests, workplace swipe card records or booking records for health services), and 
these records are subsequently provided for contact tracing purposes, these ordinary 
business records are not entry registration records. 
 
Entry registration information does not include statistical or summary 
information. Statistical or summary information is de-identified information. This 
means that relevant information, such as an individual’s name, phone number, or 
address, and the name and contact details of persons accompanying an individual is 
removed to derive statistical or summary information. 
 
The term entry registration record means any record of entry registration 
information, including a record in the form of data, text, images or sound. ‘Images’ 
and ‘sound’ have been included in the definition of entry registration record in case 
any future contact registration methods employ the use of images or sound for the 
registration of relevant information.  

Health Department means the department of the Public Service principally assisting 
in the administration of the Public Health Act 2016 (the Department of Health). 

An infectious disease emergency is defined to mean either: 
 

 an emergency situation or a state of emergency declared under the Emergency 
Management Act 2005 in respect of an emergency relating to a plague or 
epidemic (as referred to in paragraph (d) of the definition of hazard in section 3 
of that Act); or  

 a public health state of emergency declared under the Public Health Act 2016 
in respect of a public health emergency relating to an infectious disease; or  

 a serious public health risk, in respect of an infectious disease, in relation to 
which an authorised officer is authorised under the Public Health Act 2016 
section 152(1) to exercise serious public health incident powers. 

Currently, Contact Register Directions are issued under section 72A of the Emergency 
Management Act 2005, a provision which only has effect during a state of emergency 
declared under section 56 of the Emergency Management Act. In the event of the 
possibility that the response to the COVID-19 pandemic (or any other future pandemic 
or epidemic) is authorised instead under ‘an emergency situation’ under the 
Emergency Management Act, or solely under the Public Health Act 2016 (either under 
a public health state of emergency or where a serious public health risk exists in 
respect of an infectious disease and serious public health incident powers are 
authorised), entry registration information required to be provided under any of 
these authorisations will be protected by the provisions in this Bill.  
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The initial storage period, for an entry registration record, has the meaning given 
in clause 8(1) of the Bill, which is 28 days (or a different period prescribed for the 
infectious disease emergency). The period of 28 days is the period recommended 
by the Chief Health Officer currently because 28 days represents two consecutive  
14-day COVID-19 incubation periods. However, in the event that a different infectious 
disease emergency ensues in the future, the incubation period may be shorter or 
longer, and therefore the storage period for entry registration may be prescribed as 
shorter or longer.   
 
The term prescribed means prescribed by regulations made under this Act. 
 
A records contractor is a person engaged under a contract for services to provide 
services relating to the storage, maintenance, processing or destruction of entry 
registration records. 
 
The term relevant information means any of the following details: 
 
- a person’s name and contact details; 
 
- details of a person’s presence at a place, including the time and date at which the 

person entered the place; and details of any persons accompanying the person; 
 
- any other information approved by the Minister for the purposes of relevant 

information. 
 
A responsible person, for an entry registration record, means:  
 

 for a record in the possession or control of an agency as defined in the Public 
Sector Management Act 1994 section 3(1) — the chief executive officer, as 
defined in that section, of that agency; or  

 for a record in the possession or control of a records contractor — the records 
contractor.  

 
For any other entry registration record, the responsible person is the person in 
possession or control of the record. This category of responsible person is intended 
to describe those persons in charge of or occupying a place in the community such as 
a business or venue, whereby individuals attending the place provide entry 
registration information upon entry or attendance for the purposes of contact 
tracing. 
 
Serious public health incident powers has the meaning given in the Public Health 
Act 2016 section 4(1). Those powers are described in section 157 of that Act and 
include, at section 157(1)(e), the power to require a person to provide information or 
answer questions for the purpose of investigating, preventing, controlling or abating 
the serious public health risk.  
 
The term statistical or summary information means statistical or summary 
information that could not reasonably be expected to lead to the identification of an 
individual. As outlined above at the definition of entry registration information, 
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statistical or summary information is not entry registration information for the purposes 
of this Bill.  
 
In this Bill, the term use, in relation to information, includes to possess, to copy, to 
control, to seize, and to require the production of relevant information. The term use 
is defined broadly, intending to include any attempts to acquire or compel the 
production of entry registration information or entry registration records. 

 

4 Act binds Crown 

Clause 4 provides that this Act binds the Crown in right of Western Australia and, so 
far as the legislative power of the Parliament permits, it binds the Crown in all other 
capacities. Including an express provision which states that an Act binds the Crown 
ensures that the general presumption against binding the Crown does not apply. The 
High Court, in Bropho v Western Australia [1990] HCA 24, held that the presumption 
against binding the Crown only provides limited protection and gives way to an express 
or implied intention that legislation binds the executive. For the avoidance of doubt 
and to provide certainty around the application of the Bill, the Crown is expressly 
bound.  

 

5 Relationship of this Act to other written laws 

This clause provides that this Act has effect despite the Freedom of Information 
Act 1992 (FOI Act) and the State Records Act 2000 (SR Act). Both of these Acts relate 
to access to, and the retention and destruction of information or records and their 
effects are inconsistent with the policy objective of this Bill, which is to protect personal 
information provided by individuals for the purposes of contact tracing and related 
purposes and to provide for destruction of records. Clause 5(1) makes it clear that 
access under the FOI Act and retention under the SR Act is overridden by the 
provisions of this Bill.  

An example of a provision where an Act has effect despite the FOI Act is section 585 
of the Mental Health Act 2014. 

Clause 5(2) provides that to the extent that there is an inconsistency between a 
provision of this Bill and a provision of the Criminal Investigation Act 2006, the 
Emergency Management Act 2005, the Public Health Act 2016 or any other written 
law, the provision of this Bill prevails. This means that these Acts will continue to apply 
and be read together with the provisions of the Bill except where there is any 
inconsistency.   
 
An example of the approach taken to the relationship with other written laws in this 
Bill, that is, where an Act has effect despite the FOI Act and where the Act also prevails 
despite inconsistency with other written laws, is section 5 of the Health Services 
(Quality Improvement) Act 1994. 
 
6 Protection of entry registration information 
 
This clause provides a blanket prohibition on the use and disclosure of entry 
registration information save for limited specified reasons. This clause provides an 
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offence for disclosing or using entry registration information contrary to the 
permitted use and disclosure.  
 
Subclause (1) provides that entry registration information cannot be used or 
disclosed for any purpose other than for contact tracing, or purposes related to 
contact tracing. Purposes related to contact tracing include purposes that are 
necessary for the support and efficacy of contact tracing, and purposes necessary 
for the integrity and security of contact tracing. These could include functions such 
as information technology support, database administration, and monitoring of 
technology performance.  
 
Entry registration information may also be used or disclosed for a purpose provided 
in subclause (4) or (5). 
 
Subclause (2) makes clear that, without limiting subclause (2), entry registration 
information is not admissible in evidence in any criminal or civil proceedings other 
than proceedings for or in relation to an offence referred to in subclause (4). 
 
Subclause (3) sets out that contravention of subclause (1), being the use or disclosure 
of entry registration information for purposes other than those permitted by 
subclause (1), is a crime.  
 
The penalty for an individual is imprisonment for 3 years. For a body corporate, the 
penalty is a fine of $250,000. 
 
A summary conviction penalty of 12 months imprisonment and a fine of $20,000 for 
an individual has also been included. For a body corporate, the summary conviction 
penalty is a fine of $100,000. 
 
Subclause (4) provides that entry registration information may be disclosed and 
used for the purpose of investigation and prosecution of certain offences only. These 
are offences relating to: 
 

 compliance with an obligation under the Emergency Management Act 2005 or 
Public Health Act 2016 to provide or record information for the purpose of 
contact tracing; or 

 compliance with an obligation under this Bill; or 

 compliance with an obligation relating to the recording, use or disclosure of 
entry registration information under The Criminal Code, the Emergency 
Management Act 2005 or the Public Health Act 2016; or 

 the giving of false or misleading information in compliance or purported 
compliance with an obligation under the Emergency Management Act 2005 or 
the Public Health Act 2016 to provide or record information for the purpose of 
contact tracing. 

Subclause (5) provides that a public service officer in the Health Department and a 
records contractor may, with the approval of the Chief Health Officer, use entry 
registration information for the purpose of deriving statistical or summary 
information. “Public service officer” is defined in the Interpretation Act 1984 by 
reference to the Public Sector Management Act 1994 and means an executive, 
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permanent or term officer employed in the Public Service under Part 3 of that Act: 
effectively, an employee of the Department of Health.   

Subclause (6) is included to make clear that the FOI Act Parts 2 and 4 do not apply to 
statistical or summary information derived under subclause (5). Parts 2 and 4 of 
the FOI Act deal with access applications for documents and external reviews and 
appeals of decisions made in respect of access applications. This provision is included 
here despite clause 5(1) as statistical or summary information is not part of the 
definition of entry registration information and its use is not regulated by the Bill. An 
example of the operation of subclause (6) would be to prohibit using the FOI Act to 
obtain statistical or summary information for the purposes of marketing or other 
commercial purposes. 

7 – Storage of entry registration records 
 
Clause 7 provides that the responsible person for an entry registration record 
must, so far as reasonably practicable, ensure that the record is stored in a secure 
manner until it is destroyed. Contravention of this provision is an offence, punishable 
by imprisonment for 12 months and a fine of $20,000. 
 
8 – Destruction of entry registration records 
 
Clause 8 details the initial storage period for entry registration records, and the 
obligations that a responsible person has to destroy entry registration records after 
the initial storage period. This clause also details circumstances that entry 
registration records are required to be kept for an extended period, and when the 
records must be destroyed after the extended period. Clause 8 is structured to: 

 provide an obligation for entry registration records to be destroyed after the 
initial storage period (subclauses 1 and 2); 

 take account of the fact that a responsible person may be required to retain 
entry registration records for an extended period beyond the initial storage 
period (subclause 3); and 

 provide for the circumstances when destruction of entry registration records is 
either postponed or not required due to the ongoing use of those records for 
specified purposes. 

 
Subclause (1) provides that the initial storage period for an entry registration 
record is a period of 28 days, beginning on the day after the information was obtained. 
If a shorter or longer storage period is prescribed at a future time (for example, in the 
event of a different infectious disease emergency with a different incubation period), 
the initial storage period will be that prescribed period. The initial storage period 
can be thought of as the “default” storage period for these records. This period will 
apply unless the records are required for contact tracing or investigation of an offence 
allowed under clause 6(4). 
 
Subclause (2) imposes an obligation upon a responsible person for entry 
registration records to destroy entry registration records (in accordance with 
subclause (8)) as soon as practicable after the expiry of the initial storage period. 
This applies whether the records are in the form of data, text, images or sound. This 
means that all written registers, data or other forms of entry registration records in 
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possession or control of a responsible person, such as a business owner, a public 
service officer employed by the Department of Health or a records contractor, must 
be destroyed after 28 days. Failure to destroy entry registration records as soon as 
practicable after the expiry of the initial storage period is an offence punishable by 
imprisonment for 12 months and a fine of $20,000.  
 
It is intended that the term “as soon as practicable” allows the individual circumstances 
of the responsible person to be taken into account. For example, government 
agencies and records contractors are expected to have more rigour around 
destruction arrangements than a small business owner.  
 
The main purpose of subclauses (3) – (5) is to provide for a clear obligation on the 
class of persons described in subclause (5), who are primarily business owners and 
other persons in charge of, or occupying places, to whom individuals provide entry 
registration information.  
 
Subclause (3) provides that a responsible person may be required to retain an entry 
registration record for an extended period beyond the initial storage period for 
purposes relating to contact tracing. If this occurs then such a person must retain the 
record for the extended period after which the destruction obligation applies. The 
provision is designed so as not to require any further direction in regards to destruction. 
If these obligations are contravened, the responsible person commits an offence 
punishable by imprisonment for 12 months and a fine of $20,000.  
 
For example, where a business owner has a written register on the counter of their 
business premises, and a copy of that document is required to be submitted to the 
Department of Health for contact tracing because of a known positive case of 
COVID-19, the business could be advised by the Department of Health under the 
relevant legislation to retain the record for a specified extended period as a 
precaution, such as in case the copy submitted to the Department of Health is not 
transmitted effectively or is not legible. 
 
Subclause (4) provides a rule that subclause (3) applies regardless of the other rules 
about whether and when entry registration records need to be retained or destroyed 
(subclauses (2), (6) & (7)).  
 
Subclause (5) provides that subclauses (6) and (7), which relate to extended use of 
entry registration records, do not apply to the class of persons described in 
subclause (5), who are primarily business owners and other persons in charge of, or 
occupying places, to whom individuals provide entry registration information.  
 
Subclause (6) relates to the potential ongoing use of an entry registration record. It 
provides that a responsible person is not required to destroy an entry registration 
record if, at the expiry of the initial storage period for the record, it is required for 
contact tracing, for investigation of an offence referred to in clause 6(4), or is required 
as evidence in a proceeding for or in relation to an offence under clause 6(4).  
 
As outlined above, offences for which entry registration information may be used in 
an investigation or prosecution relate to compliance with obligations to provide or 
record information for the purpose of contact tracing under the Emergency 
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Management Act 2005 or Public Health Act 2016, an obligation under this Bill, or 
compliance with obligations relating to the recording, use or disclosure of entry 
registration information under either of the two aforementioned Acts or The Criminal 
Code.  
 
Subclause (7) provides when and how an entry registration record is required to be 
destroyed if it was retained beyond the initial storage period for contact tracing. It 
is required to be destroyed as soon as practicable after it ceases to be required for 
contact tracing and must be destroyed in accordance with subclause (8).  
 
Failure to destroy the entry registration record as soon as practicable after it ceases 
to be required for contact tracing, in accordance with subclause (8), is an offence 
punishable by imprisonment for 12 months and a fine of $20,000.  
 
Subclause (8) specifies the manner in which an entry registration record must be 
destroyed. Either the record must be destroyed in a manner approved by the CEO, or 
in the case where there is no approval in place for the entry registration record, the 
responsible person must take all reasonable steps to ensure that entry registration 
information contained in the entry registration record cannot be retrieved.  
 
If this is data, for example, it should not be able to be retrieved once deleted or 
destroyed.  
 
If this is written information on a document, no relevant information identifying 
individuals, should be able to be read. For example, a written contact register should 
be shredded, burnt or ripped into small pieces and disposed of.  
 
9 – Liability of officers of body corporate for offence by body corporate 

The first subclause of clause 9 defines officer for the purpose of the clause. Officer, 
in relation to a body corporate, has the meaning given in the Corporations Act 2001 
(Commonwealth) section 9 and includes, but is not limited to, a director or secretary 
of the corporation, or a person who makes or participates in making decisions that 
affect the whole or a substantial part of the business of the corporation.  

Subclause (2) provides that if a body corporate is guilty of an offence against clause 
6, 7 or 8, an officer of the body corporate is also guilty of the offence if the officer failed 
to take all reasonable steps to prevent the commission of the offence by the body 
corporate. 

Subclause (3) provides that in determining whether things done or omitted to be done 
by the officer constitute reasonable steps, a court must have regard to what the officer 
knew, or ought to have known, about the commission of the offence by the body 
corporate; and whether the officer was in a position to influence the conduct of the 
body corporate in relation to the commission of the offence; and any other relevant 
matter.  
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10 – Publication of approvals 
 
Clause 10 relates to publication of approvals, as follows: 
 

 approval under paragraph (c) of the definition of relevant information in clause 
3, whereby the Minister may approve any other information in addition to that 
already listed to be relevant information. The Minister must ensure that the 
instrument by which the approval is given is published on the Department’s 
website; and 

 approval for a manner of destruction of entry registration records, as provided 
under clause 8(8)(a). In this case, the CEO must ensure that the instrument by 
which the approval is given is published on the Government’s website. 
 

Subclause (3) provides that failing to comply with either of these approval provisions 
does not affect the validity of an approval.  
 
11 – Transitional provisions 
 
Clause 11 provides that this Bill, when enacted, will apply on and after 
commencement day (being the day clause 6 comes into operation), to entry 
registration information obtained at any time on or after 5 December 2020. This is 
tied to the date when the Contact Register Directions issued under section 72A of the 
Emergency Management Act 2005 came into operation.  
 
Subclause (2) provides that clauses 6(1) to (3) do not apply to entry registration 
information disclosed before commencement day in compliance with an order to 
produce a business record under the Criminal Investigation Act 2006 Part 6, to the 
extent necessary for the information to be used, disclosed or admitted in evidence for 
the purposes for which the order was obtained or for related purposes. This means 
that any criminal investigations or prosecutions already commenced in reliance upon 
entry registration information that has been disclosed, obtained and used in 
compliance with such an order, may continue. 
 
As the Bill is proposed to commence the day after Royal Assent, it is important that a 
responsible person such as a small business, be given sufficient lead time to make 
any necessary arrangements for the destruction of entry registration records. 
Clause 11(3) is a transitional provision to deal with this situation. It provides that if the 
28 day initial storage period had already started before the Bill commenced then a 
person has a further 28 days from the commencement day before the destruction 
obligations apply. This, in effect, allows a “grace period” for destruction of entry 
registration records following commencement of this Bill’s provisions.  
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12 – Regulations 
 
Clause 12 provides that all matters that are required to be prescribed under this Bill, 
when enacted, or are necessary or convenient to be prescribed to give effect to the 
purpose of the legislation, may be made by the Governor. The Bill provides at 
clause 8(1) that an initial storage period that differs from the 28 day period set out in 
the Bill. As outlined above, this is to ensure that appropriate storage periods can be 
prescribed for any future infectious disease emergencies which have different 
incubation periods than COVID-19.   
 


