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LEGISLATIVE COUNCIL 
Question On Notice 

Thursday, 19 October 2023 

1722. Hon Martin Aldridge to the Minister for Emergency Services 

I refer to the Office of the Auditor General's Report titled Information Systems Application 
Audit: Triple Zero which identified several vulnerabilities in the Department of Fire and 
Emergency Service (DFES) access to the Triple Zero system, and I ask: 

(a) in respect to the case study which outlines that DFES suffered a data breach in November 
2021 which saw sensitive info1mation about a Triple Zero incident being shared on social 
media, and that DFES was unable to identify who was responsible for the unauthorised 
disclosure due to the use of a generic account: 

(i) when was the Minister first made aware of this incident; 
(ii) has DFES undertaken an investigation into this incident; 
(iii) if yes to (iii), what was the outcome of the investigation; 
(iv) was a report or review prepared in relation to this incident,; 
(v) if yes to (iv), please table the report; 
(vi) please identify the incident associated with the data breach; and 
(vii) please identify the nature of the inf01mation that was publicly released from the 
triple zero system; 

(b) has DFES now ceased the use of generic accounts and shared passwords to access the Triple 
Zero system; 
(c) if yes to (b), on what date did this occur; 
( d) if no to (b ), what is the time frame for this vulnerability to be rectified; 
( e) what are the specific interim mitigation protocols DFES will implement to ensure access to 
the Triple Zero system is authorised and appropriate; 
(f) have all DFES internal policies relating to the Triple Zero system been finalised and 
approved; 
(g) if no to (f), please identify the policies which remain in draft of unapproved form; 
(h) what is the time frame to finalise and approve any draft policies identified in (f); 
(i) on what date was the Memorandum of Understanding between DFES and WA Police for 
the use of the Triple Zero system last updated and on what date will the memorandum of 
understanding next be reviewed; 
(j) please outline the role of DFES representatives on any steering committee relating to the 
Triple Zero system; 
(k) for any steering committee identified in (i), please identify: 

(i) when each committee was formed; 
(ii) the terms ofreference of the committee; and 
(iii) whether the tenns of reference have been approved; 

(1) since becoming aware of the Auditor General's findings, has the Minister written to the 
Auditor General in relation to the Triple Zero audit; and 
(m) if yes to (1), please table any correspondence to the Auditor General? 



Answer 

The Depattment of Fire and Emergency Services (DFES) advises: 

(a) 
(i) On the eve of the OAG's Report being tabled. Noting I was not the Minister for 

Emergency Services in November 2021. 
(ii) Yes. 
(iii) In December 2021 DFES published a General Circular reminding staff and volunteers 

of their obligation not to unlawfully disclose official information, in accordance with 
the Criminal Code Act Compilation Act 1913 and the DFES Code of Conduct. The 
investigation recommended the implementation of operationally appropriate user 
auditing controls within relevant systems. 

(iv) Yes. 
(v) - (vii) See tabled paper no####. 

(b) - (d) As per the recoll1ll1endations in the Auditor General's Report, DFES has commenced 
improvement protocols for access management. These mitigations will be in place by the 
middle of 2024. 

(e) As per the recoll1ll1endations in the Auditor General's Repo1t, DFES has agreed to 
improve screening protocols where required by December 2023. 

(f) - (h) As part of the ongoing actions to implement recoll1ll1endations aligned to the dates in 
the Auditor General's repmt, DFES and WA Police continue to work on finalising all 
outstanding requirements regarding policies and procedures for the Triple Zero System. 

(i) The Memorandnm of Understanding (MoU) between WA Police and DFES was last 
updated on 20 July 2018 and signed on 6 August 2018. As per the recommendations in 
the Auditor General's Report, DFES has agreed to review the Mo U by December 2023. 

G) See tabled paper no####. 

(k) 
i. Each Coll1ll1ittee was established in the second half of 2018 as pait of the Interagency 

CAD Project. 
ii. See tabled paper no ####. 

iii. All Interagency Coll1ll1ittees' Terms of Reference were reviewed and approved during 
the last Interagency CAD upgrade project on 13 October 2022. 

(I) Yes. 

(m) See tabled paper no####. 

H7¥pherrDawson MLC 
MINISTER FOR EMERGENCY SERVICES; INNOVATION AND 
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ATTACHMENT l 

(i) Interagency CAD Steering Committee Terms of Reference: 
The role of the Interagency CAD Steering Committee is to consider all joint 

CAD matters identified and agreed in the Memorandum of 
Understanding (MOU) between the Western Australia Police Force 
(WA Police Force) and the Department of Fire and Emergency 
Services (DFES) (hereinafter refel1'ed to as the Parties) in respect to the 
CAD solution hosted on the WA Police Force ICT Infrastructure. 

Each Party has a separate contract with the CAD PremierOne contractor, albeit 
the terms and conditions of both contracts are materially similar. Each 
Party has its own Contract Management Plan and Service Management 
Plan by which it manages its respective conh·act and the associated 
obligations. 

The Interagency CAD Steering Committee will make decisions in respect to 
all matters that impact, or have the potential to impact, either both 
Parties or one Party as a result of the action of the other; and with the 
aim of keeping the contracts aligned and managed in a consistent 
manner. 

The scope of the Interagency CAD Steering Coll11l1ittee includes: 
Ownership of the MOU including ensming that each Party is meeting 
its obligations. 

• OW!lership of the shared cost model. 
Decision making in respect of all matters that impact, or have the 
potential to impact, either both Pru.ties or one Party as a result of the 
action of the other. 
Ensming as fru.· as practical in the circumstances, that the CAD solution 
is maintained in a manner suitable to ensuring that both Parties 
continue to meet their business requirements. 

Interagency CAD Operational Support GroupTerms of Reference: 
The role of the Interagency CAD Operational Support Group is to consider all 

joint CAD operational suppmt matters identified and agreed in the 
Memorru.1dum ofUnderstanding (MOU) between the Western Australia 
Police Force (WA Police Force) and the Department of Fire and 
Emergency Services (DFES) (hereinafter referred to as the Pru.ties) in 
respect to the CAD solution hosted on the WA Police Force ICT 
Infrash-ucture. 

Each Pru.ty has a separate contract with the CAD PremierOne conh·actor, albeit 
the terms and conditions of both contracts are materially sinlilar. Each 
Pru.ty has its own Conh·act Management Plan and Service Management 
Plru.1 by which it manages its respective coll11l1ercial and operational 
suppmt obligations. 

The Interagency CAD Operational Suppmt Group will provide considered 
advice and recoll11l1endations to each Patty with regard to operational 
suppo1t matters that impact, or have the potential to impact, either both 
Parties or one Pru.·ty as a result of the action of the other; and with the 
aim of keeping the CAD system worldng in the respective 
enviromnents within the boundaries of the contracts and service 
management plan. 

The scope of the Interagency CAD Operational Suppmt Group includes: 
• Incident Management. 



ATTACHMENT 1 

• Problem Management. 
• Technical Management. 

Technical advice in respect of planned changes. 

G) The following committees are represented by the DFES representatives listed below: 

Superintendent Operational 
Commu · · 
CADS 

Director ICT 

Assistant Commissioner Operations 
C 
Joint Chairs of the Groups 

DFES 

DFES 
DFES 
DFES 

DFES 

WA Police Force 
andDFES 

Chl!ir (Rotating) 

Member 
Member 
Attendee 

Chair (Rotating) 

Member 

Attendee ( as invited) 
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Internal Memorandum 

TO: 

ENDORSED BY: 

FROM: 

SUBJECT: 
THE CODE OF CONDUC 

DATE: 21 DECEMBER 2021 

FILE NUMBER: 

RESPONSE REQUIRED □ GENERAL □ INFORMATION ONLY □ 
IN CONFIDENCE 

BACKGROUND 

raphic description relating to the incident including-

the screenshot was possibly from a DFES system. 

Subsequently, the screen shot has been Identified as coming from a (DFES) hardware 
application known as Incident Response Information System "IRIS". 

assword access. The assword is station specific. 

IRIS has been installed in every light tanker and pump vehicle appliance In all 29 Fire 
Stations. 

IRIS is used to broadcast and dispatch firefighters to Incidents and once accessed ii 
provides live updating of any activity being undertaken by DFES. 

reported that 

further Identifying particulars are known at the time of this report. 

INVESTIGATION 

The IRIS screenshot identified the incident and attending 



eliminated from this inquiry as IRIS 
do not have access to the 

Inquiries with (Operational Communications & Operational Capability and CAD Support) 
identified that at the time of the incident: 

• A total of 76 IRIS units were in use across 29 stations within the DFES estate 

Given these circumstances and in the absence of any further information, inquiries have 
been unable to link a DFES employee to IRIS use, or taking the screenshot photograph, or 
posting the screenshot to social med la. 

ISSUES 

During this investigation consultation with senior DFES officers involved in administering 
IRIS (amongst other technolo appliances) su ested that th~ire Is sco e within the IRIS 
software 

The suggestions for improvement included; 

• IRI ' 

nd 
• IRIS having its operational status raised to "Mission Critical". 

CONCLUSION 

Whilst there i accessing IRIS or sharing 
the rel ortunities have now been realised which can 
provide of the official Information contained in 
IRIS, and the use of that Information by DFES members, as public officers. 
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RECOMMENDATIONS 

It is recommended that: 

• 11111:Jire 
& . 

2022. 

ens Operational Co nicatio s . .. 

• -approve for this investigation report to be transmitted to the Corruption and 
Clime Commission to inform on how DFES addressed this matter, as previously 
notified to the Commission as suspected serious misconduct. 

Ert¼ed/Not 
Endorsed 
Date: :z /::a. -2-

RE CE 11/E D: .. " IBlliii~Ji..itJ.. .. , ;,. 
REP#: ,1111,11,,,-.. u, .... , 
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